SSL Configuration

In order to meet security policies of your company or your customer, you might want safe HTTPS
connection between NetVizura web app and server. On this page:

This is achieved by installing a trusted SSL certificate on a Apache Tomcat, and procedure is more or

less standard as for any other Java servlet container. e Apache Tomcat 8 SSL

Configuration
® Apache Tomcat 7 SSL
Configuration

For detailed instructions how to setup SSL in NetVizura, read the guide bellow for the Tomcat version
you have:

Apache Tomcat 8 SSL Configuration

1 Thisis a step by step tutorial with self-signed certificate example about the ssl configuration
on tomcat 8 running on Windows 2016 R2.

Step 1. First you need to open windows power shell and type the following command:

&' C:\ Program Fi |l es\ Java\j dk1. 8. 0_111\ bi n\ keyt ool . exe" -genkey -alias
tontat -keyalg RSA -keystore C:.\keystore

@ In your case, this path "C:\Program Files\Java\jdk1.8.0_111\bin\keytool.exe" can be different, d
epending on your java version. Keystore destination "C:\keystore" is at your own choice.

You will be prompted to enter the following information:

Enter keystore password: 123123

What is your first and |ast name?

[ Unknown] : netvi zura. yourdonain.com# this is a place where you shoul d
enter your donmin nane

What is the name of your organizational unit?

[ Unknown] : Net Vi zura

What is the nanme of your organization?

[ Unknown] :  Soneco

What is the nane of your City or Locality?

[ Unknown] : Bel grade

What is the name of your State or Province?

[ Unknown] : Serbi a

What is the two-letter country code for this unit?
[ Unknown]: rs

Enter key password for <tontat>

(RETURN i f sanme as keystore password): [enter]

Step 2. In the file C:\Program Files\Apache Software Foundation\Tomcat 8.5\confiserver.xml add the
following lines:

<Connect or

prot ocol =" org. apache. coyote. httpll. Htt p11N oProtocol "

port="8443" @ To disable http insecure
schenme="htt ps" connection you need to
secure="true" comment related lines in the
SSLEnabl ed="t rue" server file:

keystoreFi |l e="C:\ keystore"

keyst or ePass="123123" <Connector port="8080"

protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" />

clientAuth="fal se"
ssl Protocol ="TLS"/ >

Best practice is to add these
lines under the “SSL/TLS
HTTP/1.1" section.

Step 3. Restart tomcat service. @
Step 4. Open port TCP 8443 in the server firewall.

Step 5. Type https://netvizura.yourdomain.com:8443/netvizura in your browser and login to NetVizura.

1 Note that netvizura.yourdomain.com should resolve via DNS to your NetVizura server IP
address.



To get more information, please check vendor documentation Apache Tomcat 8 SSL/TLS Configuration
HOW-TO.

Apache Tomcat 7 SSL Configuration

1 This is a step by step tutorial with self-signed certificate example about the ssl configuration
on tomcat 7 running on Debian 7.

Step 1. First you need to type the following command in the linux shell:

lusr/lib/jvm default-javalbin/keytool -genkey -alias tontat -keyalg RSA -
keystore /etc/tontat7/ keystore

In your case, keytool path "/ust/lib/jvm/jre/bin/keytool" can be different. Keystore destination "/e
tc/tomcat6/keystore" is at your own choice.

You will be prompted to enter the following information:

Enter keystore password: 123123

What is your first and | ast nane?

[ Unknown] : netvi zura. yourdonmain.com# this is a place where you shoul d
enter your donmmi n nane

What is the name of your organizational unit?

[ Unknown] : Net Vi zura

Wiat is the name of your organization?

[ Unknown] : Soneco

VWhat is the nanme of your City or Locality?

[ Unknown] : Bel gr ade

What is the nane of your State or Province?

[ Unknown] : Serbi a

What is the two-letter country code for this unit?

[ Unknown]: rs

I's CN=Il dap. netvi zura. com OU=Net Vi zura, O=Soneco, L=Bel grade, ST=Serbi a,
C=rs correct?

[no]: yes

Enter key password for <tontat>

(RETURN i f sanme as keystore password): [enter]

Step 2. Use some text editor such as "nano" or "vim" to add the following lines into the /etc/tomcat7
Iserver.xml file:

e.g. nano /etc/tomcat7/server.xml

<Connect or

protocol ="or g. apache. coyote. htt pll. H t p11Pr ot ocol "
port="8443"

schene="https" secure="true" SSLEnabl ed="true"
keystoreFil e="/etc/tontat 7/ keyst ore"

keyst or ePass="123123"

clientAuth="fal se" ssl Protocol ="TLS"/>

Step 3. Restart tomcat service.
Step 4. Open port TCP 8443 in the server firewall.

Step 5. Type https://netvizura.yourdomain.com:8443/netvizura in your browser and login to NetVizura.

1 Note that netvizura.yourdomain.com should resolve via DNS to your NetVizura server IP
address.

To get more information about it, please check vendor documentation Apache Tomcat 7 SSL/TLS
Configuration HOW-TO.
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