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NetVizura 4.6.6 User Guide

What's New

Installation and Setup
General Usage

Network Monitor
NetFlow Analyzer
EventLog Analyzer

MIB Browser

General Settings
General Troubleshooting
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What's New

What's new in NetVizura version 4.6.6:

NETFLOW ANALYZER
® There is an option to enable/disable Reverse DNS

® Optional bidirectional flow filtering in Row Data
® Minor bugfixes were made

EVENTLOG ANALYZER

® Alarm Settings are improved
® Minor bugfixes were made

GENERAL

® Windows 2019 server is now supported
® VmWare Installer is now available
® Minor bugfixes were made

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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Changelog
4.6.6

November, 2019

NETFLOW ANALYZER

® There is an option to enable/disable Reverse DNS
® Optional bidirectional flow filtering in Row Data
® Minor bugfixes were made

EVENTLOG ANALYZER

® Alarm Settings are improved
® Minor bugfixes were made

GENERAL
® Windows 2019 server is now supported

® VmWare Installer is now available
® Minor bugfixes were made

4.6.5

April, 2019

EVENTLOG ANALYZER

® Minor bugfixes were made

4.6.4

March, 2019

NETFLOW ANALYZER

® There is an option now to disable Whois lookup for All Traffic Internal Addresses
® Default time for sending scheduled reports has been changed (from 4am to 8am)
® Multi-select option for exporters in the sampling settings is now introduced

® Minor bugfixes were made

EVENTLOG ANALYZER

® Group alarms with the condition based on number of messages in unit of time, are now available
® E-mail alerts for activation and deactivation of group alarms are enabled
® Minor bugfixes were made

GENERAL
® Debian 9 and Ubuntu 18.04 are now supported

® |tis now possible to manually add devices in settings
® Minor bugfixes were made

4.6.3

August, 2018

NETFLOW ANALYZER

. Conversations are now showing the initiator/responder traffic

AS tab has an ANS resolution with Whois information and country flag, when you hover the AS
. Discard interface (0) is now renamed to Null, for easier understanding

. Minor bugfixes were made

FNEANNIS

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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GENERAL

1. Live Demo is updated with the latest version
2. Minor bugfixes were made

4.6.2

February, 2018

NETFLOW ANALYZER

. Report branding (custom logo, description and link) is provided
. Palo Alto devices are supported

. sFlow compact format is supported

. User type is visible in users overview

A WNPE

GENERAL

1. System notifications and reports are now emailed at 8 AM, instead at 4 AM
2. Minor bugfixes were made

4.6.1

September, 2017

NETFLOW ANALYZER

1. Grouping exporters by custom tag is now possible (e.g. core, edge, locations, data center, etc.),
which enables separate monitoring and reporting
2. Predefined calendar periods (last day, last week and last month) were added for more intuitive
use and precise comparison
. Minor design improvements were made
. Visual traffic image bugfix is provided
. sFlow bugfix is provided

g~ w

EVENTLOG ANALYZER

1. Minor bugs with filtering are now fixed

GENERAL

1. Email messages for alarms and system notifications are improved
2. Minor bugfixes were made

4.6.0

July, 2017

NETFLOW ANALYZER

1. sFlow collection from various devices is now supported

2. Hiding Others from chart is now available, if it consumes most of the traffic

3. Compare feature is now added for comparing total (Overview) traffic with traffic made in the
previous period, to spot positive or negative deviations

GENERAL

1. LDAP integration (AD and Open LDAP) is provided for central management of user accounts

2. System notifications are improved to better inform you about your support expiry and renewal
actions

3. Guide on how to setup SSL and HTTPS connection between NetVizura web app and server is
now available in our documentation. Read more

4. NetVizura backup and restore procedures for Windows OS are now prepared and available

45.1

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.



NetVizura User Guide

February, 2017

GENERAL

1. CentOS 7 and Debian 8 and Ubuntu 16 distributions are now supported

2. System emails now include information about the source NetVizura server (eg. test or
production)

3. When update fails, system notifications are now sent

4. Various minor bugs are fixed

NETFLOW ANALYZER

. Overview tab design is fine-tuned

. SNMP v3 discovery is now supported

. Exporter data deletion issues are now solved
. Various minor improvements are also made

A WNPE

4.5.0

January, 2017

NETFLOW ANALYZER

. Easy, fast and extremely useful new Overview added

. Exporter search added

. Subnet sets are now moved to Traffic Pattern section (beside Subnets) for simpler navigation

. Legal Agreements (EULA, MSA and FALA) updated/added and reorganized. Please review here.

A WNBE

4.4.3

November 16, 2016

NETFLOW ANALYZER

1. Loading of exporters tree is optimized and application is now loading faster
2. When migrating configuration, problem with All Traffic node duplication is now fixed
3. Some minor bugs fixed

4.4.2

November 3, 2016

NETFLOW ANALYZER

1. NSEL data collection optimized and documentation added
@ Due to significant changes, ASA devices might show value increased/decreased compared to previous version. This is due to discovery
of NSEL export method not specified in Cisco documentation

. Selection of multiple objects in alarm conditions is introduced, currently only for volume and conversation alarm type

. Fixed problem where charts were not displayed properly while selecting long time periods

. End-user deduplication introduced

A WN

44.1

October 6, 2016

NETFLOW ANALYZER

. Volume based alarms added

. Additional info given in email notification, about the alarm
. Whitespaces are now allowed in usernames

. Cisco ASA devices (NSEL) supported

. NetFlow collection optimized

A WNPE

GENERAL

1. Navigation significantly enhanced

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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2. Alarm design improvements
3. Some minor bugs fixed

4.4.0

August 19, 2016

GENERAL

Dashboard added

. Java 8 support added

. Windows troubleshooting added
. Other minor bugs fixed

BN RE

NETFLOW ANALYZER

. All Traffic Pattern provided by default
. High traffic performance optimized

. Minor GUI improvements made
Other minor bugs fixed

BN

4.3.4

June 24, 2016

GENERAL
1. Getting started guide improved

2. NetFlow exporter limit removed from Free Trial license
3. Call-to-action buttons added to Live Demo and Free Trial applications

4.3.3

June 17, 2016

GENERAL

. Windows installer now can perform update to latest NetVizura version

Added more Getting started steps

. PostgreSQL logs are now created with the date in the filename and are rotated daily
. Minor bug fixes

BN RE

4.3.2

June 2, 2016

GENERAL

1. Windows Installer flow improved
2. Getting Started guide introduced

NETFLOW ANALYZER

1. End User Traffic performance optimized
2. Minor bug fixed

43.1

May 13, 2016

GENERAL

1. Windows OS is now supported (for server installation)

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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2. System requirements updated

NETFLOW ANALYZER

1. IP addresses in Scheduled Reports bug fixed
2. Other minor bugs fixed
3. Minor GUI improvements made

MIB BROWSER

1. MIB module parsing bux fixed

4.3.0

April 14, 2016

NETFLOW ANALYZER

[Eny

. End User traffic statistic added
read more
. IP addresses are now shown as hostnames
. IP addresses now include WHOIS description
AS are now shown as names instead of AS numbers
Admin can now remove exporters
User with Read privileges can now schedule reports, too
. Traffic illustration images improved
. Traffic table layout improved
. Menu Panel (left sidebar) is now resizable
. System performance optimized
. Minor bugs fixed

FOOONOUTAWN

=

MIB BROWSER

1. Modules bulk import added
2. Menu Panel (left sidebar) is now resizable

GENERAL

1. NetVizura User Guide is updated

42.1

January 26, 2016

GENERAL

Database maintenance improved

Update patch improved

Update from ICmyNet legacy application supported
. Timezone for ISO installation fixed

Eal SN

NETFLOW ANALYZER

1. User with Read persmission can now schedule reports
2. 32-bit AS numbers are now supported

4.2.0

November 19, 2015

GENERAL

. Logo redesigned

. Device discovery and management improved
. Empty system message fixed

. Minor bugs fixed

A WNPEP
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. Report Scheduling added
. Automatic deduplication added
. Traffic Pattern cloning added

System performance optimized
Node tree improved

. Various other features improved

. IPTables discovery stops collection fixed
. PDF report crash fixed

. Minor bugs fixed

EVENTLOG ANALYZER

AN

. Alarms added

SNMP Trap OID name resolution added

. Minor bugs fixed
. Online documentation published

MIB BROWSER

1.
2.

Minor bugs fixed
Online documentation published

NetVizura User Guide
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Installation and Setup

1 The following instructions are intended for users with administrator privileges (application and
server) and a basic familiarity with netflow export and device configuration.

In this chapter we will guide you through the installation and basic setup related actions:

System Requirements
Downloading NetVizura
NetVizura Installation
Initial Settings

SSL Configuration
Backup and Restore
License

NetVizura Update

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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System Requirements

System requirements depend primarily on the number of IP flows that will be received and processed by
the system. The bigger the network traffic volume, the higher the number of IP flows. This On this page:
reflects strongly on IP flow processing speed and Raw Data file size. The former rises the CPU

speed requirement and the latter rises the amount of HDD space needed to store Raw Data.

® Hardware Requirements
® NetFlow Analyzer Server
® EventLog Analyzer Server
® MIB Browser Server

® Software Requirements

. ® S ted OS
Hardware Requirements . sﬁEEﬁLEd Browsers

In addition to this, HDD space requirement rises with the number of Traffic Patterns and subnets you
create and with the amount of Raw Data files you decide to store on your system. The number of Traffic
Patterns you create also affects the IP flow processing speed.

NetFlow Analyzer Server

Package Usual Load (avg CPU RAM HDD Space
(max fps) fps, avg nodes)
Free (5 fps) 2 fps, 10 nodes Singe-core 1.6 2GB 5GB
GHz processor
Express (50 fps) | 20 fps, 50 nodes Singe-core 2.0 2GB | 5GB (¥) NetFlow Analyzer is highly
GHz processor flexible and you
can configure it to minimize
Small & 200 fps, 100 nodes Singe-core 2.0 3GB 10 GB system requirements
Medium (500 GHz processor cost. To get more details on
fps) configuration, see NetFlow
Enterprise (5k | 2,000 fps, 500 nodes | Dual-core 2.0GHz | 4GB | 120 GB - SAS or SSD in RAID 0 o Seiligs & CEmELIET:
fps) processor similar setup with striping
Large 35,000 fps, 1,500 nodes ' Octa-core 2.0GHz | 8GB 2.4 TB - SAS or SSD in RAID 0 or
Enterprise (50k processor similar setup with striping @ To learn more on how
fps) calculation is made or how
to make your own custom
Premium (50k+ Contact us HDD space estimation, see
fps) NetVizura NetFlow Analyzer

HDD Calculator.xIsx.

General assumptions: 30 days of Archive and 365 days of Database history stored.

0)

® These are recommended server requirements based on the Usual Load (during
business hours) given in the table above. Average flows processed and monitoring
counters impact all parameters (CPU, RAM and HDD). Archive and Database storing
time also impacts HDD space and may require additional external storage.

® NetVizura comes with built-in database which will be installed on the NetVizura
server. You can use a different server for your database to achieve better
performance but note that NetVizura only supports PostgreSQL version 9.3+.

* NetFlow Analyzer Raw Data files are stored on the NetVizura server. You can store
them in some other storage, but keep in mind that it can have a considerable impact
on the performance due to large files being transferred across your network between
the NetVizura server and Raw data files storage.

@ To learn more on how
calculation is made or how
EventLog Analyzer Server to make your own custom
HDD space estimation, see
NetVizura EventLog

Package (max Usual Load (avg CPU RAM HDD Space Analyzer HDD Calculator.
exporters) mps, alarms) xlsx
Free (3 exporters) 500 mps, 2 alarms Singe-core 2GB 1.2 TB - SAS or SSD in RAID 0 or
1.6 GHz similar set-up with striping
Small & Medium (20 = 5k mps, 5 alarms Quad-Core 2GB 12 TB - SAS or SSD in RAID 0 or
exporters) 3.0 GHz similar setup with striping
Enterprise (100 50k mps, 10 alarms Octa-Core 8GB 120 TB - SAS or SSD in RAID 0 or
exporters) 3.6 GHz similar setup with striping
Premium (100+ Contact us
exporters)

General assumptions: 30 days of Database history stored.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0. 13
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G) These are recommended server requirements based on the Usual Load (during business
hours) given in the table above. Maximum messages processed and applied alarms impact all
parameters (CPU, RAM and HDD). Database storing time also impacts HDD space and may
require additional external storage.

MIB Browser Server

Package CPU RAM HDD Space

Minimum Singe-core 1.6GHz processor = 2GB 500 MB

General assumptions: lifetime Database history stored.

Software Requirements

Software Comes with NetVizura Notes
Oracle Java 8 No (Windows) Required for Windows installer
OpenJDK 8 Yes (Linux) Automatically installed with Linux packages
Apache Tomcat 6, 7 or 8 ' Yes (Linux) Automatically installed with Linux packages
No (Windows) Required for Windows installer
PostgreSQL 9.3+ Yes (Linux) Automatically installed with Linux packages
No (Windows) Required for Windows installer

PostgreSQL 9.6 is recommended

Supported OS

oS Versions and Distributions

Linux Debian | Debian Jessie 8 (64 bit)
Debian Stretch 9 (64 bit)

Linux Ubuntu | Ubuntu Xenial Xerus 16.04 LTS (64-bit)
Ubuntu Bionic Beaver 18.04 LTS (64-bit)

Linux CentOS @ CentOS 6 (64 bit)
CentOS 7 (64 bit)

Windows Windows Server 2008 (64 bit)
Windows Server 2012 (64 bit)

Windows Server 2016 (64 bit)
Windows Server 2019 (64 bit)

Supported Browsers

Browser Versions Notes

Chrome 35.0+ -
Firefox 26.0+ -

Safari 10.0+ -

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.

G:} Supported Resolution

Please note that we support
resolution 1366x768px and
higher, and that our
application responsiveness
is developed accordingly.
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Downloading NetVizura

Use the following steps to download the required files for NetVizura installation:
Navigate to Downloads page where latest software version are offered
Choose the desired software version from the cards below and click Download

Provide your registration information and click Submit

Read the given instructions and click on Download link
. The installer file will be downloaded to your computer

orw NP

DEB Fackage RPM Package 150 Image WIN Installer
{Debian/Ubuntu) (CentOS) (CentDS) (Windows}

Va0 4 3 EFres T et 43 2 Fres Tk

© s I

debian Centos & s o
= =

Free Trial licence with evaluation period of 30 days from the day of installation includes the following
functional restrictions:

® NetFlow module allows you to process up to 500 flows per second from unlimited number of

exporters
® EventLog module allows you to process unlimited number of messages from up to three

exporters
® MIB module has no functional restrictions

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.

@

® To upgrade your

Free Trial or
Commercial
license, read more

at License Upgrade.

If you want to
transfer your
configuration from
old software
version to new one,
see more at Export
/import.
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NetVizura Installation

NetVizura can be installed on Linux (CentOS and Debian distributions) and Windows OS. The following
sections describe installation procedures for each stated operating system:

Linux Debian Installation
Linux Ubuntu Installation
Linux CentOS 6 Installation
Linux CentOS 7 Installation
ISO Image Installation
Windows Installation
VMware image installation

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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Linux Debian Installation

p
(D NetVizura needs dedicated server On this page:

For security reason, make sure that your server or VM doesn't have anything installed on it
before NetVizura installation. Other software of services running on the same server can
impact installation.

® |nstallation Steps
® Post Install Steps
® Tweaking PostgreSQL
( ) ® Tomcat Memory Allocation

@ NetVizura needs correct time

Before installing NetVizura make sure to set the time on your server correctly. Time change
after the installation will invalidate the license!

(D NetVizura installation needs internet access

NetVizura requires working connection to the internet to install required dependent software.
After installation is successful you can turn off internet access for NetVizura server.

.:D Netvizura depends on OpenJDK 8, Tomcat 7.0.14 or higher (for Debian 8) or Tomcat 8.0.14
or higher (for Debian 9) and PostgreSQL 9.5 or higher. NetVizura relies on 3rd-party
repositories for installation of these software packages.

The installation process has been tested on Debian 8.7 and Debian 9.8. It is important that
Debian is 64-bit OS.

Installation Steps

1 Tobe able to install NetVizura, you will need a root privileges.

To install NetVizura follow these steps:
Step 1: Installation of 3rd-party repositories and prerequisite software

Download and execute Debian prerequisite installation script:

su

apt-get -y install sudo wget

wget https://www. netvizura. coni files/products/general /downl oads/ netvi zur a-
4. 6. 6-prerequisites-debi an. sh --out put-docunent =/t np/ netvi zur a-

prerequi sites-debi an. sh

bash /tnp/ netvi zura-prerequisites-debi an. sh

Step 2: NetVizura package installation

Download NetVizura DEB package from NetVizura website to NetVizura server's / t np directory
and execute the following command:

sudo dpkg -i /tnp/downl oaded_fil e_nane. deb

Step 3: Verify installation
Now you can go to NetVizura web interface http:/<netvizura_server._ip>:8080/netvizura.

Default login credentials:

® Username: admin
® Password: admin01

For example, if your server IP is 1.1.1.1 then point your browser to http://1.1.1.1:8080/netvizura lik
e in the screenshot below:
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Post Install Steps

After installation tweaking of configuration files is required in order to utilize the installed RAM to
the fullest extent. The main consumers of RAM are operating system, PostgreSQL database and
Tomcat. General rule for distributing memory is to split it in ratio 2:1 between PostgreSQL and
Tomcat with 1 GB or more reserved for operating system. For instance:

Installed RAM PostgreSQL Tomcat oS

4GB 2GB 1GB 1GB
16 GB 10 GB 5GB 1GB

Tweaking PostgreSQL

Tweaking PostgreSQL for best performance is a topic on which many books were written, but the
following are some common sense suggestions. For the curious ones recommended reads
(among countless others) are PostgreSQL Optimization Guide, PostgreSQL Tuning Guide, this arti
cle and this book.

In order to apply following tweaks edit file / et c/ post gr esql / PG_VERSI ON_NUMBER/ nai n

/ post gresql . conf . You will need to restart the PostgreSQL service after done editing with
command: servi ce postgresqgl restart.Almost all of the following parameters are
commented with carron character (#). Be aware that if you comment out the parameter that has
been changed, PostgreSQL will revert to the default value.

In the following example it is assumed that 4 GB of RAM is allocated for PostgreSQL.

1 Before changing any parameters in postgresgl configuration read the provided
comments in the table below for more information regarding specific parameter.

parameter recommended comment
value

max_conne | 30 NetVizura rarely uses more than 10 connections
ctions simultaneously, but it is good to have some reserve.
shared_bu ' 1024MB The recommended amount is RAM 4.
ffers
effective | 2048MB The recommended amount is RAM 2, possibly even RAM
_cache_si * 3/ 4.
ze
checkpoin | 0.7 This parameter can take values between 0 and 1. Default
t _conpl et is set to 0.5, which means that the write phase of
ion_target checkpoint process will take half of the checkpoint timeout

time. Increasing this value will provide more time for
checkpoint write phase to finish, thus decreasing 10 usage.

wor k_nmem 32-64MB The formula used is max_connect i ons*wor k_nmem <=
RAM 4, but using a bit more is still fine.

mai ntenan | 256MB Speeds up DB self clean process. Usually 4*work_mem or
ce_work_m something in that ballpark

em

wal _buffe ' 16MB Increasing wal _buf f er s is helpful for write-heavy

rs systems. Usually this is 16MB.
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If WAL files are under this size, files will be recycled for
future checkpoints.

Maximum size of WAL files, after that CHECKPOINT
command is be issued and files are written to disk.

Number of simultaneous request that can be handled
efficiently by disk subsystem.

Turning this parameter off speeds up normal operation, but
might lead to either unrecoverable data corruption, or silent
data corruption, after power outage, OS or HDD failure.
The risks are similar to turning off f sync, though smaller.

Don't wait for HDD to finish previous write operation. This
brings the most benefit, but if there is power outage, OS or
HDD failure in exact instant when PSQL issues write
command to HDD, that data will be lost and the DB itself
could be corrupted. On the other hand, DB can issue
several magnitude more write commands in the same time
period and consider all these done, thus improving write
performance immensely.

Similarly to "fsync" but with less benefit.

Parallel system optimization (PSQL => 9.6)

max_wor ke
r_process
es

max_par al
| el _worke
rs_per_ga
t her

(PSQL >
9.6)
max_par al
I1el _work
ers

2

Number of cores

Number of cores/2

Number of cores

Tomcat Memory Allocation

During installation NetVizura automatically allocates memory for Tomcat process. The amount
allocated to Tomcat process is calculated according to the formula:

(RAM 44 - 1GB) / 3 butno less than 1GB.

For instance:

Total RAM

3GB

4GB

16 GB

Tomcat

1GB

1GB

5GB

However, if you need to tweak Tomcat RAM allocation differently (the example for 2048MB):

1. Editfile/etc/defaul t/toncat7 (Debian 8)or/etc/ defaul t/tontat8 (Debian 9)

2. Locate JAVA_OPTS environment variable that defines memory and uncomment it if it is
commented. This line looks something like the following:
JAVA_OPTS="${JAVA_OPTS} -Xmx1024m - Xns1024m +UseConcMar kSweepGC"

3. Modify the - Xmx parameter to allocate additional memory to Tomcat. Additionally, set
parameter - Xns to the same amount. This should look something like:

JAVA _OPTS="-Dj ava. awt . headl ess=true - Xnx2048M - Xms2048M - XX:

+UseConcMar kSweepGC'
4. Save the file and restart Tomcat: servi ce tontat7 restart (Debian 8) or servi ce

tontat 8 restart (Debian 9)

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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Linux Ubuntu Installation

-

(D NetVizura needs dedicated server

For security reason, make sure that your server or VM doesn't have anything installed on it
before NetVizura installation. Other software of services running on the same server can
impact installation.

@ NetVizura needs correct time

Before installing NetVizura make sure to set the time on your server correctly. Time change
after the installation will invalidate the license!

(D NetVizura installation needs internet access

NetVizura requires working connection to the internet to install required dependent software.
After installation is successful you can turn off internet access for NetVizura server.

.:D Netvizura depends on OpenJDK 8, Tomcat 7 (for Ubuntu 16.04) or Tomcat 8 (for Ubuntu
18.04) and PostgreSQL 9.5 or higher. NetVizura relies on 3rd-party repositories for installation
of these software packages.

The installation process has been tested on Ubuntu 16.04.2 LTS and 18.04.2 LTS. Itis
important that Ubuntu is 64-bit OS.

Installation Steps

1 Tobe able to install NetVizura, you will need a root privileges.

To install NetVizura follow these steps:
Step 1: Installation of 3rd-party repositories and prerequisite software

Download and execute Debian prerequisite installation script:

su
apt-get -y install sudo wget

wget https://wwmv netvizura. conl fil es/ products/general / downl oads/ net vi zur a-
4. 6. 6-prerequisites-ubuntu.sh --output-docunent =/tnp/ netvizura-

prerequi sites-ubuntu. sh

bash /tnp/ netvizura- prerequisites-ubuntu. sh

Step 2: NetVizura package installation

Download NetVizura DEB package from NetVizura website to NetVizura server's / t np directory
and execute the following command:

sudo dpkg -i /tnp/downl oaded_file_nane. deb

Step 3: Verify installation

Now you can go to NetVizura web interface http./<netvizura server_ip>:8080/netvizura.

Default login credentials:

® Username: admin
® Password: admin01

For example, if your server IP is 1.1.1.1 then point your browser to http://1.1.1.1:8080/netvizura like in
the screenshot below:

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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Post Install Steps

After installation tweaking of configuration files is required in order to utilize the installed RAM to the
fullest extent. The main consumers of RAM are operating system, PostgreSQL database and Tomcat.
General rule for distributing memory is to split it in ratio 2:1 between PostgreSQL and Tomcat with 1 GB
or more reserved for operating system. For instance:

Installed RAM PostgreSQL Tomcat oS

4GB 2GB 1GB 1GB
16 GB 10 GB 5GB 1GB

Tweaking PostgreSQL

Tweaking PostgreSQL for best performance is a topic on which many books were written, but the
following are some common sense suggestions. For the curious ones recommended reads (among

countless others) are PostgreSQL Optimization Guide, PostgreSQL Tuning Guide, this article and this bo

ok.

In order to apply following tweaks edit file / et c/ post gr esql / PG_VERSI ON_NUMBER/ nai n

/ post gresql . conf. You will need to restart the PostgreSQL service after done editing with command:

service postgresql restart. Almost all of the following parameters are commented with carron
character (#). Be aware that if you comment out the parameter that has been changed, PostgreSQL will
revert to the default value.

In the following example it is assumed that 4 GB of RAM is allocated for PostgreSQL.

1 Before changing any parameters in postgresgl configuration read the provided comments in
the table below for more information regarding specific parameter.

parameter recommended comment
value

max_conne | 30 NetVizura rarely uses more than 10 connections simultaneously,
ctions but it is good to have some reserve.
shared_bu | 1024MB The recommended amount is RAM 4.
ffers
effective | 2048MB The recommended amount is RAM 2, possibly even RAM * 3
_cache_si l4.
ze
checkpoin | 0.7 This parameter can take values between 0 and 1. Default is set to
t _conpl et 0.5, which means that the write phase of checkpoint process will
i on_target take half of the checkpoint timeout time. Increasing this value will

provide more time for checkpoint write phase to finish, thus
decreasing 10 usage.

wor k_mem 32-64MB The formula used is max_connect i ons*wor k_nmem <= RAM 4,
but using a bit more is still fine.

mai nt enan | 256MB Speeds up DB self clean process. Usually 4*work_mem or
ce_work_m something in that ballpark

em

wal _buffe ' 16MB Increasing wal _buf f er s is helpful for write-heavy systems.
rs Usually this is 16MB.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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If WAL files are under this size, files will be recycled for future
checkpoints.

Maximum size of WAL files, after that CHECKPOINT command is
be issued and files are written to disk.

Number of simultaneous request that can be handled efficiently
by disk subsystem.

Turning this parameter off speeds up normal operation, but might
lead to either unrecoverable data corruption, or silent data
corruption, after power outage, OS or HDD failure. The risks are
similar to turning off f sync, though smaller.

Don't wait for HDD to finish previous write operation. This brings
the most benefit, but if there is power outage, OS or HDD failure
in exact instant when PSQL issues write command to HDD, that
data will be lost and the DB itself could be corrupted. On the other
hand, DB can issue several magnitude more write commands in
the same time period and consider all these done, thus improving
write performance immensely.

Similarly to "fsync" but with less benefit.

Parallel system optimization (PSQL => 9.6)

max_wor ke
r_process
es

max_par al
| el _worke
rs_per_ga
t her

(PSQL >
9.6)
mex_par al
Il el _work
ers

2

Number of cores

Number of cores/2

Number of cores

Tomcat Memory Allocation

During installation NetVizura automatically allocates memory for Tomcat process. The amount allocated
to Tomcat process is calculated according to the formula:

(RAM ;4 - 1GB) / 3butno lessthan 1GB.

For instance:

Total RAM

3GB

4GB

16 GB

Tomcat

1GB

1GB

5GB

However, if you need to tweak Tomcat RAM allocation differently (the example for 2048MB):

1. Editfile /etc/ defaul t/tontat7 (for Ubuntu 16.04) or / et ¢/ def aul t/t ontat 8 (for

Ubuntu 18.04)

2. Locate JAVA_OPTS environment variable that defines memory and uncomment it if it is
commented. This line looks something like the following:
JAVA_OPTS="${JAVA_OPTS} -Xmx1024m - Xnms1024m +UseConcMar kSweepGC"

3. Modify the - Xmx parameter to allocate additional memory to Tomcat. Additionally, set
parameter - Xirs to the same amount. This should look something like:

JAVA _OPTS="-Dj ava. awt . headl ess=true - Xm2048M - Xns2048M - XX:

+UseConcMar kSweepGC"

1. Save the file and restart Tomcat: servi ce tontat7 restart (for Ubuntu 16.04)/ service
tontat8 restart (for Ubuntu 18.04)

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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Linux CentOS 6 Installation

( N
(D NetVizura needs dedicated server On this page:

For security reason, make sure that your server or VM doesn't have anything installed on it
before NetVizura installation. Other software of services running on the same server can
impact installation.

® |nstallation Steps
® Post Install Steps
® Tweaking PostgreSQL
s D ® Tomcat Memory Allocation
@ NetVizura needs correct time

Before installing NetVizura make sure to set the time on your server correctly. Time change
after the installation will invalidate the license!

(D NetVizura installation needs internet access

NetVizura requires working connection to the internet to install required dependent software.
After installation is successful you can turn off internet access for NetVizura server.

.:D Before installing NetVizura you will have to install: OpenJDK 8, Apache Tomcat 6 and
PostgreSQL 9.5 or higher, in that order.

The installation process has been tested on CentOS 6.6. It is important that CentOS is 64-bit
0OS.

Installation Steps

1 Tobe able to install NetVizura, you will need a root privileges.

To install NetVizura follow these steps:

Step 1: sudo and wget installation

yum -y install sudo wget

Step 2: Apache Tomcat 6 package installation:

1. execute command

yum -y install tontat6 In case you have installed
newer version of
PostgreSQL, use different
2. add Tomcat service to system startup PostgreSQL service name,
that matches your
PostgreSQL version, in the
chkconfig tontat6 on commands from the Step 3.

Step 3: PostgreSQL package installation:
1. edit file /etc/yum.repos.d/CentOS-Base.repo
a. in section [base] add line "exclude=postgresql*'
b. in section [updates] add line "exclude=postgresql*"
2. go to http://yum.postgresqgl.org/ and choose stable PostgreSQL package in regard to your
CentOS version and architecture.
CentOS 6, 64 bit example: https://download.postgresgl.org/pub/repos/yum/9.5/redhat/rhel-6-

x86_64/pgdg-centos95-9.5-2.noarch.rpm
3. in the folder where the file is downloaded execute command

yum -y localinstall pgdg-centos95-9.5-2. noarch.rpm

4. execute command

yum -y install postgresql 95-server
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5. execute command

service postgresql-9.5 initdb

6. execute command

service postgresqgl-9.5 start

7. verify that PostgreSQL is running properly with the command

service postgresql-9.5 status

8. add PostgreSQL service to system startup

chkconfig postgresql-9.5 on

Step 4: Installing NetVizura package
Download NetVizura RPM package from NetVizura website to NetVizura server's / t np directory and
execute the following command:

yum -y localinstall /tnp/downl oaded_fil e_nane.rpm

Step 5: Verify installation

Now you can go to NetVizura web interface http:/<netvizura_server_ip>:8080/netvizura.

Default login credentials:

® Username: admin
® Password: admin01

For example, if your server IP is 1.1.1.1 then point your browser to http://1.1.1.1:8080/netvizura like in
the screenshot below:

* 114

Post Install Steps

After installation tweaking of configuration files is required in order to utilize the installed RAM to the
fullest extent. The main consumers of RAM are operating system, PostgreSQL database and Tomcat.
General rule for distributing memory is to split it in ratio 2:1 between PostgreSQL and Tomcat with 1 GB
or more reserved for operating system.

For instance:

Installed RAM PostgreSQL Tomcat oS

4GB 2GB 1GB 1GB

16 GB 10 GB 5GB 1GB

Tweaking PostgreSQL

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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Tweaking PostgreSQL for best performance is a topic on which many books were written, but the
following are some common sense suggestions. For the curious ones recommended reads (among
countless others) are PostgreSQL Optimization Guide, PostgreSQL Tuning Guide, this article and this bo
ok.

In order to apply following tweaks edit file / var /| i b/ pgsql / PG_VERSI ON_NUVBER/ dat a

/ post gresql . conf. You will need to restart the PostgreSQL service after done editing with command:
service postgresql restart.Almost all of the following parameters are commented with carron
character (#). Be aware that if you comment out the parameter that has been changed, PostgreSQL will
revert to the default value.

In the following example it is assumed that 4 GB of RAM is allocated for PostgreSQL.

1 Before changing any parameters in postgresql configuration read the provided comments in
the table below for more information regarding specific parameter.

parameter recommended comment
value

max_conne | 30 NetVizura rarely uses more than 10 connections simultaneously,
ctions but it is good to have some reserve.
shared_bu | 1024MB The recommended amount is RAM 4.
ffers
effective @ 2048MB The recommended amount is RAM 2, possibly even RAM * 3
_cache_si /4.
ze
checkpoin ' 0.7 This parameter can take values between 0 and 1. Default is set to
t_conpl et 0.5, which means that the write phase of checkpoint process will
ion_target take half of the checkpoint timeout time. Increasing this value will

provide more time for checkpoint write phase to finish, thus
decreasing 10 usage.

wor k_mem 32-64MB The formula used is max_connect i ons*wor k_nem <= RAM 4,
but using a bit more is still fine.

mai nt enan = 256MB Speeds up DB self clean process. Usually 4*work_mem or
ce_work_m something in that ballpark

em

wal _buffe ' 16MB Increasing wal _buf f er s is helpful for write-heavy systems.

rs Usually this is 16MB.

mn_wal _s 1GB If WAL files are under this size, files will be recycled for future
ize checkpoints.

max_wal _s  2GB Maximum size of WAL files, after that CHECKPOINT command is
ize be issued and files are written to disk.

effective 2 Number of simultaneous request that can be handled efficiently
_io_concu by disk subsystem.

rrency

full _page | off Turning this parameter off speeds up normal operation, but might
_writes lead to either unrecoverable data corruption, or silent data

corruption, after power outage, OS or HDD failure. The risks are
similar to turning off f sync, though smaller.

fsync off Don't wait for HDD to finish previous write operation. This brings
the most benefit, but if there is power outage, OS or HDD failure
in exact instant when PSQL issues write command to HDD, that
data will be lost and the DB itself could be corrupted. On the other
hand, DB can issue several magnitude more write commands in
the same time period and consider all these done, thus improving
write performance immensely.

synchrono | off Similarly to "fsync" but with less benefit.
us_conmi t

Parallel system optimization (PSQL => 9.6)
max_wor ke | 2 Number of cores

r_process
es
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max_par al 1 Number of cores/2
| el _worke

rs_per_ga

t her

(PSQL > 2 Number of cores
9.6)
max_par al

Il el _work
ers

Tomcat Memory Allocation

During installation NetVizura automatically allocates memory for Tomcat process. The amount allocated
to Tomcat process is calculated according to the formula:

(RAM ot 4 - 1GB) / 3butno lessthan 1GB.

For instance:

Total RAM Tomcat

3GB 1GB
4GB 1GB
16 GB 5GB

However, if you need to tweak Tomcat RAM allocation differently (the example for 2048MB):

1. Editfile/etc/toncat6/tontat 6. conf

2. Locate JAVA_OPTS environment variable that defines memory This line looks something like
the following:
JAVA_OPTS="${JAVA OPTS} - Xnmx1024m - Xns1024nt

3. Modify the - Xmx and - Xns to the same amount. This should look something like:
JAVA_OPTS="${JAVA OPTS} - Xmx2048M - Xns2048M'

4. Save the file and restart Tomcat: servi ce tontat6 restart
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Linux CentOS 7 Installation

( N

{D NetVizura needs dedicated server

For security reason, make sure that your server or VM doesn't have anything installed on it

before NetVizura installation. Other software of services running on the same server can
impact installation. On this page:
. J

( ~\
{D NetVizura needs correct time ® Installation Steps
® Post Install Steps
Before installing NetVizura make sure to set the time on your server correctly. Time change ¢ Tweaking PostgreSQL )
after the installation will invalidate the license! ¢ Tomcat Memory Allocation
~ J
( ~\

{D NetVizura installation needs internet access

NetVizura requires working connection to the internet to install required dependent software.
After installation is successful you can turn off internet access for NetVizura server.

.:D Before installing NetVizura you will have to install: OpenJDK 8, Apache Tomcat 7 and
PostgreSQL 9.5 or higher, in that order.

The installation process has been tested on CentOS 7. It is important that CentOS is 64-bit
0OS.

Installation Steps

1 Tobe able to install NetVizura, you will need a root privileges.

To install NetVizura follow these steps:

Step 1: sudo and wget installation

yum -y update
yum -y install sudo wget

Step 2: Apache Tomcat 7 package installation:

1. install Tomcat service

yum -y install tontat

In case you have installed
newer version of
PostgreSQL, use different
systenct! start tonctat PostgreSQL service name,
that matches your
PostgreSQL version, in the
commands from the Step 3.

2. start Tomcat service

3. add Tomcat service to system startup
systentt| enable tontat

4. Grant Tomcat necessary SELinux permissions
yuminstall policycoreutils-python

semanage pernissive -a tontat_t

Step 3: PostgreSQL package installation:

1. Download PostgreSQL 9.6 package from official PostgreSQL repository.
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wget https://downl oad. post gresql . org/ pub/repos/yuni 9. 6/ redhat/rhel -
7-x86_64/ pgdg- cent 0s96- 9. 6- 3. noar ch. rpm

2. In the folder where the file is downloaded execute command

yum -y localinstall pgdg-centos96-9.6-3.noarch.rpm

3. execute command

yum -y install postgresql 96-server

4. execute command

[ usr/ pgsql - 9. 6/ bi n/ post gresql 96-setup initdb

5. execute command

systenttl start postgresql-9.6

6. verify that PostgreSQL is running properly with the command

systentt| status postgresql-9.6

7. add PostgreSQL service to system startup

systentt!l enabl e postgresql-9.6

Step 4: Installing NetVizura package
Download NetVizura RPM package from NetVizura website to NetVizura server's / t np directory and
execute the following command:

yum -y localinstall /tnp/netvizura-package.rpm

Step 5: Configuring default font family

Create file name / et c/ font s/ | ocal . conf to force Java to use Ut opi a as the default font, and
restart Tomcat service:
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letc/fonts/local.conf

<?xm version='1.0"?>
<! DOCTYPE fontconfig SYSTEM ' fonts.dtd' >
<f ontconfi g>
<al i as>
<fam ly>serif</famly>
<pref er><fam | y>Ut opi a</ fam | y></ pref er>
</ alias>
<al i as>
<fam | y>sans-serif</famly>
<prefer><fam | y>Ut opi a</fam | y></prefer>
</alias>
<al i as>
<fam | y>nmonospace</fam | y>
<pref er><fam | y>Ut opi a</ fam | y></ prefer>
</ alias>
<al i as>
<fam | y>di al og</fam | y>
<prefer><fam | y>Ut opi a</fam | y></prefer>
</alias>
<al i as>
<fam | y>di al ogi nput</fam | y>
<pref er><fam | y>Ut opi a</fam | y></ prefer>
</ alias>
</ fontconfig>

systenct!| restart tontat

@ PDF and Scheduled reports will not work without this step.

Step 6: Verify installation

Now you can go to NetVizura web interface http:/<netvizura_server_ip>:8080/netvizura.

Default login credentials:

® Username: admin
® Password: admin01

For example, if your server IP is 1.1.1.1 then point your browser to http://1.1.1.1:8080/netvizura like in
the screenshot below:

Post Install Steps

After installation tweaking of configuration files is required in order to utilize the installed RAM to the
fullest extent. The main consumers of RAM are operating system, PostgreSQL database and Tomcat.
General rule for distributing memory is to split it in ratio 2:1 between PostgreSQL and Tomcat with 1 GB
or more reserved for operating system.

For instance:
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Installed RAM PostgreSQL Tomcat oS

4GB 2GB 1GB 1GB
16 GB 10 GB 5GB 1GB

Tweaking PostgreSQL

Tweaking PostgreSQL for best performance is a topic on which many books were written, but the
following are some common sense suggestions. For the curious ones recommended reads (among
countless others) are PostgreSQL Optimization Guide, PostgreSQL Tuning Guide, this article and this bo
ok.

In order to apply following tweaks edit file / var /1 i b/ pgsql / PG_VERSI ON_NUVBER/ dat a

/ post gresql . conf. You will need to restart the PostgreSQL service after done editing with command:
service postgresql restart.Almost all of the following parameters are commented with carron
character (#). Be aware that if you comment out the parameter that has been changed, PostgreSQL will
revert to the default value.

In the following example it is assumed that 4 GB of RAM is allocated for PostgreSQL.

1 Before changing any parameters in postgresql configuration read the provided comments in
the table below for more information regarding specific parameter.

parameter recommended comment
value

max_conne | 30 NetVizura rarely uses more than 10 connections simultaneously,
ctions but it is good to have some reserve.
shared_bu | 1024MB The recommended amount is RAM 4.
ffers
effective | 2048MB The recommended amount is RAM 2, possibly even RAM * 3
_cache_si l4.
ze
checkpoin | 0.7 This parameter can take values between 0 and 1. Default is set to
t _conpl et 0.5, which means that the write phase of checkpoint process will
i on_target take half of the checkpoint timeout time. Increasing this value will

provide more time for checkpoint write phase to finish, thus
decreasing 10 usage.

wor k_mem 32-64MB The formula used is max_connect i ons*wor k_nmem <= RAM 4,
but using a bit more is still fine.

mai nt enan | 256MB Speeds up DB self clean process. Usually 4*work_mem or
ce_work_m something in that ballpark

em

wal _buffe ' 16MB Increasing wal _buf f er s is helpful for write-heavy systems.

rs Usually this is 16MB.

mn_wal _s 1GB If WAL files are under this size, files will be recycled for future
ize checkpoints.

max_wal _s  2GB Maximum size of WAL files, after that CHECKPOINT command is
ize be issued and files are written to disk.

effective 2 Number of simultaneous request that can be handled efficiently
_io_concu by disk subsystem.

rrency

full _page @ off Turning this parameter off speeds up normal operation, but might
_writes lead to either unrecoverable data corruption, or silent data

corruption, after power outage, OS or HDD failure. The risks are
similar to turning off f sync, though smaller.

fsync off Don't wait for HDD to finish previous write operation. This brings
the most benefit, but if there is power outage, OS or HDD failure
in exact instant when PSQL issues write command to HDD, that
data will be lost and the DB itself could be corrupted. On the other
hand, DB can issue several magnitude more write commands in
the same time period and consider all these done, thus improving
write performance immensely.

synchrono | off Similarly to "fsync" but with less benefit.
us_conmit
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Parallel system optimization (PSQL => 9.6)

max_wor ke | 2 Number of cores
r_process
es

max_par al 1 Number of cores/2
| el _worke

rs_per_ga

t her

(PSQL > 2 Number of cores
9.6)
max_par al

Il el _work
ers

Tomcat Memory Allocation

During installation NetVizura automatically allocates memory for Tomcat process. The amount allocated
to Tomcat process is calculated according to the formula:

(RAM ot a1 - 1GB) / 3butno less than 1GB.

For instance:

Total RAM Tomcat

3GB 1GB
4GB 1GB
16 GB 5GB

However, if you need to tweak Tomcat RAM allocation differently (the example for 2048MB):

1. Editfile /et c/toncat/conf. d/ netvi zura. conf

2. Locate JAVA_OPTS environment variable that defines memory This line looks something like
the following:
JAVA_OPTS="${JAVA_OPTS} -Xmx1024m - Xnms1024nt

3. Modify the - Xmx and - Xns to the same amount. This should look something like:
JAVA_OPTS="${JAVA_OPTS} -Xmx2048M - Xns2048M'

4. Save the file and restart Tomcat: systenct| restart tonctat.service

<?xm version='1.0"?> <! DOCTYPE fontconfig SYSTEM' fonts.dtd" > <fontcon
fig> <alias> <fam |ly>serif</fam|y> <prefer><fanily>U opi a</fam | y></pr
efer> </alias> <alias> <fam | y>sans-serif</fam|y> <prefer><fam|y>Ut op
ia</fam | y></prefer> </alias> <alias> <fani|y>nonospace</fam|y> <prefer
><fam [ y>Ut opi a</fam | y></prefer> </alias> <alias> <fanily>dial og</fani
ly> <prefer><fam | y>Ut opi a</fam | y></prefer> </alias> <alias> <fam |y>d
ial ogi nput</fam |y> <prefer><fam |y>U opi a</fam |y></prefer> </alias> </
fontconfig>
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ISO Image Installation

p
(D. NetVizura needs dedicated server On this page:

Due to security reasons, make sure that your server or VM doesn't have anything installed on
it before NetVizura installation. Other software of services running on the same server can
impact installation.

® |nstallation Steps
® Post Install Steps

(D NetVizura needs correct time

Before installing NetVizura make sure to set the time on your server correctly. Time change
after the installation will invalidate the license!

(D NetVizura installation needs internet access

NetVizura requires working connection to the internet to install required dependent software.
Once the installation is successfully conducted, you can turn off internet access for NetVizura
server.

The following guide discusses installation of NetVizura from the ISO image.

netvizura-x.y.z-linux.iso is a modified installation of Ubuntu 18.04 Linux operating system. The 1ISO
provides fast and easy way to install NetVizura and operating system on your virtual or hardware
machine.

NetVizura.iso includes following software packages:

® Ubuntu 18.04 iso;
® various dependency packages: sudo, java, Tomcat8, postgresql10-server;
® NetVizura latest deb installation package.

Installation Steps

Step 1: Download NetVizura ISO Image from NetVizura website and upload it to your hypervisor image
repository (VMware, XEN...).

® When you create VM do not select VM templates which refer to certain OS (select Ot
her).

® Attach netvizura-x.y.z-linux.iso on virtual CD controller and boot ISO straight from
the virtual CD.

« If Welcome screen (shown in the step below) appears
during boot, then the installation is properly launched.

Step 2: Select Install NetVizura Server

First screen shows the following options:
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On this screen choose "Install NetVizura Server" option and press Enter. (The Installer will
automatically select this if nothing is pressed in 5 seconds)

This will lead you to complete installation of NetVizura software with all necessary software dependency
packages.

Step 3: Configure language

On the following "Select a language" screen you can set up the language for your system.

Choaose the lanpuege to be used for the installation process. The selected lenguage will
alen be the default lenguage for the installed systen.

Larguage:
C - Mo localization [ASCID) 4
LUTF-& - Mo localizatlon [UTF-B)
Latalan - Catald
Chinese (Eimillfled] - FPS((E{*J
Chinese {Treditionald - AR3C(EIE)
Croatian - Hruatski
Czech - CeEtina
Albanian - shoip
Arahic -
AsTUrLan - Azturlany
Basque - Euskera
Belarusian - Bempycran
Boznian - Hosanskl
Bulgarian - EETECEN
Danish - Dansk
Dutch —_Hedarlands
En =
Esperania - Esperanto
Estanian - Eesti
Fimish - Suomi
French - Frangais
Galician - Galsgd
Bermen - Deutsch B
<60 BEck:

tivates buttans

701 select v Locatlon |

The selected location will be used to set your tine zone and also for exanple to help
select the susten locale. Mormally this should b= the cauntry uhera you Live.

This is a shortlist of locatlons besed on the languege you selected. Choose 'ther" if
your locatlon is not Listed.

Counitry, territary or ares:

Pntigua and Barbuda
Pusiralia

igerla
Fhilippines
Sewchelles
Sirgapore
south Africa
United Kingoan

Zanbia
Zinbabue
other

<Bn Back:

<Tabx moves i BE. <Enter: mctivetes buttans

Step 4: Configure the keyboard

On the next 3 screens you should configure keyboard for the system.

DU can try to have your keyboard leyout detected by pressing a seriss of keys. If uyou do
not uant to do this, you will be shle to select your kewbosrd layout from o list.

Detect keyboard layout?

4G0 Backs
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The lagout of keyboards wvaries per country, with sone countries hawving multipla common
leyouts. Flease gelect tha country of origin for the keybaard of thiz camuter.

Country of orlgln for the keyboerd:

Barbara 9
Bongla

Belarusian

Belglian

Berber (flgerla, Latlnl
HBoanlan

Braille

Bulgarlan

Burnese

Chinese

Croatian

Czach

Denish

Ohlvehl

outch

Dzongkha

Erglizh (Australisn)
English (Cameroon)
Englizh [(Ghanal
Erglizh [Migeria)
Engllsh [South Afrlca)

Egjlsn éur%

G0 Back»

Fleaze s=lect the lewout metching the kewhoard for this nachine.

Keybosrd layout:

English (US) - Cherokee

Englizh (US| - English [Colemak)

Engllsh {U5] - English [Dworak]

Engllsh (US] - English (Dworak, &lt. ILntl.]

Engllsh (U] - Engllsh (Dwarak, Lntl., wlth dead keys)
English {U3] - English [Dvorak, left-honded:

English (U3) - English (Dworak, right-hended)

English (US] - English [Macintosh)

English (US] - English [UE, alt. imtl.)

Engllsh {U3] - English [US, eura an 5]

Engllsh (US] - English [US, Intl., with dead keys)
Engllsh (U] - Engllsh (Workman)

English {U8] - English (Workman, intl., with dead keys)
English {U3) - English [classic Dworak)

English tUs] - Englich [intl.. with ALtGr dead keys)
English {US] - English [progranmer Dvorek)

Engllsh {U5] - English Ithe divide/multinly keys topgle the lawout)
Engllsh (US] - Russien [UE, phonetic)

Engllsh {Us] - Serba-Croatlisn [US)

<BE0 Backr

Step 4a: Network configuration

In case you didn't configure your machine with DHCP, this screen will follow you through few options for
configuring network.

Metuork sutocanfiguration failed
“our natwork is probiably nat using the DHOP protacal, Alternativelu, the DHCP server may
be =low ar zome retwork herduere is not warking properly.

huttons
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From here you can chooge ta retry DHOP networt autoconfiguration (which nay succeed 1f
your DHCP server takes & long time to respond) or to cordigure the netwark manually. Some
DHCP gerwers requlre & DHCP hostname to be gent by the client, $o you can also choase 1o
retry DHOP network autocontiguration with @ hostname that you provide.

Hetwork configuration method:

Retry network autoconf iguration
Retry network autoconfiguration with & CHCP hostrana

Do rat cantigure the netuark at this tina

G0 Backs

You can always configure network later from cmd line.

Step 5: Finish and restart

o . Irstallation complete
Installation is complete. so it is tine to boot into wour new system. Hake sure to remove
the installstion media (CO-ROM, floppiss), sa that you boat into the reu sustem rather

than restarting the installstion.

<GB0 Backx

 Tab: Ent s huttons
When the basic installation is complete, eject your installation media (cd-rom, flash, etc) and restart the
machine

Step 6: Post installation

After OS installation, NetVizura autoinstall will automatically install .deb package and configure it. After
that installation finishes (in the background), you will be greeted with black screen with link to your
NetVizura Installation:

u 16.04.3 LTS netvizara-deso

e tuizura-dena login:

Hostname for you new machine is netvizura-demo,and credentials are demo for the username,and netv
izura for password.

Step 6a: Additional network configuration

If in step 4a you chose not to configure network, or you just want to change ip address of NetVizura
server, all you need to do is edit /etc/netplan/01-netcfg.yaml file, with the following example:
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1 Ubuntu network configuration

network:

version: 2

ethernets:

ensls:

dhcp4: no

addresses: [172.16.3.211/25]
gateway4: 172.16.2.1
nameservers:

addresses: [172.16.0.254,9.9.9.9]

Step 7: Verify installationNow you can go to NetVizura web interface http://<netvizura_server_ip>:8080
/netvizura.

Default login credentials:

® Username: admin
® Password: admin01

For example, if your server IP is 1.1.1.1 then point your browser to http://1.1.1.1:8080/netvizura like in
the screenshot below:

Post Install Steps

See Post install steps in article Linux Ubuntu Installation.
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Windows Installation

( N

{D NetVizura needs dedicated server

For security reason, make sure that your server or VM doesn't have anything installed on it
before NetVizura installation. Other software of services running on the same server can
impact installation.

{I} NetVizura needs correct time

Before installing NetVizura make sure to set the time on your server correctly. Time change
after the installation will invalidate the license!

{D NetVizura installation needs internet access

NetVizura requires working connection to the internet to install required dependent software.
After installation is successful you can turn off internet access for NetVizura server.

{D Before installing NetVizura you will have to install: Java 1.8, Tomcat 7 or higher and
PostgreSQL 9.5 or higher (9.6 recommended), in that order. The installation process has
been tested on Windows Server 2008 R2 (64bit), Windows Server 2012 R2 (64bit), Windows
Server 2016 R2 (64bit) and Windows Server 2019 (64bit) .

Installation Steps

To install NetVizura on Windows follow these steps:

Step 1: Download and install Oracle Java 8 from Oracle official website www.oracle.com/technetwork
/java/javase/downloads/index.html , or if you don't have support agreement with Oracle,you can
download openJDK build from :https://github.com/ojdkbuild/ojdkbuild . In openJDK case,you should
download .msi file eg. https://github.com/ojdkbuild/ojdkbuild/releases/download/1.8.0.212-1/java-1.8.0-
openjdk-1.8.0.212-1.b04.ojdkbuild.windows.x86_64.msi .

Only 64-bit Java is supported, so choose Windows x64 installer. We recommend JDK package because
it helps with troubleshooting.

Step 2: Download and install Tomcat 7 (or higher) as a service from Tomcat official website tomcat.
apache.org. 32-bit/64-bit Windows Setrvice Installer is available on the downloads page.

® Make sure to install Tomcat as a service, otherwise NetVizura installation won't be
able to complete successfully.

® Make sure you have exactly one version of Tomcat installed on your system,
otherwise application might not work as expected.

When prompted for the installation type, choose Full installation. This will enable Tomcat to start on boot.
Server Shutdown port should be set to 8005.

Choose which features of Apache Tomcat you want to install, \u

Check the components you want to install and uncheck the components you don't want to
install, Click Next to continue.

Select the type of install: Full -
Or, select the optonal 1#-[#] Tomeat Pescrlpnnn
e s - [¥] start Meru Items el
: --[¥] Documentation
- [¥] Manager
Host Manager
Examples

Space requirad: 12.8M8

<sack [ et | [ caneml
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® |nstallation Steps
® Post Install Steps
® Tweaking PostgreSQL
® Tomcat Memory Allocation

@ Note that NetVizura
demands postgresq| installer
which includes Microsoft
Visual C++ pre-installation.
Make sure that the
postgresql installer you have
downloaded installs Microsoft
Visual C++ before postgres
installation starts. Otherwise,
you will need to install it
manually.
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| @ Apache Temcat Setup: Configuration Options -

x
™
Configuration "Ef
Tomcat basic configuration.

Server Shutdown Port 5005
HTTP/1. 1 Connector Port 8080
AJP/1.3 Connector Port 8009
Windows Service Name | Tomcat9 |

Create shortouts for all users

Tomcat Administrator Login User Mame
(optional)
Password

Roles admin-gui,manager-gui

Il

1 Windows 2019 users

After the installation is complete you need to set Local System account for the application,and
restart it.

‘9 Apache Tomcat 9.0 Torncatd Properties >
General LogOn  |ogging Java  Startup Shutdown

Log on as:

O Local Service account
O MNetwaork Service account

(®) Local System account
[ allow service to interact with desktop

() This account: LocalSystem Browse. ..

Cancel Apoly

Step 3: Download and install PostgreSQL 9.5+ from PostgreSQL official website https://www.
enterprisedb.com/downloads/postgres-postgresql-downloads

® While installing PostgreSQL you will be prompted for password; make sure that you
type in postgres

® Make sure you have exactly one version of PostgreSQL installed on your system,
otherwise NetVizura might not work as expected or at all.

Step 4: Download NetVizura Windows Installer from NetVizura website and run installer with
administrative privileges

Step 5: Follow the installation steps
Step 6: Verify installation

Now you can go to NetVizura web interface http:/<netvizura_server._ip>:8080/netvizura.
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Default login credentials:

® Username: admin
® Password: admin01

For example, if your server IP is 1.1.1.1 then point your browser to http://1.1.1.1:8080/netvizura like in
the screenshot below:

* 114

Post Install Steps

After installation tweaking of configuration files is required in order to utilize the installed RAM to the
fullest extent. The main consumers of RAM are operating system, PostgreSQL database and Tomcat.
General rule for distributing memory is to split it in ratio 2:1 between PostgreSQL and Tomcat with 1 GB
or more reserved for operating system. For instance:

Installed RAM PostgreSQL Tomcat oS

4GB 2GB 1GB 1GB
16 GB 10 GB 5GB 1GB

Tweaking PostgreSQL

Tweaking PostgreSQL for best performance is a topic on which many books were written, but the
following are some common sense suggestions. For the curious ones recommended reads (among

countless others) are PostgreSQL Optimization Guide, PostgreSQL Tuning Guide, this article and this bo

ok.

In order to apply following tweaks edit file post gr esql . conf , this file is usually located in PostgreSQL
data folder. You will need to restart the PostgreSQL service after done editing. Almost all of the following

parameters are commented with carron character (#). Be aware that if you comment out the parameter
that has been changed, PostgreSQL will revert to the default value.

In the following example it is assumed that 4 GB of RAM is allocated for PostgreSQL.

1 Before changing any parameters in postgresql configuration read the provided comments in
the table below for more information regarding specific parameter.

parameter recommended comment
value

max_conne 30 NetVizura rarely uses more than 10 connections simultaneously,
ctions but it is good to have some reserve.
shared_bu | 1024MB The recommended amount is RAM 4.
ffers
ef fective | 2048MB The recommended amount is RAM 2, possibly even RAM * 3
_cache_si /4.
ze
checkpoin | 0.7 This parameter can take values between 0 and 1. Default is set to
t_conpl et 0.5, which means that the write phase of checkpoint process will
ion_target take half of the checkpoint timeout time. Increasing this value will

provide more time for checkpoint write phase to finish, thus
decreasing 10 usage.

wor k_mem 32-64MB The formula used is max_connect i ons*wor k_nmem <= RAM 4,
but using a bit more is still fine.
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fsync
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256MB

16MB

1GB

2GB

off

off
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Speeds up DB self clean process. Usually 4*work_mem or
something in that ballpark

Increasing wal _buf f er s is helpful for write-heavy systems.
Usually this is 16MB.

If WAL files are under this size, files will be recycled for future
checkpoints.

Maximum size of WAL files, after that CHECKPOINT command is
be issued and files are written to disk.

Number of simultaneous request that can be handled efficiently
by disk subsystem.

Turning this parameter off speeds up normal operation, but might
lead to either unrecoverable data corruption, or silent data
corruption, after power outage, OS or HDD failure. The risks are
similar to turning off f sync, though smaller.

Don't wait for HDD to finish previous write operation. This brings
the most benefit, but if there is power outage, OS or HDD failure
in exact instant when PSQL issues write command to HDD, that
data will be lost and the DB itself could be corrupted. On the other
hand, DB can issue several magnitude more write commands in
the same time period and consider all these done, thus improving
write performance immensely.

Similarly to "fsync" but with less benefit.

Parallel system optimization (PSQL => 9.6)

max_wor ke
r_process
es

max_par al
| el _worke
rs_per_ga
t her

(PSQL >
9.6)
max_par al
I'lel _work
ers

2

Number of cores

Number of cores/2

Number of cores

Tomcat Memory Allocation

During installation NetVizura automatically allocates memory for Tomcat process. The amount allocated
to Tomcat process is calculated according to the formula:

(RAM otal

For instance:

Total RAM
3GB
4GB

16 GB

Tomcat

1GB

1GB

5GB

1GB) / 3 butno less than 1GB.

However, if you need to tweak Tomcat RAM allocation differently (the example for 2048MB):

1. Double click on Apache Tomcat Properties in system tray
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Customize...

2. In Java tab under Java options modify the - Xnmx parameter to allocate additional memory to
Tomcat. Additionally, set parameter - Xns to the same amount. Also set Initial memory pool and
Maximum memory pool to the same amount. This should look like on picture below.

[ use default
Java Virtual Machine:

| C:'Program FilesYavaljredpin\serverjvm. dil | EI

Java Classpath:

C:'Program Files\Apache Software Foundation{Tomcat 8.0'bin‘bootstrap

Java Options:

-Xmx1024M

-Xms1024M

-XX: HUseConcMarkSweepGC
-X¥X:MaxMNewSize=512M

Initial memory pool: | 1024 | MB

Maximum memory pool: |1024—| MB

3. Back to the General tab, click Stop and Start to restart Tomcat.
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VMware image installation

p
(D NetVizura needs dedicated server On this page:

Due to security reasons, make sure that your server or VM doesn't have anything installed on
it before NetVizura installation. Other software of services running on the same server can
impact installation.

® |nstallation Steps
® Post Install Steps

@ NetVizura needs correct time

Before installing NetVizura make sure to set the time on your server correctly. Time change
after the installation will invalidate the license!

(D NetVizura installation needs internet access

NetVizura requires working connection to the internet to install required dependent software.
Once the installation is successfully conducted, you can turn off internet access for NetVizura
server.

The following guide discusses installation of NetVizura from the OVA image.

netvizura-x.y.z-linux.ova is a modified installation of Ubuntu 18.04 Linux operating system. The ova file
provides fast and easy way to install NetVizura and operating system on your virtual hypervisor.

NetVizura.ova includes following software packages:
® Ubuntu 18.04 iso;

® various dependency packages: sudo, java, Tomcat8, postgresql10-server;
® NetVizura latest deb installation package.

Installation Steps

Step 1: Download NetVizura OVA Image from NetVizura website.

Inside your ESX server, choose Create/Register VM, then Deploy a virtual machine from an OVF or OVA
file. Enter the name for NetVizura VM and drag/drop or select OVA file from your computer. Choose

datastore for the VM to reside, and on the next tab network and disk options.

Machine should now be created from .ova file and imported. Machine is configured to have 2 vCPUs,
4GB RAM and 50GB disk.

Step 2: Start the machine

Power on the machine. You will be greeted with black screen with link to your NetVizura Installation:

Hostname for you new machine is netvizura-demo,and credentials are demo for the username,and netv
izura for password.

Step 3: Additional network configuration

If you just want to change ip address of NetVizura server, all you need to do is edit /etc/netplan/01-netcfg.
yaml file, with the following example:
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1 Ubuntu network configuration

network:

version: 2

ethernets:

ensls:

dhcp4: no

addresses: [172.16.3.211/25]
gateway4: 172.16.2.1

nameservers:

addresses: [172.16.0.254,9.9.9.9]

OVA file is setup with London timezone,if you wish to change it you can do it with this command
Timezone configuration

tinedatect!l set-tinezone Asial/ Tokyo

You can liste available timezones with :
Timezone list

tinmedatect!l list-timezones

Step 4: Verify installationNow you can go to NetVizura web interface http./<netvizura_server_ip>:8080
/[netvizura.

Default login credentials:

® Username: admin
® Password: admin01

For example, if your server IP is 1.1.1.1 then point your browser to http://1.1.1.1:8080/netvizura like in
the screenshot below:

" : =
* 114

Post Install Steps

See Post install steps in article Linux Ubuntu Installation.
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Initial Settings

Changing Default Administrator Password

Changing the default administrator credentials is necessary to secure your system from
unauthorized access.

To change default administrator account:

. Login as existing administrator (admin/admin01)

Go to > Settings > Control Panel > Users
. Select administrator account and click Edit

. Change the password

. Add email and other user information

. Click Save.

oA WN B

You can also add more admin accounts and delete the default one. To see more details about managing
your account, see My Account. To learn more about managing users, go to User Settings.

Creating Users

To enable multiple users to access NetVizura, you need to create user accounts.
To add a new user:

1. Click +Add
2. Insert user's Login and Contact Information into appropriate fields.

@ First name, Last name, Username and Password are mandatory fields.
3. Choose the Permissions from the drop-down lists
4. Click Save.

For more details on managing users, go to User Settings page.

Setting SNMP Policies

After configuring your devices and installing NetVizura you should:

1. Add SNMP policies for accessing your devices.
This allows getting useful information from your devices like its name and its interface
names. For more information on policies and how to add them, go to article SNMP Policy
Settings.

2. Add policies to your network devices and check if policies are working.
For more information on devices and policy testing, go to article Device Settings.

Enabling Email Notifications

Set NetVizura email account to get notifications like system alarms, license info and module alarms.
This will allow you to get notifications like system alarms, license info and module alarms. For more
information, go to article E-Mail Settings.
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On this page:

Changing Default Administrator
Password

Creating Users

Setting SNMP Policies
Enabling Email Notifications

@ Tip

Adding email to an admin
account will ensure that the
admin gets critical system
messages such as license
messages, low disk space
etc.

Adding email to an account
will allow the user to be
added as a recipient of email
alarms in NetVizura modules.
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SSL Configuration

In order to meet security policies of your company or your customer, you might want safe HTTPS
connection between NetVizura web app and server.

This is achieved by installing a trusted SSL certificate on a Apache Tomcat, and procedure is more or
less standard as for any other Java servlet container.

For detailed instructions how to setup SSL in NetVizura, read the guide bellow for the Tomcat version
you have:

Apache Tomcat 8 SSL Configuration

1 Thisis a step by step tutorial with self-signed certificate example about the ssl configuration
on tomcat 8 running on Windows 2016 R2.

Step 1. First you need to open windows power shell and type the following command:

&' C:\ Program Fi | es\ Java\j dk1. 8. 0_111\bi n\ keyt ool . exe" -genkey -alias
tontat -keyalg RSA -keystore C:\keystore

G} In your case, this path "C:|\Program Files\Javaljdk1.8.0_111\binlkeytool.exe" can be different, d

epending on your java version. Keystore destination "C:lkeystore" is at your own choice.

You will be prompted to enter the following information:

Enter keystore password: 123123

What is your first and |ast nane?

[ Unknown] : netvi zura. yourdonmain.com# this is a place where you shoul d
enter your donmin name

What is the nane of your organizational unit?

[ Unknown] : Net Vi zura

What is the name of your organization?

[ Unknown] : Soneco

Wiat is the name of your City or Locality?

[ Unknown] : Bel gr ade

What is the nane of your State or Province?

[ Unknown] : Ser bi a

What is the two-letter country code for this unit?
[ Unknown]: rs

Enter key password for <tontat>

(RETURN i f sanme as keystore password): [enter]

Step 2. In the file C:\Program Files\Apache Software Foundation\Tomcat 8.5\conflserver.xml add the
following lines:

<Connect or

prot ocol =" or g. apache. coyote. htt pll. Ht p11N oProtocol "
port ="8443"

scheme="ht t ps"

secure="true"

SSLEnabl ed="t r ue"

keyst oreFi |l e="C:\ keyst ore"

keyst or ePass="123123"

clientAuth="fal se"

ssl Protocol ="TLS"/ >

Step 3. Restart tomcat service.
Step 4. Open port TCP 8443 in the server firewall.

Step 5. Type https://netvizura.yourdomain.com:8443/netvizura in your browser and login to NetVizura.
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On this page:

® Apache Tomcat 8 SSL
Configuration

® Apache Tomcat 7 SSL
Configuration

® Apache Tomcat 6 SSL
Configuration

@ To disable http insecure
connection you need to
comment related lines in the
server file:

<Connector port="8080"
protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" />

@ Best practice is to add these
lines under the “SSL/TLS
HTTP/1.1” section.
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1 Note that netvizura.yourdomain.com should resolve via DNS to your NetVizura server IP
address.

To get more information, please check vendor documentation Apache Tomcat 8 SSL/TLS Configuration
HOW-TO.

Apache Tomcat 7 SSL Configuration

1 Thisis a step by step tutorial with self-signed certificate example about the ssl configuration
on tomcat 7 running on Debian 7.

Step 1. First you need to type the following command in the linux shell:

Jfusr/lib/jvm default-javalbin/keytool -genkey -alias tontat -keyalg RSA -
keystore /etc/tontat 7/ keystore

G) In your case, keytool path "/usr/lib/jvm/jre/bin/keytool” can be different. Keystore destination "/e
tc/tomcat6/keystore" is at your own choice.

You will be prompted to enter the following information:

Enter keystore password: 123123

What is your first and |l ast nane?

[ Unknown] : netvi zura. yourdomai n.com# this is a place where you shoul d
enter your donmin name

What is the nane of your organizational unit?

[ Unknown] : Net Vi zur a

What is the nane of your organization?

[ Unknown] : Soneco

What is the nanme of your City or Locality?

[ Unknown] : Bel gr ade

What is the nane of your State or Province?

[ Unknown] : Ser bi a

VWhat is the two-letter country code for this unit?

[ Unknown] : rs

I's CN=Il dap. netvi zura. com OU=Net Vi zura, O=Soneco, L=Bel grade, ST=Ser bi a,
C=rs correct?

[no]: yes

Enter key password for <tontat>

(RETURN i f sanme as keystore password): [enter]

Step 2. Use some text editor such as "nano" or "vim" to add the following lines into the /etc/tomcat7
[server.xml file:

e.g. nano /etc/tomcat7/server.xml

<Connect or

prot ocol =" or g. apache. coyote. htt pll. Ht p11Prot ocol "
port ="8443"

schene="https" secure="true" SSLEnabl ed="true"
keystoreFil e="/etc/tontat 7/ keyst ore"

keyst or ePass="123123"

clientAuth="fal se" ssl Protocol ="TLS"/>

Step 3. Restart tomcat service.
Step 4. Open port TCP 8443 in the server firewall.

Step 5. Type https://netvizura.yourdomain.com:8443/netvizura in your browser and login to NetVizura.

1 Note that netvizura.yourdomain.com should resolve via DNS to your NetVizura server IP
address.

To get more information about it, please check vendor documentation Apache Tomcat 7 SSL/TLS
Configuration HOW-TO.
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Apache Tomcat 6 SSL Configuration

1 Thisis a step by step tutorial with self-signed certificate example about the ssl configuration
on tomcat 6 running on CentOS 6.

Step 1. First you need to type the following command in the linux shell:

lfusr/lib/jvmjrelbin/keytool -genkey -alias tontat -keyalg RSA -keystore
/etc/tontat 6/ keystore

In your case, keytool path "/usr/lib/jvm/jre/bin/keytool” can be different, depending on your
java version. Keystore destination "/etc/tomcat6/keystore" is at your own choice.

You will be prompted to enter the following information:

Enter keystore password: 123123

What is your first and |l ast nane?

[ Unknown] : netvi zura. yourdomai n.com# this is a place where you shoul d
enter your donmin name

What is the nane of your organizational unit?

[ Unknown] : Net Vi zura

What is the nane of your organization?

[ Unknown] : Soneco

What is the nanme of your City or Locality?

[ Unknown] : Bel grade

What is the nane of your State or Province?

[ Unknown] : Ser bi a

VWhat is the two-letter country code for this unit?

[ Unknown] : rs

I's CN=Il dap. netvi zura. com OU=Net Vi zura, O=Soneco, L=Bel grade, ST=Ser bi a,
C=rs correct?

[no]: yes

Enter key password for <tontat>

(RETURN i f sanme as keystore password): [enter]

Step 2. Use some text editor such as "nano" or "vim" to add the following lines into the /etc/tomcat6
[server.xml file:

e.g. nano /etc/tomcat6/server.xmi

<Connect or

prot ocol =" or g. apache. coyote. httpll. H t p11Prot ocol "
port ="8443"

schene="https" secure="true" SSLEnabl ed="true"
keystoreFil e="/etc/tontat 6/ keystore"

keyst or ePass="123123"

clientAuth="fal se" ssl Protocol ="TLS"/>

Step 3. Restart tomcat service.
Step 4. Open port TCP 8443 in the server firewall.

Step 5. Type https://netvizura.yourdomain.com:8443/netvizura in your browser and login to NetVizura.

1 Note that netvizura.yourdomain.com should resolve via DNS to your NetVizura server IP
address.

To get more information about it, please check vendor documentation Apache Tomcat 6 SSL/TLS
Configuration HOW-TO.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.


https://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html
https://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html

NetVizura User Guide

Backup and Restore

Following articles contain NetVizura backup and restore procedures for Windows OS.

How to perform NetVizura backup on Windows
How to perform NetVizura restore on Windows
How to perform NetVizura backup on Linux(Ubuntu 18.04 example)
How to perform NetVizura restore on Linux(Ubuntu 18.04 example)
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How to perform NetVizura backup on Linux(Ubuntu 18.04

example)

Introduction
This is a step by step guide for NetVizura backup.
Backup procedure will save the application's current state, such as database records, raw data files, MIB

database and other relevant information.
Once backup is complete, you can save backup files on your storage and restore application at any time.

Prerequisites

Before starting with backup procedure, please make sure you have enough free disk space for database
backup, raw files archive and installation directory data.

Depending on your usage, both database and raw files archive, can take up more than a few gigabytes
of disk space.

Step 1: Stopping Tomcat

Stop Tomcat service before starting backup procedure to avoid database or archive being modified,
while performing backup.

Tomcat stopping

systentt| stop tontat8

Step 2: Database Backup

Execute the following command from Linux terminal

(D Run command with user who has sudo rights, or with root user

1 When you enter the following command, you will be prompt for password. Password is netvizu
ra in our ISO or OVA images. Otherwise it is what you've assigned to the user during
installation

Postgresql backup

sudo -u postgres pg_dunp netvizura > netvizura. dunp

The result of database backup is dump file in your current directory. Keep in mind that the size of the file
can be big, if you plan on copying it to other machines, we would recommend using gzip for compressing
the file.

Step 3: Backup Opt Directory

Opt directory contains netvizura web files and various other files(EULA, FALA, etc)
To backup whole folder, go to the /opt directory with: cd /opt

Then pack the whole directory with:

Opt backup

sudo tar -pzcvf netvizura-opt.tgz netvizural

Step 4: Backup Var directory
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Backup file, in which raw
archive data will be stored,
is going to be the roughly
the same size as the archive
itself, since it already
contains compressed files.

For faster,parallel
compression, you could use
pigz , parallel gzip. The
archives size will be the
same, but pigz will use all
cores on machine, where as
gzip uses only one core.
You can install pigz via apt,
eg apt install pigz -y.
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Netvizura Var directory contains numerous things, from license to various configuration files up to
archive files.

To backup whole folder, go to the /var/lib directory with: cd /var/lib
Then pack the whole directory with:

Var backup

sudo tar -pzxvf netvizura-var.tgz netvizura/

Step 5: Start Tomcat service

Finally, start Tomcat service.

Tomcat starting

systenct| start tontat8

Result
The results of the backup procedure are the following files :

1. postgres db file
2. NetVizura opt archive
3. Netvizura var archive

Save these files to another server or external storage for backup.

See also

How to perform NetVizura restore on Linux(Ubuntu 18.04 example)
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Please make sure that path
to NetFlow archive directory
is correct.

You can check this by going

to > Settings >
NetFlow settings >
Configuration under Archiv
ed files folder property

If you changed those
parameters,you should
backup all those folders
respectively

Archive files are files that
have been processed for
aggregation and imported
into NetVizura database.
They are after that used for
Raw Data inspection.

It is a good practice to
rename backup files, so that
they contain date and time
of the backup.
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How to perform NetVizura backup on Windows

Introduction

This is a step by step guide for NetVizura backup.

Backup procedure will save the application's current state, such as database records, raw data files, MIB
database and other relevant information.

Once backup is complete, you can save backup files on your storage and restore application at any time.

Prerequisites

Before starting with backup procedure, please make sure you have enough free disk space for database

backup, raw files archive and installation directory data.

Depending on your usage, both database and raw files archive, can take up more than a few gigabytes @ Backup file, in _WhiCh raw
of disk space. archive data will be stored,

is going to be the roughly
the same size as the archive

Step 1: StOpplng Tomcat itself, since it already

contains compressed files.

Stop Tomcat service before starting backup procedure to avoid database or archive being modified,
while performing backup.
See the image below to see how it's done on Windows.

Configure...

Sterfservice

| 11:26 AM
S B LIy

Step 2: Database Backup

Execute the following command from Windows Command Prompt.

@ Run Command Prompt with Administrative priviledges, Right click > Run as administrator

In this example we use PostgreSQL version 9.6, if you are using different version, please
modify the path to pg_dump executable to match your version of PostgreSQL.

1 When you enter the following command, you will be prompt for password. Password is postgr
es.

"C:\ Program Fi | es\ Post gr eSQL\ 9. 6\ bi n\ pg_dunp. exe" -U postgres --
format=directory --jobs=4 --no-owner --no-security-labels --file="C
\ User s\ Admi ni strat or\ Deskt op\ db_backup" netvi zura

The result of database backup is db_backup directory on your Desktop.

Step 3: Backup Installation Directory

Use Windows compress tool to zip the entire NetVizura installation directory.
To zip the installation folder do Right click > Send to > Compressed (zipped) folder.
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The result of this step is NetVizura.zip file.

Step 4: Backup NetFlow archive (optional)

1 This step is not necessary if:

1. you don't want to backup NetFlow archive
2. the archive is located under installation directory

Raw data archive is usually located under C:\Program Files\NetVizuralflow\archive directory. If archive

is not located at the default location, you can find the exact location by going to NetFlow configuration
> Settings > NetFlow settings > Configuration under Archived files folder property. See the image
below.

Ftiems Sdmets  GulSen  Edimers  frgh Al Gegots  agpmgeréiierim  Ssewimg  Comtgquoion

¥ g A Gapan

Right click on archive directory >Send to > Compressed (zipped) folder.
Result of this step is archive.zip file.

Step 5: Start Tomcat service

Finally, start Tomcat service. See the image below to see how it's done on Windows.

Stop service
Thread Dump
Exit

About

Cuskamize. .,

. 3:58 PM
A TR 6i14(2017 =
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--jobs argument in the
command below specifies
how many worker threads
should perform backup. It is
recommended to set this
value to be equal to the
number of CPU cores.

NetVizura installation
directory is by default
located at C:

\Program Files\NetVizura.

Itis a good practice to

rename backup files, so that

they contain date and time
of the backup.
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Result

The results of the backup procedure are the following files and directories:
1. db_backup directory
2. NetVizura.zip file
3. archive.zip (optional)

Save these files to another server or external storage for backup.

See also

How to perform NetVizura restore on Windows
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How to perform NetVizura restore on Linux(Ubuntu 18.04

example)

Introduction

This is a step by step guide for NetVizura application restore.
Restore procedure will restore the application's state previously saved by backup, such as database and
various archive files.

Prerequisites

Stop tomcat server:

Tomcat stopping

systenttl stop tontat8

@ Make sure you have performed Backup procedure and saved all resulting files needed to
restore your database and application properly.

Also, make sure that you have installed same version of NetVizura application, as the one you
have saved during backup.

You can follow step-by-step installation instructions on NetVizura Ubuntu Installation link.

Step 1: Database Restore

First go to the folder in which you have copied database backup file.

Perform next commands:

Postgresql import

sudo -u postgres dropdb netvizura
sudo -u postgres createdb netvizura
sudo -u postgres psql netvizura < netvizura.dunp

These commands should recreate database and import backup into it.

Step 2: Restore opt folder

Copy netvizura-opt.tgz file to the /opt folder and cd /opt to it:

Opt restore

sudo tar -pzxvf netvizura-opt.tgz

Step 3: Restore var folder

Place netvizura-var.tgz file to the /var/lib folder and cd /opt to it:

Var restore

sudo tar -pzxvf netvizura-var.tgz
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@ In our backup article, opt file

was called netvizura-opt.tgz
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1 Please make sure that path to NetFlow archive directory is correct.

You can check this by going to > Settings > NetFlow settings > Configuration under Ar
chived files folder property

Step 4: Start Tomcat service

Finally, start Tomcat service.

Tomcat starting

systenttl start tontat8

Step 5: License

After the migration, the license will be locked. You must contact us with current installation code, and
receive unlock code from us.
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How to perform NetVizura restore on Windows

Introduction

This is a step by step guide for NetVizura application restore.
Restore procedure will restore the application's state previously saved by backup, such as database
records, raw data files, MIB database and other relevant information.

Prerequisites

®

Make sure you have performed Backup procedure and saved all resulting files needed to
restore your database and application properly.

Also, make sure that you have installed same version of NetVizura application, as the one you
have saved during backup.

You can follow step-by-step installation instructions on NetVizura Windows Installation link.

Step 1: Database Restore

First you have to enable script execution by executing following command in PowerShell:

Set - Execut i onPol i cy Renot eSi gned

G} If you are not Administrator, run PowerShell with Run as administrator option from context
menu.

Download and execute restore.ps1 script to restore database, as shown on image below.

Open
Pun with PowerShell
Edit

Cpen with...

Share with
Restore previcus versions

Sendto

Create shortcut
Delete

Rename

Properties

Enter db_backup folder location and press enter. See the image below.

Step 2: Restore install folder

Replace all installed files and directories in NetVizura folder with the files and directories saved during
backup, except license directory.

Step 3: Restore archive (optional)

If you skipped Archive backup during Backup procedure, also skip this step.
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db_backup folder, in our
example, was previously
saved on C:
\Users\Administrator\Desktop.
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Replace current archive directory folder with archive directory folder, saved during backup procedure.

1 Please make sure that path to NetFlow archive directory is correct.

You can check this by going to > Settings > NetFlow settings > Configuration under Ar
chived files folder property

Step 4: Start Tomcat service

Finally, start Tomcat service. See the image below to see how it's done on Windows.

Configure..

Stop service
Thread Dump
Exit

About

Cuskamize. .,

. 3:58 PM
R ERG BI14/2017 =
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License

NetVizura modules (NetFlow, EventLog and MIB) are activated with a license key which is bound to
NetVizura server via Installation key.

Different modules have different license models:

NetFlow Analyzer license depends on the number of flows you are exporting to NetVizura

server, regardless of the number of exporters (routers and switches) and their interfaces involved. You
can collect data from as many devices as you need and the total number of flows will reflect

your network traffic volume.

With this approach you have a possibility for a wider usage of NetFlow software across your network and
choose the license that best fits your network traffic volume.

EventLog Analyzer license has no limitations on number of exporters or syslog and SNMP traps
received.

MIB Browser license has no limitations of usage.

The following sections provide instruction for licensing NetVizura:

® License Upgrade
® License Renewal
® license FAQ
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To upgrade your current licence (Free Trial to Commercial or lower to higher Commercial) you need to
purchase appropriate Commercial license. For help with finding an optimal license for you, complete this
Get Quote form on our web site or get in touch with us at sales@netvizura.com.

After this, you should provide us with the Installation Code for your NetVizura server so we can issue you

a license key.

To send us the Installation Code:
1. Log in as admin

2. Goto

> Settings > Control Panel > License

3. Click Send to send us an automatically filled out e-mail with your Licence Details

License

&) Refresh =+ Upload
Version NetVizura 4.6
Licensed to dev
License type PERPETUAL

License expiration date -
Support expiration date -
Installation code C3EA-D2BF-39FE-5068-FD19-96EA-B343-ED79

o Send License details will be sent to support@netvizura.com

After we receive the Licence Details, we will send you your license key in one working day. Note that you
can apply the license key to your existing installation keeping your configuration and data.

To apply your License key:

. Click Upload license key
. Find the path to the new License key
. Click Open

B WN R

Goto {; > Settings > Control Panel > License

Peetvimorn 4.6
i

CIEA-DIEF

o et

After the new license key is loaded a pop-up window will appear prompting you to reset NetVizura (log-
out and log-in again). When you log-in again, verify that the new license has been applied by checking A

bout or by going to ‘t} > Settings > Control Panel > License.

Should you experience any difficulties with application of your licence key, do not hesitate to email us at s

upport@netvizura.com.
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@ If you are upgrading
NetFlow Analyzer to a

higher Commercial
license, first you need to
estimate how many flows
you need. For more
instruction go to How to
estimate NetFlow Analyzer
license

To prevent hardware
mismatch issues, we
recommend that you make
all necessary changes to
NetVizura server before
applying license key.
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How to estimate NetFlow Analyzer license

NetFlow Analyzer license is based on the maximum flows per second limitation.

The best way to estimate number of flows needed for your Commercial license is to Download NetVizura

Free Trial and check your actual data.
To do this:

. Log in as admin

. Goto Top N > System

. Click Flows tab

. Choose the Last Month in the Time Window

AWN R

In the Number of flows graph you will notice peaks in traffic. These peaks will tell when you had the
highest rate of flows exported by your devices.

Max Total stored value in the table will give you the maximum number of flows per second exported by
your network devices (highest peak) for the selected Time Window.

@ On Free Trial license, Unlicensed flows mean that your network exports more than 500 fps
limit. You should take into consideration both Processed and Unlicensed flows for your
Commercial license.

On Commercial license, Unlicensed flows mean that your network devices are exporting more
flows than your current Commercial license allows.These flows will not be processed and,
therefore, information provided by them will not be included when creating and displaying
traffic statistics. In this case, you should upgrade your Commercial license.
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@

While testing on Free Trial
license, we recommend you
to include export from all
desired devices (as it should
be on live production), so
that you could correctly
estimate fps baseline
needed for Commercial
license.

When you choose the
Commercial license, be sure
to choose the one that has
the flow per second

limit reasonably higher than
the maximum. This will
ensure that you are able to
analyse data peaks that
correspond to traffic
anomalies or security issues
like Denial of Service Attack.

60


https://www.netvizura.com/download-netvizura-30-days-free-trial
https://www.netvizura.com/download-netvizura-30-days-free-trial

NetVizura User Guide

License Renewal

NetVizura provides two types of Commercial licenses: Perpetual and Yearly license. Perpetual license
includes unlimited usage and first year maintenance and support, whereas Subscription license includes
one year usage, maintenance and support.

In any case, after your current maintenance and support expires you need to purchase a new license key
that allows software update and support tickets. For help with payment requests, get in touch with us at s
ales@netvizura.com.

For the new license key, you should provide us with your Licence Details.

To send us the Installation Code:

1. Log in as admin

2. Goto > Settings > Control Panel > License
3. Click Send to send us an automatically filled out e-mail with your Licence Details

License

&) Refresh =+ Upload

Version NetVizura 4.6
Licensed to dev
License type PERPETUAL

License expiration date -
Support expiration date -
Installation code C3EA-D2BF-39FE-5068-FD19-96EA-B343-ED79

« Send License details will be sent to support@netvizura.com

After we receive the Licence Details, we will send you your license key in one working day. Note that you
can apply the license key to your existing installation keeping your configuration and data.

To apply your License key:

Go to Q > Settings > Control Panel > License
. Click Upload license key

. Find the path to the new License key

. Click Open

AN

Peetvimorn 4.6

i

CIEA-DIEF

o et

After the new license key is loaded a pop-up window will appear prompting you to reset NetVizura (log-
out and log-in again). When you log-in again, verify that the new license has been applied by checking A

bout or by going to ‘t} > Settings > Control Panel > License.

Should you experience any difficulties with application of your licence key, do not hesitate to email us at s
upport@netvizura.com.
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To prevent hardware
mismatch issues, we
recommend that you make
necessary changes to
NetVizura server before
applying license key.
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License FAQ

Can | switch from Trial to commercial version without reinstalling
NetVizura?

Yes. Upon purchase you will be given a new license key which will activate modules and features
according to your license pack. This enables you to keep all the data and configuration.

What can | do with the NetVizura Trial version?

NetFlow Analyzer Free Trial was made for evaluation of any network, regardless of network topology or
complexity. Evaluation period is 30 days from the day of installation. NetFlow Analyzer Free Trial will
process up to 500 flows per second for unlimited number of exporters and EventLog Analyzer Free Trial
will process unlimited number of logs from 3 exporters. There are no other functional restrictions. If you
want to extend the evaluation period, please contact us at support@netvizura.com

Where can | learn more about my performance and system
traffic?

You can find these useful statistics in the System Tab of NetFlow Analyzer. Number of total flows
received, number of flows processed, as well as the number of flows missed due to license limitation are
shown. This data is calculated and refreshed periodically every 5 minutes.

How do | upgrade?

To upgrade your current license (Free Trail to Commercial or lower to higher Commercial) you need to
purchase appropriate Commercial license. For help with finding an optimal license for you, complete this
Get Quote form on our web site or get in touch with us at sales@netvizura.com. More information
concerning license upgrade you can find here: License Upgrade

My support period has expired. How do | renew it?

We have two types of Commercial license:

1. Perpetual license includes usage and first year maintenance and support
2. Yearly license consists of one year usage, maintenance and support.

After your current maintenance and support expires you need to purchase a new license key that allows

software update and support tickets. For help with payment requests, get in touch with us at sales@netvi
zura.com. You can learn more about License Renewal on the following page: License Renewal

How do | choose a license package for NetFlow Analyzer?
When it comes to NetFlow license, package depends on the number of flows per second. Instruction how

to choose the proper license is available on the following link: How to estimate NetFlow Analyzer license.
If you need any assistance while making an estimation, please contact support@netvizura.com

How can | buy NetVizura?

Please contact us at sales@netvizura.com and we will find the best licensing and payment model that
suites your requirements and business.
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NetVizura Update

Linux Debian Update
Linux Ubuntu Update
Linux CentOS Update
Windows Update
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Linux Debian Update

(D Updating NetVizura requires internet access

NetVizura requires working connection to the internet to install required update. After update
is successful you can turn off internet access for NetVizura server.

1 When you update NetVizura we strongly recommend performing the update in a test
environment before updating your production site.

Step-by-step guide:

1. Check free space on disk with df - h command. If there is less than 8GB of free space on disk,
delete some files to make at least 8GB available space on disk (easiest way is to delete old raw
data files in archive which is usually located in / var /| i b/ net vi zura/ f| ow ar chi ve)

2. Download and run script that automates upgrade of prerequisite software:

wget https://www. netvi zura. cont fil es/updates/ netvizura-4.6.6-updat e-
prerequi sites-debi an. sh --out put-docunent =/t np/ updat e- pr er equi si t es-
debi an. sh

sudo bash /tnp/update-prerequisites-debian. sh

o If presented with the dialog about Tomcat configuration files being upgraded choose answer
"Keep localy installed version”, which is the default. Press Enter to proceed.

g Tanctl BARBSASANARNAEANANRSILEARRIALYREASAHRRIRSBIRAASBSRER

Liable, wit the ersian Installed durrentiy- fas Been Loially

3. Download the update package (assumed filename is net vi zur a- x. y. z- | i nux. deb) to
NetVizura server's / t mp directory and perform the update
o x.y.z is NetVizura version number

sudo dpkg -i /tnp/netvizura-x.y.z-linux.deb

4. Refresh your browser (Ctrl + F5)
5. Check update is successful: http:/<netvizura_server_ip>:8080/netvizura/#settings:license

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.

(D Notice

1. NetVizura might not

work properly if
updated from more
older versions. We
kindly urge you to
first successively
update it to
previous version,
and then to current
version.

. NetVizura will not

work if update is
made after support
period has expired.
Make sure that
your support has
not expired before
you start updating.

. Itis not possible to

update NetVizura
on free trial. If you
want to extend your
assessment for one
additional month,
please request a
new free trial
license.
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Linux Ubuntu Update

(D Updating NetVizura requires internet access

NetVizura requires working connection to the internet to install required update. After update
is successful you can turn off internet access for NetVizura server.

1 When you update NetVizura we strongly recommend performing the update in a test
environment before updating your production site.

Step-by-step guide:

1. Check free space on disk with df - h command. If there is less than 8GB of free space on disk,
delete some files to make at least 8GB available space on disk (easiest way is to delete old raw
data files in archive which is usually located in / var /| i b/ net vi zura/ f| ow ar chi ve)

2. Download and run script that automates upgrade of prerequisite software:

wget https://www. netvi zura. cont fil es/updates/ netvizura-4.6.6-updat e-
prerequi sites-ubuntu. sh --output-docunent =/t np/updat e- prerequi sites-
ubunt u. sh

sudo bash /tnp/update-prerequisites-ubuntu.sh

o If presented with the dialog about Tomcat configuration files being upgraded choose answer
"Keep localy installed version”, which is the default. Press Enter to proceed.

g Tanctl BARBSASANARNAEANANRSILEARRIALYREASAHRRIRSBIRAASBSRER

Liable, wit the ersian Installed durrentiy- fas Been Loially

3. Download the update package (assumed filename is net vi zura-x.y. z- | i nux. deb) to
NetVizura server's / t np directory and perform the update
o x.y.z is NetVizura version number

sudo dpkg -i /tnp/netvizura-x.y.z-linux.deb

4. Refresh your browser (Ctrl + F5)
5. Check update is successful: http:/<netvizura_server_ip>:8080/netvizura/#settings:license
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(D Notice

1. NetVizura might not

work properly if
updated from more
older versions. We
kindly urge you to
first successively
update it to
previous version,
and then to current
version.

. NetVizura will not

work if update is
made after support
period has expired.
Make sure that
your support has
not expired before
you start updating.

. Itis not possible to

update NetVizura
on free trial. If you
want to extend your
assessment for one
additional month,
please request a
new free trial
license.
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Linux CentOS Update

(D Updating NetVizura requires internet access

NetVizura requires working connection to the internet to install required update. After update
is successful you can turn off internet access for NetVizura server.

When you update NetVizura we strongly recommend performing the update in a test
environment before updating your production site.

1 Updating NetVizura requires superuser privilege.

Step-by-step guide:

1. Check free space on your disk command.
df -h
1 If there is less than 8GB of free space on disk, delete some files to make at least

8GB available space (fastest way is to delete old raw data files in archive which is
usually located in/ var /1 i b/ net vi zura/ f1 ow ar chi ve)

2. Make directory where the update package would be downloaded:

nkdir /tnp/update-x.y.z

o X.y.z is NetVizura version nunber.
3. Download the update package from NetVizura site
4. Move updater package to/ t np/ updat e- x. y. z directory

On Centos6

nmv netvizura-x.y.z-update-rpmrhel 6.tgz /tnp/update-x.y.z

On Centos 7

nmv netvizura-x.y.z-update-rpmrhel 7.tgz /tnp/update-x.y.z

5. Go to update directory:

cd /tnp/update-x.y.z

6. Unpack updater package with:

On CentOS 6

tar -xzf netvizura-x.y.z-update-rpmrhel 6.tgz

On CentOS 7

tar -xzf netvizura-x.y.z-update-rpmrhel 7.tgz

7. Execute:

.l update. sh
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0)

1. NetVizura might not

work properly if
updated from more
older versions. We
kindly urge you to
first successively
update it to
previous version,
and then to current
version.

. NetVizura will not

work if update is
made after support
period has expired.
Make sure that
your support has
not expired before
you start updating.

. Itis not possible to

update NetVizura
on free trial. If you
want to extend your
assessment for one
additional month,
please request a
new free trial
license.
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8. Refresh your browser (Ctrl + F5)
9. Check update is successful: http://<netvizura_server_ip>:8080/netvizura/#settings:license
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Windows Update

-

0)

NetVizura will not work if update is made after support period has expired. Make sure that
your support has not expired before you start updating.

0]

Updating NetVizura requires internet access

NetVizura requires working connection to the internet to install required update. After update
is successful you can turn off internet access for NetVizura server.

When you update NetVizura we strongly recommend performing the update in a test
environment before updating your production site.

Step-by-step guide:

1.

abhw

Check free space on your disk. If there is less than 8GB of free space on disk, delete some
files to make at least 8GB available space

. Download the latest NetVizura Windows installer from NetVizura official website https://www.

netvizura.com

. Run downloaded installer and follow the steps
. Refresh your browser (Ctrl + F5)
. Check update is successful: http:/<netvizura_server._ip>:8080/netvizura/#settings:license
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@ It is not possible to update
NetVizura on free trial. If you
want to extend your
assessment for one
additional month, please
request a new free trial
license.
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General Usage

This chapter shows how to use NetVizura and its modules:

General Navigation
Dashboard

Alarms

Time Window
Activity Log

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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General Navigation

This chapter explains the basic navigation in NetVizura to allow you to more quickly learn where is what
in NetVizura. On this page:

All pages within NetVizura show a navigation bar spanning across the top of the screen. This Top level
Navigation bar is always displayed independent to the Main Panel data. Main Panel shows dashboard

s Lo ; ; h ® Modules
and module specific data in view mode or Settings Panel in settings mode.

® User Menu
® My Account
® Log Out
® Settings Menu
® Settings
® About Information

ONetVizura

The Top navigation bar consists of the following options from left to right:
1. Modules Menu - shows available modules and active module (highlighted in blue).
2. User Menu - shows current user and allows access to My Account and Log-out options.

3. Settings Menu - link to Settings, Getting Started wizard, website Homepage and About
information.

Modules

Module Menu shows all modules available to the logged in user. You can set which modules will be seen

by each userin > Settings > Control Panel > Users. (Read more in User Settings).

To choose a module simply click on the module name. Active module will be highlighted in blue.

Name Surname (Username)
User Menu shows currently logged in user Login Information:
(username and user type) and allows access R

to options Log Out:

Mew passwaord:

Repeat password:
My ACCO u nt Contact Information:
Use My Account to manage your account E-matl: name.surmnams @domain.con
information and change your password. Address: Strest No., City
) Phane: +1 23 456788
To manage your NetVizura account: S S ETTTIT
1. Hover over User Menu (in the upper
right corner, besides Settings) [ save X Close
2. Select My Account b
3. Click Edit
4. Update your password or contact
information
5. Click Save
Log Out

To log out from NetVizura, simply hover over
User Menu and select Logout.

@ Note that guest users (user type guest) can not change My Account settings since it is a
shared account. For more information on user types, go to User Settings page.

Settings Menu

Settings Menu allows you to go to Settings mode, Getting Started wizard, website Homepage and view
About information.

Settings

To access Settings hover over the Settings

Menu ( and click Settings option.
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Settings is divided in two panels: Settings
Options Panel to the left and Main Settings
Panel in the centre of the screen. Settings
Panel will show specific settings depending on
the settings option selected.

Settings Options Panel shows the following
group of options:

1. Modules Settings - settings for each
module

2. Control Panel Settings - user,
LDAP, SNMP policies, license, Email
and report branding settings

3. Miscellaneous Settings - Time
Window, date preferences and
Display options

To configure NetVizura or its modules:

NetVizura User Guide

Settings

4
"’ Modules

letFlow Settings
MIB Settings

EventLog Settings
Metwork Settings

x Control Panel

Users

LDAP

SHMP Paolicies
Devices
License

E-mail
Branding

/Z+ Miscellaneous

Display Mames
Time Window

1. Choose what you want to configure by selecting it Settings Options Panel
2. Specify what exactly you want to configure by selecting a tab from Tab Panel

@ Note that display options depend on the user type and permissions: Control Panel is only
visible to NetVizura administrators (user type admin), module setting is only visible if the user
has permission to see the module, editing module data is only possible if user has write

privileges for the module etc.

For more information on user types, go to User Settings page.

About Information

To access About hover over the Settings
Menu (ﬁ) and click About option.

About shows:

® NetVizura product information:
® product name
® product version

® Additional information:
* website link
® support email

® Legal information:
® copyright information
® list of used libraries
* EULA

GNetVizura

Yersion: 4.5.0-SNAPSHOT
il Mumber  TA3E0ITCITIC 061051
Build Dote: $0-Jan-2047 1422 CET

Legal Agresments
MetVizura End Uzcr Liconse Agrecment (EULAY
HetVizura Maink and Support M3a)
NalVizura Fros Acaiemic Licance Agieement (FAL S

Fortions af this pastiany hasad on
Google Web Todkil. licensed under Apeche Licens= 2.0
gwi-drd, liconsed wndor Apache Liconse 2.0
wi-graphics. Brensed under Ache Licenss 20
gwiguery, icensed under Apache Licenze 2.0
Apache Commors. icensed undes Apache License 2.0

Copysight F00T-2017 SeMeCo Lid. A lights recerved HsfViu i 3
Wacemark of SoNeCo Ll
Addiional informaiion
Wb site: wawenobazura com
Support: supportiinehizura.com

Cloca
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Dashboard

Convenient place to start using NetVizura in your everyday activities is the Dashboard. It is an easy to
look, one page overview of your network state. On this page:

Dashboard provides an overview of your network by showing Key Performance Indicators (KPIs) side-by-

side in one place. Active Alarms

Top Interfaces

All Traffic

Top Subnet Sets
Top Services

Top Conversations
Top End Users

e by i e @ You might want to display
; i T this Dashboard on the large
] e wall screen in your office.
== | _I TIREE Everyone in the_ team \_/vould
P Sos S S e P be able to spot immediately
- a new alarm or when
atypical network traffic
occurs, and in this way
improve visibility,
NetVizura Dashboard includes the following widgets: collaboration and incidence
response time.

. Active Alarms

. Top Interfaces

. All Traffic Overview
Top Subnet Sets

. Top Services

Top Conversations
. Top End Users

N A WN R

1 Most of the widgets require correct setup of All Traffic Pattern. Read more how to check and
modify All Traffic Pattern.

Active Alarms

Here you are able to check how many alarms are currently active in your network.

Alarms are presented in real-time, in a donut chart, so that you can get an overview about their proportion
, as well as in their own cards in case you want to quickly determine distribution of alarms by severity.
Active alarms

aa 24@1'12&25

Above screenshot shows 63 currently active alarms, where 24 of them belongs to emergency level, 1 to
error, 12 to notice and 26 to debug.

Clicking on the alarm level in the chart or on the card leads to Alarm module where you can see more
details and actions.

Read more about Traffic Alarms.
Top Interfaces

With Top Interfaces widget you are able to determine which interfaces "eat" most of the bandwidth in
your network. This may help you to better organize/balance your network or to influence budget plan for
improvements in your network infrastructure.
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Top Interfaces (+0ut/-In}
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Click on the chart leads to the All Interface view in NetFlow module and click on the particular interface in
the legend leads to its detailed analysis.

Read more about Interface Traffic.

All Traffic

In All Traffic widget you are able to see total traffic in your network (from all exporters, in all subnets,
including internal and external network). It shows three charts - bits/s, packets/s, flows/s so that you can
compare them in relation to one another. This enables you to immediately spot if there are any
irregularities impacting your entire network (for example, normal bits/s and packets/s charts with increase
d flows/s chart suggest some kind of network attack).

Al Traffic (+0ub-In)

Wbitsts Mpacketss Efowss

Clicking on the particular chart or unit in the legend leads to the dedicated chart in the NetFlow module
where you can further investigate your network behavior and identify potential causes for concern.

Read more about All Traffic Pattern.
Top Subnet Sets

Subnet Sets widget shows top subnets in your network. To understand how Subnet Sets works, read
more about Subnet Sets. To run Subnet Sets widget within the dashboard you have to configure at least
one subnet set.

Top Subnet Sets (Fows)

(o]

s’ Y

BEU offices BINA offices BIMENA offices BIAPAC officas BSA offices

Clicking on the Subnet Sets chart leads to All Traffic Pattern > Subnet Set distribution, while click on the
specific Subnet Set in the legend leads to its detailed analysis.

Read more about Subnet Set Traffic.

Top Services

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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Here you can see which services are most common in your network. This helps network administrators
to better control traffic which passes through the network.

Top Services (+0ut/-In)

bis/s

-50M

06,08, 07/CE, 0E/08, 10/08, 11/08, 12/08,
02:00 a2 02:00 D2 02:00 02:00 02:00

WSsH [72] WHTTPS [443] MHTTP [60] MUnknown [0] MERDMT/SHOUTcast [B000]

Clicking on the chart leads to All Traffic > Services distribution, and clicking on the specific services
additionally highlights it.

Read more about Distribution by Services.
Top Conversations

This widget provides glimpse on the conversations most involved in your network traffic.

Top Conversations |fytes)

MIKEPC=videndd, a0l hisvnkpadanet s HTTP (2e ________|E-Nl]

swikpeda.net : HTTP ligs |G

(15 [EEU
ST 25.cM
T

M| 558N ]

| 7561 [RE

4.50= 172.16.2.106 : HTTP
3160
aorg : HTTR

]

10,324, 50~=nat.braden.|

HlUpicad M Downlead

Clicking on the legend (Upload/Download) will lead you to the All Traffic > Conversation distribution,
while clicking on the service in the legend will additionally highlight it.

Read more about Distribution by Conversations.

Top End Users

In order to view End Users traffic, you have to configure it first: End User Settings. Top End Users widget
enables you to determine which network users are winners in bandwidth consumption.

Top End Users (Bytes)

3.7G6

2.8G

1.96

- I I I I I I

o - || — _ - - - _I
clovis.mcdonough rosalie.love nat.braden reubin.darnold emerson. statia
jarvil.herron delia.willis doreen.malone elijah.vogelgesang
MUpload M Download

Clicking on the legend (Upload/Download) leads to All Users overview, whereas clicking on a specific
user goes to his/hers detailed analysis.

Read more about All Users Traffic.
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Alarms

Alarms significantly simplify your monitoring efforts, improve reaction to problems and save
troubleshooting time. On this page:

Email Notifications ® Email Notifications

® Viewing Alarms
Email notification provides instant awareness when unusual event occurs, taking you quickly to the
NetVizura application for further investigation.

It includes valuable information such as: description of the event, severity, where event occurred, what
amount of traffic has triggered it and more.

Emergency alarm "YouTube abuse" activated

@ NetVizura Alarms <netvizura@domain.com> Click on "View more" link will

e take you to Alarm module
To: john.doe@domain.com where you can further go to
the traffic that triggered the
Hi John, alarm.

"End user excessive traffic from YouTube" occured on "DOMAIN\dale.carnegie”. View more.
Click on the "Settings" link to

Alarm Name: YouTube abuse adjust the alarm parameters
Description: End user excessive traffic from YouTube .
if necessary.

Start ime: 2019 Mar 19, 15:45
End time: alarm is still active
Severity: 0 - Emergency

Scope: End User "Any"

Object: AS YouTube [36561]
Condition:  BYTES_TOTAL = "10485760"
Trigger: BYTES_TOTAL = 1001541637

This email was sent from NetVizura.

You have received this email because you have subscribed to NetVizura Alarms.
To manage your subscription for this alarm go to Settings.

Powered by NetVizura

To be able to receive alarm notifications via email, don't forget to check E-Mail Settings.

Viewing Alarms

To view all alarms, go to Alarm Module.

@ Click on the Scope or Object
link will take you to chart for
this alarm. In case of
NetFlow alarm, it will jump to
NetFlow module and show
the corresponding node and
traffic chart.

Here you can see the list off all alarms that occurred within the selected Time Window. In our example,
we can see that there are several conversations with high traffic. Occurrence indicators visualize time
when alarm started and ended. If the occurrence indicator blinks, it means that the alarm is still active.

You are also able to filter, sort, group alarms by source and view only active alarms according to your
need.
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Time Window

Time Window is used to select a time interval for which data will be displayed. For example, if
Time Window is set to Last Day then the active module will show only data and events that occurred
during last day.

Last Day s r,._‘_-i

back and forward

"

21 = 75 o QlastWeek
'[_-_-\: Math
38 38 W I T T Month
7 8 a 3. Custom Fields — custom, any time
=

W Sh oo Smin |23|Sh 59 %mn

o Apply X Cancel |

Time Window is independent from the views and modules i.e. no matter where you navigate and what
statistics you select to view, Time Window value will remain the same and will be applied to the data

shown (if applicable).

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.

Timea Window i L g
,;‘F-'c'ﬁh' 'f:“:“:'l s ! Time Window options:
i l:‘ ':-' '-':-:i."\ ;
V TOW T W aer 17 Hours 1. Shortcuts — Time Window history, go

2. Standard List — predefined time interval
list: Last 60 Minutes, Last 6 Hours, Last
12 Hours, Last 24 Hours, Last 7 Days,
Last 30 Days, Last Day, Last Week, Last

interval (dates, hours or minutes) picker

©

You can set default Time
Window and date format
preference. To learn how, go
to Time Window Settings.
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Activity Log
Activity Log shows the list of active application notifications (error, system, license and other messages).

It is most commonly used when you have some error with application and you want to report it to us for On this page:
diagnostics and fix.

. . .. ® Viewing Activity Log
Viewing Activity Log * Mail Notification

To view activity log, click on Show log arrow in the bottom right corner of the application.

One log includes information such as level, time, message and description.

[

Mail Notification

For system and license messages, you will also receive a mail notification on the next day at 8AM.

| IWARNING] MetVizura: system messages (2)

Hulla,
The following Netvizura system messages need your attentom:

Massage 1 [WARKING] Mantenanca and Support rencwal in 90 days

IF you want, yau can uncubeciiba urtd Saptamber 28, 2047, by sending an ematl to glRsRoebazra.mm.

In casa you do not ursubscrs and wll b ranawad and you wil naad to purchiss thas
Services for the corsecutive Term by Niovember 28, 2017.

Mezsage 2 [WARKING] NetFlow archive vil be full in 3 dayst

23 moee days of data (7.1 GB) sbl need to be stored, but aoly 3 more days' worth of apace {1 GB) remain in the archve storage,
Yau need to provide more space for archive files. You cen also move masting files to ancther location o lawer the minimum mumber
of days {curranthy st en 300 For which oo woukd like to ke2p e achive flas. 30 days of archive fles is approsmanaly 8.5 GB.
WetFlaw archive stores Raw Cata fles. These files can be analysad In e Raw Data tab in feFlow modale, When the fatHow
anchive is Rull, pidest Raw Dita fikes will e deleted, athaugh thase Raw Data files sould Tal within configurad minmur rumber of
days.

This emaill was 5ak from Cantds-6,

YOI it recered s e Decaise you are NEDTUR admivsTatr.
¥ you are net responsible for Netvizurs sdmnistration, please ga to Uzzrs and change your user type.

Fowered by Hetvizura
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NetFlow Analyzer

Getting Started (NFA)
Usage (NFA)

Settings (NFA)
Troubleshooting (NFA)
FAQ (NFA)

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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Getting Started (NFA)

® Configuring Traffic Export
® |nitial Settings (NFA)

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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Configuring Traffic Export

In terms of traffic export, there are two basic types of network devices:

® Exporters - network devices capable of netflow statistics export (for instance routers or L3
switches).

® Server - the computer that collects netflow statistics from exporters. This is also the computer
on which NetVizura NetFlow Analyzer is installed.

The following issues should be addressed regarding network devices configuration:

Choosing Server Location

Choosing Exporters

Choosing Export Protocol

Full vs. Sampled Export

Ingress vs. Egress

Configuring Cisco Devices for NetFlow Export

Configuring Cisco ASAs for NSEL Export

Configuring Devices for sFlow Export

Configuring Unsupported Devices for NetFlow Export (Port Mirroring)
Installing and Configuring Syslog Agent for End User Traffic
Exporting to Multiple Servers

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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Choosing Server Location

NetFlow Server location in the network depends on the network topology. The amount of NetFlow data
exported from network devices is in direct correlation to the amount of traffic passing through that device
(exporter). Studies show that the NetFlow traffic is 0.5% to 2% of total traffic, therefore NetFlow Server
should not be “too far” from the exporter.

More important parameters are the availability and security of the NetFlow Server. NetFlow Server is
usually connected to the central network node or close to it, because the most of the traffic passes
through this node. In the case of an exporter or link fail, it is important to have NetFlow Server still
available so you can analyze the traffic.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.

@ For security reasons, it is
recommended that you set a
separate VLAN for
the NetFlow Server and
raise a firewall on the server
for its protection.
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Choosing Exporters

If you have a large network with many routers and switches, exporting NetFlow from all these devices
might significantly impact the complexity of export configuration, NetFlow Analyzer performance, as well On this page:
as license needed.

This article will help you decide which devices exactly to choose as necessary for your NetFlow export

. ) )
and overcome these challenges. Sl UEEL 2.l

® Incomplete Traffic Export
® Complete Traffic Export
® Deciding Whether to Use

Choosing Traffic to Export Automatic Deduplication
® Automatic Deduplication
The basic principle is to export only the traffic that is of your interest. For this reason, it is necessary for Disabled
you first to understand well your network topology and flow routing. ® Automatic Deduplication
Enabled
For example, you can export NetFlow only from devices in data center and regional units, and not from ® Automatic Deduplication
branch locations. Or, if you want to make Traffic Pattern that captures all internal company's traffic where Not Possible

part of the traffic passes via central router and part passes directly between other routers, then you
should export from all these routers.

Incomplete Traffic Export

@ If you are evaluating
NetFlow module, we
recommend you to include
export from all desired
devices (as it should be on
live production), so that you
could correctly estimate fps
baseline needed for
Licensing. Read more about
How to estimate NetFlow
Analyzer license.

MetFlow
Senver

This is a situation when NetFlow traffic is not exported for one part of the network. The traffic that passes
through the central router (Host A to Host B) will be captured, while traffic that does not pass via central
router (Host C to Host D) will not.

Complete Traffic Export

—

B o ~_

Figure above shows an example of communication when we want to monitor communication that is not
passing through the central router. It is necessary to configure the NetFlow export on network devices on
which that communication is passing through.

Deciding Whether to Use Automatic Deduplication

Since Exporters charts present data as they are actually exported by devices, none of the Exporter
traffic will have duplicated data.

However, when you create Traffic Patterns and Subnet Sets they may include data exported by multiple
exporters and as a consequence NetFlow data will be duplicated. This naturally depends on which
devices are configured as exporters, as well as traffic routing and network topology.

Automatic Deduplication Disabled
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When automatic deduplication is disabled, a flow traveling from Host A to B and passes via multiple
exporters, NetFlow Server will receive same flow from R1, R2 and R3 so flow will be processed three
times.

(D Automatic deduplication is enabled by default. To disable it, go to ﬂ > Settings > NetFlow
Settings > Configuration > Automatic Deduplication and select Disable.

Automatic Deduplication Enabled

Automatic deduplication solves this problem based on the next hop - when an exporter exports a flow,
and this flow includes IP address of another exporter as next hop information, then the flow will be
skipped by the Traffic Pattern/Subnet Set counter.

For example, when three consecutive routers in the flow route are exporting flows then NetVizura will
have enough information to skip flows from R1 and R2 (since R2 and R3 exporters are mentioned as
next hop) and include only flow from R3 in the Traffic Pattern.

1 In order to achieve automatic flow deduplication in Traffic Patterns and Subnet Sets, it is
required that ALL devices in flow continuity are configured as exporters.

Automatic Deduplication Not Possible
However, sometimes it is not possible to achieve automatic deduplications, for example:

if exporting from too much devices is not desired,

if operational exporter is deleted,

if device is not NetFlow export capable,

when part of the network is managed by third party (ISP).

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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In the figure above, we see that even though automatic deduplication is enabled, flow will be duplicated
by two exporters (R1 and R3) that are not in the flow continuity (R3 will not be mentioned as next hop in
R1 flow export).

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.

@

In case it is not possible to
enable automatic
deduplication by exporting
all devices in flow continuity,
deduplication could also be
achieved manually. Read
more at Manual
Deduplication.
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Choosing Export Protocol

NetFlow Analyzer is based on Cisco NetFlow protocol versions 5 and 9, but it also supports IPFIX,
NSEL and sFlow v5. The system is capable of recognizing protocol formats from other vendors, which
are compatible with NetFlow 5 and 9 such as Juniper J-Flow and Huawei NetStream.

The following table offers a comparison between different protocols NetVizura supports.

It can help you decide which protocol to use according to your needs, if your device supports more than
one, and provide understanding of limitations brought by each protocol.

1 sFlow requires extensive sampling to be applied and to completely understand its advantages
and disadvantages you should read article Full vs. Sampled Export.

Dataset NetFlow NetFlow IPFIX NSEL sFlow Comment
v5 v9 v5

(<IN < <
(<IN < <
Q00
(< I <
000

For sFlow, due to NetVizura
licensing, number of flows is
shown as the same as the
number of packets.

Metrics (L2-
7

Interface (in
/out)

VLAN (infout)
Next hop

QoS
(prioritity)

Protocol
(UDP/TCP/IC
MP...)

TCP flags

Port (service) Provided only by TCP and UDP

protocols.

IPv4 address
(src/dst)

IPv6 address
(src/dst)

In general, End User traffic from
IPv6 addresses is not supported

©O 06 0 00 O 000 o
O O 0 000 O 000 o
©O O 0 00 0 000 0o
OO0 0 00 O 000 o
0O 0 0 00 0 000 o

AS (src/dst) To provide AS data, exporter

device must have a full BGP table
configured.

Delivery
schemes

Unicast
Multicast

Broadcast

000
000
000
000
000

Export
options

Ingress (V] (V] (V] [ (V] For NSEL, because export is

configured on exporter, not its
interfaces, ingress and egress
options are not possible.

Egress [x] (V] (V] (] (V]

@ NetVizura supports both compact and expanded sFlow formats.

Legend:
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@ Here you may find
information about which

protocols are supported on
your devices Supported
Devices List.
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Provides by default
Requires additional configuration

Cannot provide
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Supported Devices List

NetFlow® technology was developed by Cisco Systems, so all of the Cisco IOS routing platforms can
export NetFlow data. From Cisco Catalyst switching platforms, only Catalyst 6500 series multilayer
switches support NetFlow data export. Other vendors are also offering NetFlow-like capabilities on their
network devices. These similar technologies are named differently by various vendors, for example J-
Flow® by Juniper, NetStream® by Huawei, IPFIX® by Nortel etc.

@ This list might not be up to date. For the latest info, please go to your device vendor website.

Tgase-ToaseL

ers

Models

340, 344, 1524, 1624, 3120, 3130, 3200, 3305, 3430, 3448, 4305, 5305

ISR 4451, ASR 1000 series

ISR 4321, ISR 4331, ISR 4351, ISR 4431, MWR 2941, 7200, 7201, 7301, 7600, 12000
series

ASR 9000

CSR 1000V, 880 series, 890 series, 2951, 3925, 3945, 1921, 1941

10000 series

CRS-1, 2800 series, 5760 wireless controler, 810 series, 820 series, 830 series, 850
series, 860 series, 870 series, 1711, 1712, 1800 series, 1905, 1906, IAD 2430 series,
2610, 2620, 2650, 2691, 2901, 2911, 2921, 3200 series, 3600 series, 3725, 3745,
3825, 3845, 5900 series, as5350, as5400, 6400, 7100, 7304, 7400, 7500, CGR2010,
100 series, UC520, VG350, VGD-1T3
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Exp
ort

Prot
ocol

NetFI
ow

NetFI
ow

NetFl
ow
V9,
IPFIX

NetFl
ow
V5,
NetFl
ow
v9

NetFl
ow

IPFIX

NetFl
ow

IPFIX

NetFl
ow
v5

NetFl
ow
v9

Comments

Only
enable
egress
flows (i.e.
no ingress)
on Adtran
routers.

©

NetFlow Analyzer utilizes
Traffic Patterns which are
based on IP addresses and
not on physical interfaces,
that allows NetFlow
Analyzer to support netflow
probes - software generated
NetFlow-like protocol. One
such (free) software is
Softflowd, available at http://c
ode.google.com/p/softflowd/.
Read more at Configuring
Unsupported Devices for
NetFlow Export (Port
Mirroring).
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Ci | 4500, 3750

Ci | 3560, 6000, 6500

Ci | 3650, 3850

Ci | 2960, 4948

Ci  ME6524, 6880

es

Ci ' 1000V, N7000 series, N7700 series

jgg_mwcxmzoow

@
n
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NetFl
ow
V5,
NetFl
ow

IPFIX

NetFI
ow
V5,
NetFl
ow
v9

NetFI
ow

IPFIX

NetFl
ow
v5

NetFI
ow

NetFl
ow
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Ci  ASA 5500 series

FLSOZP>NHOO O

(&

M-series, T-series, MX-series with DPC

ers

J | MX-series with MPC-3D, future FPC5 for T4000
u

ni

p

er

ro

ut

ers

Al 7750SR

H ' NE5000E NE40E/X NESOE

FlowMon Probe 1000, 2000, 4000, 6000, 10000, 20000

>m<zZ—

@ocoTITOMA"

7]
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NSEL ASA OS

NetFl

V5,
IPFIX

NetFI
ow
V5,
NetFl
ow

IPFIX

NetFl
ow
V5,
NetFl
ow
v9

NetFl
ow

NetFl
ow

IPFIX

versions
8.4(5)+
(excluding
8.5(1), 8.6
(1), 8.7(1),
9.0(1), and
9.1(1)) prov
ide
periodic
byte
counters

IPV6 or
MPLS
supported
on MS-
DPC,
MultiServic
e-PIC, AS-
PIC2

IPv6
requires
JUNOS
11.4R2
(back port
target),
MPLS
support
unknown,
MPC3E
excluded
until 12.3

IPv6 or
MPLS
using
IOM3 line
cards or
better

Needs
feature
acceleratio
n cards;
only
ingress
flows

Comprehen
sive
support for
IPv6 and
MPLS,
wire-speed
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A ERS4000, ERS5000, ERS8600, ERS8800, VSP7000, VSP9000
\Y

y

=

a
a
/
N
o
t

|
S

@

o -Tg
7] 8=

Linux FreeBSD NetBSD OpenBSD

V | vSphere 5.x

M | RouterOS 3.x, 4.X, 5.x, 6.X
ik

0=

ut
er
oS

H ' 9300 series, 9400 series
P/

3

C

om

s

wi

tc

h

es

H ' 7500 series, 8800 series, 9500 series, SR6600 series, 10500 series
P/

3

C

om

s

wi

tc

h

es
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NetFl
ow
V5,
NetFl
ow

IPFIX

NetFI
ow

NetFI
ow

IPFI

softw
are
like
fprob
ipt-
netfl
ow,
pflow
,or
softfl
owd

NetFl
ow
V5,
IPFI

(>5.

NetFI
ow

NetFl
ow
v9

NetFl
ow
v5

NetFl
ow
V5,
NetFl
ow
v9

Comprehen
sive
support for
IPv6 and
MPLS

IPv6
support
depend on
the
software
used

IPv6
support is
unknown

IPV6 is
supported
using
NetFlow
V9.
Currently
RouterOS
does not
include
BGP AS
numbers.

Supported
only with a
T-flow
module in
a ProCurve
series 9300
/9400
routing
switch
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RiOS v3,0, NetFlow v5.5.1, NetFlow v5.5.3

RiOS v6.0 and above

R70 series

S series, K series

NG Firewall

All Palo Alto Networks firewalls except the PA-4000 Series and PA-7050

NSA E-Class Series, NSA Series, TZ 210 Series

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.

NetFl
ow
v5

NetFI
ow

NetFl

ow
v9

NetFl

NetFl
ow

NetFl

ow
v9

IPFIX

NetFI
ow
v9

NetFl
ow

IPFIX

NetFlow v5
enables
ingress
flow
records;
NetFlow v9
enables
both
ingress
and egress
flow
records;
NetFlow v9
is only
supported
by
Steelhead
RiOS v6.0

IPSO 6.2
and above
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Thunder ADC, Thunder CGN, Thunder TPS

Axis

A AP230, AP330, AP350

Al AX7800R, AX7800S, AX7700R, AX5400S

Al OmniSwitch 6250, OmniSwitch 6400, OmniSwitch 6850, OmniSwitch 6855,

¢ OmniSwitch 6860, OmniSwitch 6900, OmniSwitch 9000 Series, OmniSwitch 9000E
at = Series, OmniSwitch 10K

Al | 9000 Series, x600 Series, x900 Series, x908 Series, 7800R Series, 7800S Series,
li ' 5400S Series

A | 7048T-A, 7050 Series, 7100 Series, 7150 Series, 7200 Series, 7300 Series, 7500
Series

=

A | activeARC active500EM

A | 2530 Series, 3810 Series

Bi | Big Cloud Fabric, Big Monitoring Fabric

wi
tc

et

or
ks
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sFlo
wv5
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Gigabit Ethernet Managed Switch 28 Port, Gigabit Ethernet Managed Switch 52 Port

8470 Switch Module for IBM, Biglron RX series, Fastlron Edge X series, Fastlron GS
series, Fastlron SX series, Fastlron WS series, FCX series, ICX Series, MLX series,
Netlron CER 2000 series, Netlron CES 2000 series, Netlron XMR series, Serverlron
ADX series, SLX 9850 Router, Turbolron 24X switch, VDX series

ESX600-54S, ESC600-32Q, ESXL600-32Q

250 Series, 350 Series, 550x Series, ME 1200 Series, Nexus 3000 Series, Nexus 3100
Series, Nexus 9000 Series

I-Rex 16Gi & 24Gi & 24Gi-Combo

Cumulus Linux

DX-0500 Series, DX-5000 Series
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CS16809, DCRS-7600 Series, DCRS-9800 Series, S5750E-SI| Series, DCRS-5960T,
DCRS-5960F, S3900E-SI Series, S4600-SI Series, CS6200-48T4S-El, CS6500-SI

Dell Networking N2000 Series, Dell Networking N3000 Series, Dell Networking N4000
Series, Dell Networking 8100 Series, Dell Networking C Series, Dell Networking E
Series, Dell Networking S Series, Dell Networking Z Series, Dell Networking MXL 10
/40GbE Switch, PowerConnect 6200 Series, PowerConnect 7000 Series,
PowerConnect 8000 Series, PowerConnect B-RX Series, PowerConnect J-EX4200
Series, PowerConnect J-EX8200 Series

DGS-3600 Series

VigorSwitch G2260, VigorSwitch P2261

ECS3500 Series, ECS4600 Series, ECS4660 Series, ECS5510, ES4700 Series

800-Series, B-Series, C-Series, G-Series

Alpine 3800 Series, BlackDiamond 6800 Series, BlackDiamond 8800 Series,
BlackDiamond 10808, BlackDiamond 12804C, BlackDiamond 12800R Series,
BlackDiamond 20800 Series, Summit X150 Series, Summit_X250e Series, Summit
X450a Series, Summit X450e Series, Summit X460 Series, Summit X480 Series,
Summit X650 Series, Summit X670 Series, Summit X770 Series, Summit i Series

Local Traffic Manager (LTM)

FortiGate® Series, FortiSwitch™ Series
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MIMIC® sFlow simulator

6120XG Blade Switch, 6120G/XG Blade Switch, Moonshot-45G Switch Module,
Moonshot-180G Switch Module, FlexFabric 7900 Series, Virtual Connect Flex-10/10D
Module for c-Class BladeSystem, Virtual Connect Flex-10 10Gb Ethernet Module for
BladeSystem c-Class, VSR1000 Virtual Services Router Series, 2610 Series, 2620
Series, 2800 Series, 2810 Series, 2910al Series, 2915, 3400cl Series, 3500yl Series,
3800 Series, 4210G Series, 4500G Series, 4510G Series, 4800G Series, 5300x| series,
5400zl series, 5500-El Switch Series, 5500-S| Switch Series, 5800 Switch Series, 5820
Switch Series, 5830 Switch Series, 5900 Switch Series, 5920 Switch Series, 5930
Switch Series, 6200yl series, 6400c| series, 6600 series, 7500 Switch Series, 7900
Switch Series, 8200z] Series, 9500 Switch Series, 10500 Switch Series, 12500 Switch
Series, MSM Series Wireless Networking, Wireless Edge Services xI Module, Wireless
Edge Services z| Module, Access Point 530

Apresia 3400 Series, Apresia 5400 Series, Apresia 13000 Series, Apresia 15000
Series, GR4000, GS4000, GS3000

Host sFlow

CloudEngine 5800 Series, CloudEngine 6800 Series, CloudEngine 12800 Series,
S5700 Series Gigabit Enterprise Switches, S6700 Series 10G Switches, S7700 Series
Smart Routing Switch, S9300 Series Terabit Routing Switches, S9700 Series Terabit
Routing Switches

Distributed Virtual Switch 5000V, BNT Virtual Fabric 10G Switch Module for IBM
BladeCenter, BNT 1/10Gb Uplink Ethernet Switch Module for IBM BladeCenter, BNT
Layer 2/3 Copper and Fiber Gigabit Ethernet Switch Module for IBM BladeCenter, C-
Series, G-Series, M-Series, R-Series, S-Series, X-Series, Y-Series, JO8E and J16E,
J48E, RackSwitch G8000, RackSwitch G8052, RackSwitch G8124, RackSwitch G8264,
RackSwitch G8316

sFlow Agent for Windows Server 2012 Hyper-V

OcNOS™

8000 Series

EX2200 Series, EX3200 Series, EX3300 Series, EX4200 Series, EX6200 Series,
EX8200 Series, EX9200 Series, OCX1100, QFX Series
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GS-2300 Series

GTL-2691

IPECS ES 4500G Series, IPECS ES 5000XG Series

S3300 Series, S3400 Series, S3900 Series, S4100F

SN Series, SX Series

OptiSwitch-MR Series

IP8800/R400 Series, IP8800/S400 Series, IP8800/S300 Series, IP8800/S3640 Series,
1P8800/S3640 ER Series, IP8800/S3630 Series, IP8800/S2400 Series, PF Series
(ProgrammableFlow)

GSM7352S-200, GSM7328S-200, M5300 Series, M7100 Series, M7300 Series,
XSM7224S, XCM8806, XCM8810

VikinX routers

OpenSwitch

Open vSwitch

ES2-64, ES2-72

Overture 65

PicOS
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Pl ' Plexxi Switch, Plexxi Control

Xi
Pl  E68-M, F64-M, F64-L, F64-XL

ur
ib

et

or
ks

P Tsunami® MP-8100 series, Tsunami® QB-835 series
ro

=s3x

el
Ss

T1000 Series, T3000 Series, T5000 Series

Joo®3I®MCSO

® ST
= =

FlowEngine™ TDE-1000

ToONOnwn<Knooxm

or
at
ion

Si  PE310G4DBi9, PE310G4DBIi9-T

lic

o

m

Lt

d

WebSmart Non-PoE Switches, WebSmart PoE Switches

S
M
C
N
et
w
or
ks

NanoSWITCH

3cow3® A

® ST
= =

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.

sFlo
wv5

sFlo
w V5

sFlo
w V5

sFlo
w V5

sFlo
w V5

sFlo
w V5

sFlo
w V5

sFlo
w V5

97



NetVizura User Guide

JetStream T2500 Series, JetStream T2600 Series

' o4

SSToom X35

V | Vyatta 514, Vyatta 2500 Series, Vyatta 3500 Series, Vyatta Core (VC) Routing &
y | Security Software, Vyatta Virtual Router, Firewall, VPN

X | XS series

EdgeX0S

Z | ZXR10 2900E Series, ZXR10 3900E Series, ZXR10 5250 Series, ZXR10 5900 Series,
TE ZXR10 8900 Series
Z  XGS1900 Series, XGS4500 Series, XGS4700 Series

EL
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Traditional vs. Flexible NetFlow

Flexible NetFlow is an extension of NetFlow v9. It provides additional functionality that allows you to
export more information using the same NetFlow v9 datagram. Some Cisco devices support only
Traditional NetFlow (TNF), while others support Flexible NetFlow (FNF) or both TNF and FNF.

Device NetFlow (TNF/FNF)

Cisco ISR G1 TNF and FNF

TNF and FNF
Cisco ISR G2
Cisco 7200/7300 FNF
Cisco ASR1000 TNF and FNF
Cisco ASR9000 FNF
Cisco 4500 and 4500X with Sup 7 FNF
Cisco 6500 with SUP2T FNF
Cisco 6500 with Sup 32 and Sup 720 TNF
Cisco 7600

TNF

Cisco C3KX-SM-10G FNF
Cisco 10000 TNF
Cisco XR12000 / 12000 Series Routers FNF
Cisco CRS-1 FNF
Cisco Nexus 7000 FNF
Cisco Nexus 1000V FNF

Here are some of Flexible NetFlow benefits:

Customized traffic identification

behavior

Flexibility and scalability of flow data beyond traditional NetFlow

Ability to focus and monitor specific network behavior
Ability to monitor a wider range of packet information, producing new information about network

Enhanced network anomaly and security detection
Convergence of multiple accounting technologies into one accounting mechanism

Figure below shows difference in a set of commands in TNF and FNF:

Traditional MatFlow

Flexible NetFlaw

interface ethernet 1/0
ip Alow NetvizuraFlow [input|output]

flow axporter MetvizuraExporter
destination 1111

transport udp 2055
export-protocol netflow-vs

‘source ethernet 1/0

flow monitor NetvizuraMohitor
recard netflow ipvd original-input.
exparter NetvizuraExparter
cache timeout active 1

eache timeout inactive 15

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.
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Full vs. Sampled Export

When your exporter devices have a very large amount of traffic passing through them, exporting
full traffic might overload your networking devices.

In such case, you may want to export only a small random portion of traffic and then project total values

in NetFlow Analyzer based on the sample rate.

However, sampling brings some pitfalls with it and for this reason we are presenting here comparison of

full and sampled export for you to better decide which one to use.

Ups
ides

nito
ring

Use

for

Full Export

100% accurate traffic data
All exporter devices (incl. firewalls) and
NetFlow Analyzers support

0 Total traffic trend, baseline, traffic drill-
down by dimensions

8 Traffic routing, capacity planning

Host conversations, application usage
analysis, raw data forensics and security
investigation

Sampled Export

0 Lower CPU on exporters (routers and
switches) because majority of the packets are
not processed

@ Lower CPU, RAM and HDD on NetFlow
Analyzer server because less fps is processed
and stored

0 Lower licensing cost (if based on fps)

0 Total traffic trend and baseline

@ Traffic routing, capacity planning

For exact instructions how to sample exported traffic, please go to your vendor documentation.

To learn more how to setup sampling in NetVizura, read our Sampling Settings.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.

@ A good rule of thumb is to go
with full export whenever
you can.

Sampling should be used
only if you need basic
monitoring, if only sFlow is
supported or if your network
traffic is on such a large
scale that it is practically
irrational to collect, process
and store such a vast
amount of data.
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Ingress vs. Egress

Ingress flows enabled on all interfaces of a switch or router will deliver needed information, in most
situations. If device only supports NetFlow v5, your flows should necessarily be configured in Ingress
direction, because NetFlow v5 only supports Ingress flows. In addition, Ingress export provides
monitoring of Blocked traffic (traffic sent to Interface Out 0).

Here are a few exceptions where using Egress Flows is suitable:

1. Some devices (e.g. Cisco WAAS, Riverbed, etc.) have an option to compress flows, so
you need to see traffic after it was compressed. Egress flows are calculated after compression.

2. When multicast flows are sent, Ingress exported flows have a destination interface 0 because
the router doesn’t know interface Out before processing. Egress exported flows deliver the
destination interfaces and if the flow is headed for multiple interfaces it will be exported as
multiple flows.

3. When exporting NetFlow on only one interface of the router or switch.

@ When using only ingress flows, it is important to enable NetFlow data export on all interfaces,
because outbound utilization on any given interface is calculated by using ingress flows from
other interfaces.

See example at the figure below. If you have not enabled NetFlow on interface 2, flows going
through that interface will be missed when calculating outbound utilization on interface 4.

Ingress Flows 1

2, ﬂii 4
T

(D You should configure interfaces on a single device to collect flows in only one direction (either /
ngress or Egress), so that flows traveling from one host to another and vice versa are
collected only once.

@ In Flexible NetFlow, Input

R and Output do the same as /
& ngress and Egressin
Host 8 Traditional NetFlow.

- J

Continue reading on to Choosing Exporters.
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Configuring Cisco Devices for NetFlow Export

1 Itis recommended that only users with experience in configuring Cisco devices follow these
steps.

As an example, this section offers a brief guide for configuring NetFlow on a Cisco router or switch. Look
up more specific information about configuring your own router on Cisco website.

Software Platform Configuration

The following is an example of a basic router configuration for NetFlow. NetFlow basic functionality

is very easy to configure. NetFlow is configured on a per interface basis. When NetFlow is configured
on the interface, IP packet flow information will be captured into the NetFlow cache. Also, the
NetFlow data can be configured to export the NetFlow data to the NetFlow Server.

1. Configuring the interface to capture flows into the NetFlow cache. CEF followed by NetFlow
flow capture is configured on the interface

Router(config)# ip cef
Router(config)# interface FastEthernet 1/0
Router(config-if)# ip flow ingress
O
Router (config-if)# ip route-cache flow

0 Either ip flow ingress or ip route-cache flow command can be used depending on the Cisco I0S
Software version. IP flow ingress is available in Cisco |IOS Software Release 12.2(15)T or above.

2. For exporting the NetFlow cache to the NetFlow Server. A version or a format of the NetFlow export
packet is chosen and then the destination IP address of the server (in this example 1.1.1.1). The 2055 is
the UDP port the NetFlow Server will use to receive the UDP export from the Cisco device. 2055 is a
default value, but you can change this later.

Router(config)# ip flow export version 9
Router(config)# ip flowexport destination 1.1.1.1 2055
Router(config)# ip flow export source FastEthernet 1/0
Router(config)# ip flow cache tinmeout active 1
Router(config)# ip flowcache tinmeout inactive 15

@ More Information on NetFlow Configuration is available at Cisco website.

Cisco Catalyst 6500 Series Switch Platform NetFlow
Configuration

The following is an example of NetFlow on a Cisco Catalyst 6500 Series Switch. The Cisco

Catalyst 6500 Series Switch has two aspects of NetFlow configuration, configuration of hardware

based NetFlow and software NetFlow. Almost all flows on the Cisco Catalyst 6500 Series Switch

are hardware switched and the MLS commands are used to characterize NetFlow in hardware. The
MSFC (software based NetFlow) will characterize software based flows for packets that are punted up to
the MSFC.

== Software path mﬁ
== Hardware path '_i_l’— !

Interface

-
Input Interface

- - E—— -~

Figure above shows the concept of two paths for NetFlow packets, the hardware (red) and software
(blue) paths and the configuration for each path. Normally on Cisco Catalyst 6500 Series Switch both
hardware and software based NetFlow is configured.

The hardware switched flows use the MLS commands to configure NetFlow. Remember that for
the hardware based flows NetFlow is enabled on all interfaces when configured.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0. 102


http://www.cisco.com/
http://www.cisco.com/en/US/products/ps6601/prod_white_papers_list.html

NetVizura User Guide

m's aging normal 32 (Set aging of inactive flows to 32 seconds)

ms flowip interface-full (Optionally configure a flow nask)

m's nde sender version 5 (Specify the version for export fromthe PFC)
m s nde interface (send interface information with the export, command
avai l abl e by default with Supervisor720/ Supervi sor 32)

The following is the configuration for NetFlow on the MSFC for software based flows. This configuration
is equivalent to what is shown in Cisco Catalyst 6500 Series Switch Platform NetFlow Configuration. The
user configures NetFlow per interface to activate the flow characterization and also configures an export
destination for the hardware and software switched flows.

interface POS9/ 14

ip address 42.50.31.1 255. 255. 255. 252

ip route-cache flow (also ip flow ingress can be used)

ip flowexport version 5 (The export version is setup for the
software flows exported fromthe MSFC)

ip flowexport destination 10.1.1.209 2055 (The destination for
hardware and software flows is specified)

More Information on the Cisco Catalyst 6500 Series Switch NetFlow Configuration can be viewed at Cisc
0 website.
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Configuring Cisco ASAs for NSEL Export

1 Itis recommended that only users with experience in configuring Cisco devices follow these
steps.

@ Cisco ASA devices are primarily designed for network security and not traffic routing, and as a
result NSEL does not provide complete export capability. Read more at Choosing Export
Protocol.

This section offers a brief guide for configuring NSEL export on a Cisco ASA device. NSEL stands for Net
Flow Secure Event Logging - a traffic export mechanism that is built on NetFlow v9 technology. For more
detailed information, go to Cisco website.

Supported Devices

Devices Versions Notes

Cisco ASA  8.4(5)+ Excluding 8.5(1), 8.6(1), 8.7(1), 9.0(1), and 9.1(1)

Configuration Example

First define the interface for NSEL export.

ASA(config)# interface fa 0/0
ASA(config)# namei f inside

Define the NetFlow global parameters. Define a NetFlow collector IP address that can be used in the
policy-map (in this example collector IP address is 1.1.1.1). The port is arbitrary and based on the
collector implementation.

ASA(config)# flow export destination inside 1.1.1.1 2055

OPTIONAL: Configure a delay for flow-create NSEL events in seconds. Increasing flow-create delay will
cause fewer NSEL events to be exported to NetVizura NetFlow collector. E.g. setting delay to 120 will
cause only one NSEL event to be exported, for flows shorter than 2 minutes.

ASA(config)# flow export delay flowcreate 120

OPTIONAL: Configure the template timeout-rate. These are minutes between sending a template record
to NetVizura NetFlow collector. NetVizura requires templates in order to process flow exports. E.g. if you
set timeout-rate to 30 it may take up to 30 minutes before you see any data in the charts. After that
NetVizura will continue processing flows without any delay.

ASA(config)# flow export tenplate tineout-rate 5

Configure flow-update events to provide periodic byte counters for flow traffic. This represents an interval
between two NSEL update events in minutes. NetVizura requires this value to be less than 5. Smaller
value of refresh interval will produce bigger load on NetVizura NetFlow collector, but it will provide more
accurate traffic statistics.

ASA(config)# flow export active refresh-interval 1

Next create an ACL to flag interesting traffic and apply it to a class-map

ASA(config)# access-list flow export_acl extended permt ip any any
ASA(config)# class-map fl ow export_cl ass

ASA(config-cnmap)# match access-1ist flow export_acl
ASA(config-crmap) # exit
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Configure a unique NetFlow policy map and apply it globally. "event-type" option defines what you want
NSEL to export (all, flow-create, flow-update, flow-deny, flow-teardown).

ASA(config)# policy-map fl ow export_policy

ASA(confi g-pmap) # cl ass fl ow _export_cl ass

ASA(confi g-pmap-c)# flow export event-type all destination 1.1.1.1
ASA(confi g-pmap-c)# service-policy flow export_policy global
ASA(confi g- pmap-c)# end

1 Ifyou create a new policy map and apply it globally according to the previous step, the
remaining inspection policies are deactivated. Alternatively, to insert a NetFlow class in the
existing policy, enter the class flow_export_class command after the policy-map global_policy
command.

For more information about creating or modifying the Modular Policy Framework, see the
firewall configuration guide.
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Configuring Devices for sFlow Export
This section offers a brief guide for configuring various devices for sFlow export. For more information, go to vendor website.

HP

@ This is an example of configuring sFlow on HP 5900 Series Switches, firmware version 7.1.045.

Configure the source IP address:

sflow agent ip 10.10.10.10
sfl ow source ip 10.10.10.10

Configure the IP address of the sFlow collector:

1 Ifyou don'tinclude the destination port number, it will leave it on the default port 6343.

sflow collector 1 ip 20.20.20.20 port 6000 description "sFlow Collector”

Enable sFlow on a specific interface:

interface G gabitEthernet1/0/5
sflow flow col l ector 1

sfl ow sanpling-rate 1000

sfl ow counter collector 1

sfl ow counter interval 100

Juniper

@ This is an example of configuring sFlow on Juniper EX Series Switches, Junos OS Release 9.3 or later.

Configure the IP address and UDP port of the collector:

[edit protocol s]
user @wi tch# set sflow collector 20.20.20.20 udp-port 6343

Enable sFlow on a specific interface:

[edit protocols sflow
user @wi tch# set interfaces ge-0/0/0

Specify in seconds how often the sFlow agent polls the interface:

[edit protocols sflow
user @wi tch# set polling-interval 20

Specify the rate at which ingress or egress packets must be sampled:

[edit protocols sflow
user @w t ch# set sanple-rate ingress 1000
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Huawei

@ This is an example of configuring sFlow on Huawei s3700 Switch.

Configure the IP address of the sFlow collector and the sFlow agent:

systemvi ew
sflow collector 1 ip 20.20.20.20 port 6343
sflow agent ip 10.10.10.10

Enable sFlow on a specific interface:

systemvi ew

interface gigabitethernet 1/0/2
sflow fl owsanpling collector 1
sflow flowsanpling rate 1024

sfl ow counter-sanpling collector 1
sfl ow counter-sanpling interval 30

Dell

@ This is an example of configuring sFlow on Dell PowerConnect 6224P, firmware version 3.2.0.7.

Configure the IP address of the sFlow collector and udp port:

1 Ifyou don'tinclude the udp port number, it will leave it on the default port 6343.

sflow 1 destination 20.20.20.20 6000
sflow 1 destination owner NFA tinmeout 4294967295

Enable sFlow on 1 or more interfaces and configure polling interval (which is 30 seconds in our example):

sflow 1 polling ethernet 1/gl-1/g16 30

Configure sampling packets:

sflow 1 sanpling ethernet 1/9gl-1/gl6 1024
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Configuring Unsupported Devices for NetFlow Export (Port
Mirroring)

In a situation when your network device does not have NetFlow capability (supports sFlow, NSEL, some
other or no export protocol), you can still use a server with a NetFlow probe to analyze traffic from the On this page:
network device and to generate a NetFlow statistics. We will call this server the NetFlow Daemon Server.

Figure below shows an example of this situation:

m———— ® Configuring Cisco Device
_— ® Using NetFlow Probe

iy s
Hd )

&

MetFlow Deamon

Figure below shows a more detailed illustration. Traffic from uplink interface Gigabit Ethernet 0/0 is
forwarded (mirrored) to interface Gigabit Ethernet 0/1, which is connected to the NetFlow Daemon
Server. When the port mirroring is started, interface on a switch to whom all traffic is forwarded to
becomes useless for normal device communication. It only passes all traffic from a mirroring interface. It
will not be possible to collect statistics about the local traffic which doesn't pass uplink interface.

SWITCH

u 1 Gigabit Ethernat 00
FastEtheme: 01 | |[- —

Mirrored Portsy

FasEhernat Q24 Gigabi Ethemet 011

NetFlow Deamon

The problem is: How to export NetFlow traffic if the interface on which the NetFlow Daemon Server is
connected is unusable for normal communication?

NetFlow daemon server must have two network cards, one for receiving mirrored traffic (ethl) and
another one for exporting NetFlow statistics (eth0). This configuration enables NetFlow exporting even
from L2 switches. The drawback is the additional port utilization on the switch and the need for an
additional server with two network cards. The blue arrow in the figure above shows NetFlow export from

the additional network card on the server. Now, it is possible to start the NetFlow probe on the NetFlow
Daemon Server.

Configuring Cisco Device

An example of how to configure port mirroring on a Cisco device is shown below.

swi t ch(config)#nmonitor session 1 source interface G0/0
swi tch(config)#nonitor session 1 destination interface GO0/1

Using NetFlow Probe
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We will show an example of configuration with a free NetFlow probe software called softflowd. It has the
possibility of exporting NetFlow traffic locally (127.0.0.1) to an UDP port on the same server or to an
UDP port on a remote server.

Export to the Remole

i LI

Raw IN/OUT Traflic

Location
e
NetFLow
Server
SOFTFLOW O
DEAMON
NetFlow Data

Raw INIOUT Traffic

Bl NetFLow Server

/] | I

Weh Server — Matflow Application
| 4

4 Dalabase

l SOFTFLOW O
‘ DEAMGN A

¥ NotFlew Aggregator
NetFlow Dala

NetFlow Collector

)
4

Here you can see how to configure the softflowd on Linux. In our example we are using version softflowd

. Install softflowd depending on your Debian/Ubuntu distribution:

apt install softflowd -y

. To configure softflowd you should edit /etc/softflowd/default.conf and specify for example:

| NTERFACE="ens18"
OPTIONS="-n 172.16.0. 77: 2055"

To be able to run the software in the foreground in Debug mode you should use the following
command:

softflowmd -D -v 5 -i ens18 -n 10.10.10.10:2055 -T full

. Now, you should be able to see that the flows are collecting and that they are being exported in
the NetFlow version 5 and set to 10.10.10.10 using destination port 2055, where 10.10.10.10 is
destination address of the NetFlow server in this case. This can be done using a utility such as
TCPDUMP:

tcpdunp -n —v dst port 2055

. Now enable softflowd service to start at runtime:

systenct| enable softflowd
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1 Note that you should change INTERFACE="ens18" and COLLECTOR="10.10.10.10"
values with your own.

6. Start the service:

systenttl start softflowd
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Installing and Configuring Syslog Agent for End User
Traffic

End User Traffic functionality requires separate Syslog agent to be installed on working stations or
domain controller.

NetVizura, by default, includes built-in support for Snare OpenSource agent. Installation and
configuration of Snare agent is described in the following steps.

If you have another Syslog agent then you can create a separate rule for that agent: End User Settings.

1. Step - Downloading Snare OpenSource

Download Snare OpenSource Syslog agent from the official website, www.intersectalliance.com.

1 This is a third-party application and not supported by NetVizura.

2. Step - Installing Snare agent on Windows

Install Snare OpenSource agent on domain controller and/or Windows working station by following these
instructions.

Run Snare OpenSource installer with administrative privileges

Accept License Agreement and press next

Leave defaults for EventLog configuration and press next

Select Use System account and press next

Choose to enable Web access for Snare Remote Control Interface and be sure that you enter
password to protect configuration interface and press next.

® From now on just click next til the end of installation.

3. Step - Configuring Snare

If you have followed previous steps carefully, you will be able to access Remote Control Interface using
your browser of choice.

To access Remote Control Interface paste http://localhost:6161/ into your address bar in your browser
and press Enter.

In order to fully configure Snare OpenSource agent to work correctly with NetVizura follow these steps.

1. Network configuration
Click on Network Configuration on the left side of the Control Interface. Locate Destination
Snare Server address field and put IP address of your NetVizura server here.

Open NetVizura application, and navigate to a > Settings > NetFlow Settings >
Configuration and search for End users collection port value.

By default collection port should be set to 33515. Locate Destination Port field in Snare Remote
Control Interface and paste the port value from NetVizura Settings configuration.

To finish network configuration check Enable Syslog Header checkbox. Click Change
Configuration to save changes.

2. Objectives Configuration

Click on Objectives Configuration on the left side of the Control Interface.

Make sure that objective named Logon_Logoff exists in the list.

Other objectives are not needed for NetVizura to work properly and therefore can be deleted
from the list.

3. Apply new configuration

In order for new configuration settings to be applied you should restart Snare service by
executing following commands inside Windows command prompt.

1 Make sure to run Command Prompt with Administrative privileges

First stop Snare service by running:

net stop snare
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After that, start Snare again by running:

net start snare

By now, you should have your Snare agent successfully installed and configured to work with NetVizura.

Follow step 4 to make sure that NetVizura is actually receiving Syslog messages from Snare agent.

4. Step - Checking installation and configuration (&) Iftepdump s notinstalled on
your server do the following:

Linux Debian/Ubuntu

If you have EventLog module activated, you can easily check if you are receiving Syslog messages by sudo apt-get update

going to EventLog > Syslog tab. sudo apt - get

Otherwise, login to your NetVizura server over SSH, and first check if NetVizura is listening for Syslog install tcpdunp

messages on specified port.
In order to perform this check run the following command inside your shell.

netstat -lnup | grep 33515 CentOS

sudo yum updat e

33515 is a default port. If you have configured collection port to have another value, put that value in the sudo yuminstal|
previous command instead of 33515. t cpdunp

If collection is working fine you should see something similar to the following after running this command.

udp O 0 :::33515 i 31414/ j svc. exec

Next, check if Snare agent is sending syslog to Netvizura collector by running tcpdump.

t cpdunp port 33515

Once again, default port value is used. In case some other value is configured through Settings, replace
that value into provided command.

After running tcpdump command, you shoud see packets incoming to your server from workstations or
domain controller.

Windows

If you are running NetVizura on Windows Server, you can use packet analyzer tools for windows (wiresha
rk, windump, etc).
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Exporting to Multiple Servers

Often it is necessary to export NetFlow traffic on more than one server (production, development,
test...). Having in mind that Cisco, Juniper and other devices can often export NetFlow data only on two

devices, there is a need for tools for multiplication of NetFlow traffic.

One of these tools is Samplicator. It is a software package for Linux that listens to UDP datagrams at

defined port and sends copies to set of other IP addresses we define.

Samplicator works according to the figure below:

NetFlow

Server 1
R 10.0.16.13
% port 2000 s oo 2055 ‘;-
= =
- MetFlow
Reuter ek F_'D“‘ ., Server 2
10.0.0.254 Samplicatar ~Bo, 10,0178
10,007 2
HetFow

Server 3
10.0.22.101

How to do it:

. Download latest Samplicator version here

. Unpack:tar -zxf sanplicator-x.y.z.tar.gz
Go to directory: cd sanplicator-x.y.z

. As aroot run configure script: . / confi gure

Make command to make binary files: make

. Then install application with command: make i nstal |
. Softver will run with command: sanpl i cat e

NO U hAWNE

In This example NetFlow Samplicator Server receives traffic from exporter 10.0.0.254 via port 2000, then

sends copies to multiple NetFlow Servers via port 2055:

sanplicate -S -f -p 2000 10.0.16. 13/ 2055 10. 0. 17. 8/ 2055 10. 0. 22. 101/ 2055

Optional commands to use:

Option

-p <port>

-s <address>

-x <del ay>

Help command:

Description

UDP port to accept flows on (default 2000)

Interface address to accept flows on (default any)

Debug level

Set socket buffer size ( default 65536)

Do not compute UDP checksum (leave at 0)

Maintain (spoof) source address.

Transmission delay in microseconds.

Specify a config file to read.

Fork. This option sets samplicate to work as background process.
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sanplicate -h
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Initial Settings (NFA)

Setting Collection Port

When you start the NetFlow Analyzer for the first time, you need to set NetFlow collection port before

you can see traffic.
® Setting Collection Port

NetFlow collection port is a port on NetVizura server listening for NetFlow traffic exported by network ® Checking the System
devices. You need to set exporting port number on all your network devices to match NetFlow collection O Settlhg End User Traffic
port. Default port number is 2055. (Optionally)

To set the NetFlow collection port:

1. Goto Q > Settings > NetFlow Settings > Configuration tab
2. Type a new value in Collection port field
3. Click Save.

Checking the System
Now is a good time to check if the system is working properly.
To do so, follow these steps:

1. Check if the Collection port is set properly

To see the Collection port number, go to > Settings > NetFlow Settings > Configuration t
ab, and you will find the Service socket port field. Collection port number must match with the
port number your network devices are exporting the netflow data to.

To learn more about system
settings in general, go to
chapter System Settings

2. Make sure data is collected (NFA).

Go to TopN > System tab. Packets tab shows if netflow UDP packets are received and Flows
chart shows how many flows have been exported to NetVizura server. Naturally, it is required

that NetVizura server and exporters have network connectivity. @ All other settings you do not

. need to set right away.
3. Check the system for warnings or errors. However, you should get

Click on the Show log arrow (in the bottom right corner). Any warnings or errors will be back to them once you get
displayed as well as the instruction to resolve them. to know NetFlow Analyzer a

little better and fine-tune the
behaviour of your system.

4. Finally, check if the network traffic is available
Go to TopN > All Exporters tab. Network traffic should be shown on the graphs, this is
a verification that the network traffic data has been collected by the NetFlow Collector and that
the data has been processed by NetFlow Aggregator.

o Note that it may take up to 10 minutes to see traffic from a new exporter. This is the time needed for
the application to create the finest sample of traffic since one sample lasts 5 minutes and two samples
are needed to draw a line on the chart.

Setting End User Traffic (Optionally)

In addition to general network traffic (Exporters, Traffic Patterns and Subnets Sets), you can view traffic
made by organization end users (domain usernames).

To set this traffic:

1. Check if the Collection port is set properly

To see the Collection port number, go to >Settings > NetFlow Settings > Configuration ta
b, and you will find the Service socket port field. End users collection port number must match
with the port number your Syslog agent is exporting the logon syslog messages to.

@ Specifying too broad subnet
in the Source IP field might

. . result in performance
If you use Snare as your Syslog agent, then you can use one of the provided mapping rules. In penalty. For best results

this case, just update Source IP field, verify if rule is matching users and change status to consider changing Source IP

to more specific value or
concrete IP address.

2. Update existing or add new End User mapping rule

Active. To do so, go to ﬂ‘ > Settings > NetFlow Settings > End Users.
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If rule for your Syslog agent is not provided with NetVizura by default, you should create your
own rule in order to successfully map users (link username with an IP address at specific time).
Read more about how to set custom End User mapping rule in the the article End User Settings.

3. FEinally, check if the network traffic is available
Go to TopN > End Users tab. Network traffic should be shown on the graphs, this is
a verification that the network traffic data has been collected by the NetFlow Collector and that
the data has been processed by NetFlow Aggregator.

o Note that it may take up to 10 minutes to see traffic for a new user. This is the time needed for the
application to create the finest sample of traffic since the sample lasts 5 minutes and two samples are
needed to draw a line on the chart.
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Usage (NFA)

Traffic Navigation
Exporters

Traffic Patterns
End Users

Traffic Views

Traffic Analysis
Traffic Favorites
Traffic Details

Raw Data Forensics
Traffic Alarms
Traffic Reports
Traffic System Data
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Traffic Navigation
This chapter explains what is where in NetVizura NetFlow Analyzer.
On this page:
To access module, click NetFlow on the Module Menu in the Top navigation bar.
® User Interface

® TopN Navigation
® Raw Data Navigation

(D Pre displayed data will be according to selected time window: if time window is set to Last
Day, charts and tables will show netflow traffic that occurred in the last 24h.

User Interface

First let us define main parts of the NetFlow Analyzer user interface:

1. Mode Panel — choose between the TopN and Raw Data mode
0 Only users with NetFlow write module permission can see Raw Data mode
2. Menu Panel — shows nodes depending on selected mode
3. Tab Panel - shows views depending on selected mode and node
4. Main Panel — shows network traffic depending on selected mode, node and view

To make navigation easier for you, several indicators (blue, white or grey) show where you are and what
you are doing — which mode, node, view, filter is currently selected.

On the screenshot above you can see that the selected Mode is TopN, selected Menu option is Exporter
(San Francisco is the active node), and that selected Tab options is Interface - this results in Main Panel
showing the TopN interfaces for San Francisco exporter.

TopN Navigation
To access this mode, choose TopN in the Mode Panel.
Main parts of the NetFlow TopN interface are:

. Selected Time - in the Time Window applying to all views
. Selected Section showing in Menu Panel:

N -

. Exporters section

. Traffic Pattern section (with Subnets and Subnet Sets options)

End Users section

. Favorites section

. System section

f. Details for selected node

3. Selected Node - active node for which the traffic is displayed in the Main Panel

4. Selected View - Tab Panel showing Overview or distributions by: Subnets (Traffic Pattern view
only), Interfaces (Exporter view only), Hosts, Conversations, Services, Protocols, QoS and AS

5. Chart and Table - Main Panel showing traffic for the selected node by selected view depending
on time window

6. Side Charts — two small charts showing bits, packets or flows traffic

7. Report - PDF export and email scheduling options

PoooTw
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In the screenshot above you can see TopN host (4) for Traffic Pattern All Traffic (3) during last 6 hours
(1). You can also see that the top host is 172.16.1.41.

Continue reading about Traffic Views.

Raw Data Navigation
By selecting the Raw Data menu option, you will be able to inspect raw data files in the Main panel.

You can also notice the Raw Data Tree right under the Raw Data menu option. Raw Data Tree groups
raw data files in folders according to day/hour/minute. Note that Raw Data Tree will show raw data files
for the specified time period set in time window.

To navigate and view Raw Data from specific files:

1. Select a date/time folder from the Node Tree
2. Select desired Raw Data files from File Table

! Raw Data includes vast quantity of information about each single flow. Unpacking many files
would require significant processing power and memory space, and therefore it is suggested to
select and view only a few files at a time.

3. Click Show Selected

Top N Raw Datn Fios  Flows

Sman Seleciid @) Select A1

Salect il Siza

By clicking on the Show selected, Raw Data Table will open showing the information from selected raw
data files.
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Continue reading about Raw Data Forensics.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0. 120



NetVizura User Guide

Exporters

@ In order to view Exporters traffic, you first need to configure your network devices to send
netflow data to NetVizura. After that, exporters and its interfaces will automatically appear in
the node tree as they start making traffic. Read more at Configuring Traffic Export.

This chapter covers viewing traffic for all exporters, single exporter and single interface; and explains
how exporter and interface name discovery works.

All Exporters Traffic
Exporter Traffic
Interface Traffic
Working with Exporters
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All Exporters Traffic

All Exporters view shows top exporters and interfaces in the entire network.

To select this view, go to TopN > Exporters option and select All Exporters node.

The Navigation Tree in the Menu Panel shows exporters with their belonging interfaces, and Main Panel
shows top exporters or interfaces (throughput or volume, in bits, packets or flows). Exporter tab will show

which exporters have the most traffic passing through them, while Interface tab will show you which
interfaces have the most traffic passing through them in your network.

Figure above shows an example of top exporters traffic. You can see that out of ten exporters,
Exporter_172 has by far the largest traffic in bits passing through it.
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Exporter Traffic

Exporter view shows traffic of the specific exporter in your network.

To see traffic for an exporter, go to TopN > Exporters option and select the desired exporter node.

T patierss
e
[t

(EERT RN | mn |

The Navigation Tree in the Menu Panel shows interfaces of the selected exporter, while Main Panel
shows traffic for for the selected exporter (throughput or volume, in bits, packets or flows). Clicking on

any tab option will show traffic distribution by that category (e.g. clicking on the Hosts tab will give you
top hosts for the selected exporter).

Figure above shows traffic of the New York Core Router by hosts. You can see that top three hosts that

generated traffic via that exporter are X.X.51.7, X.X.198.10 and X.X.1.41, where X.X.51.7 is also the top
Source while X.X.1.41 is the top Destination host.
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Interface Traffic

Interface view shows traffic of the specific interface in your network.

To see traffic for an interface, go to TopN > Exporter option, select the desired exporter and then the
desired interface node.

The Navigation Tree in the Menu Panel shows interfaces of the selected exporter, while Main Panel
shows traffic for for the selected interface (throughput or volume, in bits, packets or flows). Clicking on
any tab option will show traffic distribution by that category (e.g. clicking on the Service tab will give you
top services for the selected interface).

Figure above shows service traffic for Interface_63. You can see that HTTPS service was mainly used
via that interface.
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Working with Exporters

Grouping Exporters by Tag

@ All NetFlow users can view tags,
however only users with write
privileges can add or remove them.

While navigating and working with your
exporters, you might want to quickly

access some specific exporters depending on
their attribute.

For this reason, NetFlow Analyzer menu has a
possibility of grouping exporters based on any
customly defined tag. For example, you can
separate core and location devices, managed
and non-managed, routers, switches and
firewalls, etc.

Simply, choose Group by: Tag from drop-
down picker available in Menu Panel.

Searching for Exporter

@NetVizura Dashboard

Top N

Raw Data

Exporters

Search results

3 Cisco ASA 8.4(7) [172. =]
E3 Cisco ASA 9.2(x) [172.1 ]
& Soneco-Cisco [147.9 Bl

Another way to search for exporters is by
theirs IP address. Just type in part of the
exporter IP address to show matching
exporters.

Top N Raw Data
Exporters
Group by: Tag -

2 {3 All Exporters
] core|
B3 RI1[172.16.4.254]
B2 R3[172.16.4.249]
& firewazlls
& locationl
& location2
& location3
& managed
& routers
& switches
& Untagged

You can search for exporters by clicking the
magnifying glass icon and then typing in part
of the exporter's name.

@NetVizura Dashboard

TopN Raw Data
Exporters

172.16.4

Search results

&3 Cisco ASA 8.4(7) [172.+ = )

&3 Exporter_172.16.4.208 [172. = ¥

Discovering Exporter and its Interfaces
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On this page:

@

Grouping Exporters by Tag

Searching for Exporter

Discovering Exporter and its Interfaces
Removing Exporter

Single exporter can have more
than one assigned tag, and in that
case it will appear multiple times in
the exporter tree.

You can navigate search results
using up and down cursor keys on
your keyboard. Selecting search
result by clicking on it or by
pressing Enter key will display its
Overview on the right. Clicking the
X icon takes you back to Exporters
tree view with selected exporter in
focus.
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I In order to complete exporter names discovery, it is required to have basic network @ To learn how to configure

administration knowledge and access to network devices. SNMP policies in NetVizura,
see SNMP Policy Settings.

Also, you need administrator privileges for setting up SNMP policies in NetVizura Control
Panel.

First time when NetFlow Analyzer receives and processes netflow packets from a network device, it is
automatically added to Exporters tree. Device initially appears as IP address (configured for NetFlow
export), and its interfaces appear with dedicated SNMP indexes.

However, to further discover exporter and interfaces names and descriptions you will need to:
1. Configure SNMP on your devices

2. Make sure that NetVizura server and devices have network connectivity
3. Add SNMP policies to NetVizura (Settings > Control Panel > SNMP Policies).

After that, name discovering process is very

easy: Top N Raw Data @ You can test SNMP configuration
on your devices from NetVizura
1. Goto Top N > Exporters tree Exporters shell by using command:
2. Right click on exporter or interface
node Group by: None > [root @\et Vizura ~]#
3. Select Discover e snnpwal k -v <SNWP
=€) All Exporters VERSI O\N> - ¢ <SNWP
Exporter or interface name will be set to @ E3 Baijing Core Router [172.16.6.0: COMMUNI TY> <I P ADDRESS>
sysName, while description (in tooltip) will be .
set to sysDescr value received via SNMP E3 New York Core Router [172.16.0 Example:[ r oot @et Vi zura ~]

public 192.168.2.101

request. @ &3 Paris Core [FCOD::ASB:65E] # snnpwal k -v 2c -c

Add to favorites

G) After discovery, additional Discover
information about the selected
exporter or interface is available in Remove

the Details panel (Read more in
chapter Traffic Details).

Removing Exporter

® You need to have administrator privileges in order to remove exporters.
® Removing an exporter that is operational may disrupt deduplication. Read more.

During the course of work, you might have old exporters that no longer send NetFlow data but they are
still available in the tree. For this reason, you might want to clean them up. To do so:

@ If exporter continues sending

= 1. Goto Top N > Exporters tree _NetFIovv to NgtVizura fror_n a new
\— 2. Right click on exporter node interface, it will reappear in the tree
Add to favorites 3. Select Remove so make sure to stop NetFlow
4. Confirm your administrator password export before you remove it.
Discowver 5. Click OK
Remove

Exporter and interface nodes in the navigation tree, as well as related data (alarms, reports, etc.) will be
removed from view.
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G} After removing exporter and its related items, NetVizura starts deleting its traffic data in the
background. Depending on the size of the traffic and database storage settings, this may take
some time.

If the same exporter continues sending NetFlow or if new exporter starts sending NetFlow

with the same IP, it will be automatically added in exporters tree after data deletion is
completed.
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Traffic Patterns

@ In order to view Traffic Patterns, you first need to setup Traffic Patterns of your interest. After
that, they will automatically appear in the node tree. Check out Traffic Pattern Settings.

This chapter introduces the concept of Traffic Patterns, viewing traffic for a single Traffic Pattern, viewing
statistics for a single Subnet in Traffic Pattern tree, and explains what are the differences between
Exporter Traffic and Traffic Pattern.

® Traffic Pattern
® Subnet and Subnet Set Traffic
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Traffic Pattern

Traffic Pattern view presents a specific, customly configured traffic.

To show a Traffic Pattern, go to TopN > Traffic Patterns option and select the node of your interest.

The Navigation Tree in the Menu Panel shows Traffic Patterns and their Subnets, while Main Panel
shows traffic data for for the selected Traffic Pattern (throughput or volume, in bits, packets or flows) or
its subnet. Clicking on any tab option will show traffic distribution by that category (e.g. clicking on the
Subnets tab will give you top Subnets for the selected Traffic Pattern).

Figure above shows Facebook Traffic. You can see that US Data Centers subnet takes the most of

Facebook Traffic, followed by US high schools and FIFA Main servers, whereas US colleges subnet
takes the least.
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Understanding Traffic Patterns

Traffic Pattern Concept

What is a Traffic Pattern? It is a logical structure you create in order to analyze the network traffic
you are interested in. Traffic Patterns are completely independent of the physical infrastructure. ]
This enables you to focus on logical properties of your traffic instead focusing on physical links, * Traffic Pattern Concept

network devices and their interfaces. ® Types of Traffic Patterns
® Differences between Exporter

Traffic Pattern is a part of the totally collected network traffic. it represents the Traffic and Traffic Pattern

traffic between two networks, namely:

* |Internal Network - usually represents the whole or part of your internal network
(company network) from which the NetFlow data are exported and collected

¢ External Network - can be an arbitrary network — other part of your
network (such as a network in another city, database center etc),
Internet provider's network, or the entire Internet.

The traffic between the Internal Network and External Network is always bidirectional. This means that
the Traffic Pattern will match the traffic going from the Internal Network to External Network, and from
the External Network to Internal Network. The statistics are generated for the traffic between Internal and
External Networks separately in two opposite directions, referenced from the Internal Network
perspective:

® Qutgoing (Out) traffic — going out of the Internal network or, in other words, traffic sourced from
the Internal Network and destined to the External Network.

® Incoming (In) traffic — coming into the Internal network or, in other words, traffic sourced from
the External Network and destined to the Internal Network.

Types of Traffic Patterns

There are three types of Traffic depending on the direction of traffic in regards to you Internal network:

® Self Traffic - within one network. In other words, source and destination of the traffic are both
within a single network. Naturally, the network in question has to be within your internal
network. In this case, your internal network (or its part) is both Internal Network and External
Network. In the case of Self Traffic, outbound traffic volume is the same as the inbound traffic
volume.

* Normal Traffic - between two different networks (network IP ranges do not overlap). Usually,
one of these network is your company' network (or its part) and some external network such as
the whole Internet or some specific network like Facebook.

— ——

gl >\
a \

® Custom Traffic - a combination of Self-Traffic and Normal Traffic. For example, if you want to
track the entire network communication of your PR department. This means tracking (1) to witch
part of your company network did they communicate with and (2) to which networks outside of
your company network did they communicate with. The Internal Network is your PR department
and the External Network is all networks except PR department network.
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@ Traffic Pattern's Internal and External networks are defined by IP address ranges and other
parameters collected by the NetFlow and similar protocols can be used as filters to further
specify Traffic Patterns. Learn more about Traffic Pattern Settings.

Differences between Exporter Traffic and Traffic Pattern

Setup
Based on

Nodes

Monitors

Analysis
focus

Level of
expertise

Exporter Traffic

@ provided by default
@ physical infrastructure

@ exporters and interfaces

@ traffic on routers, L3 switches and
interfaces

o whole traffic on specific physical
infrastructure

@ fast setup and easy to understand

In general you will use:

® Exporter Traffic when you are interested in monitoring the bandwidth of an interface or exporter

Traffic Pattern
@ requires custom setup
@ logical definition

@ traffic patterns, subnet sets and
subnets

0 specific (custom defined) traffic

o specific traffic between two
network ranges

@ complex setup and harder to
understand

(whole traffic passing through the physical infrastructure)

® Traffic Patterns to isolate a specific type of traffic (traffic via specific ports, protocols, AS etc.):

YouTube Traffic, certain service traffic, blocked traffic etc.

* Traffic Patterns with Subnet Sets to monitor whole or specific traffic per logical unit: company

departments, regional company offices, member organizations, data center traffic etc.
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Traffic Pattern Examples

The main goals of this article are to (1) provide you with examples of Traffic Patterns and their usage and
(2) to give you an idea on how to create your own Traffic Patterns. In this article only basic Traffic On this page:
Patterns, that can be created with only IP address ranges and de-duplication filters, will be explained.

General workflow for creating new Traffic Pattern: e Basic Traffic Patterns

® All Traffic Pattern

1. Determine the traffic of interest e Internet Traffic Pattern

2. Determine which Traffic Pattern type to use (it will help you with populating Internal and O [BEm Cemier Tt et
External Network address ranges) 0 AdNETTEer] THEe EEiaie

3. Determine IP address ranges for Internal and External Networks e Dropped Traffic Pattern

4. Determine which filter (if any) you should use to filter traffic further, if needed. e Internet HTTP

Traffic Pattern
® Email Traffic Pattern

Basic Traffic Patterns ® Facebook Traffic Pattern
© Une)gpected Protocols
All Traffic Pattern Traffic Pattern

All Traffic Pattern gives the answer to "How my network is communicating to the rest of the world?". Here
your company's IP address range is treated as Internal network, whereas all other (both belonging to
your company and not) as External network.

By default, NetVizura provides All Traffic Pattern with predefined IPv4 address ranges (10.0.0.0

/8, 172.16.0.0/12 and 192.168.0.0/16). However, if your company uses different IP address range than
predefined you need to change All Traffic Pattern. Since this is practically the traffic between your
network and everything else you should select Custom type and update Internal IP addresses leaving
External empty. In the end, you should use Exporter or Next Hop filtering to remove eventual duplicate
flows, if needed.

1. Edit All Traffic

2. Select Custom as Traffic Pattern type

3. IP Address ranges:
a. Internal: if necessary, change your company network's IP range(s) and click Include
b. External: leave empty

4. Filters:
a. Exporter or Next Hop: read more about Manual Deduplication

Pametss  Sbeets  lestSens el Toph  Mome  feperm  aggregate Flteing  Sangbg  Confwaon

Internet Traffic Pattern

If you are interested in monitoring Internet traffic, first you need to prepare a specific Traffic Pattern for
this purpose. Since this is practically the traffic between your network and outside world where External
network is negation of Internal Network, you should select Normal type which will automatically populate
part of the IP address ranges. Here your company's IP address range is treated as Internal, whereas all
other networks as External. In the end, you should use Exporter or Next Hop filtering to remove eventual
duplicate flows, if needed.

. Create Internet Traffic
. Select Normal (default) as Traffic Pattern type
IP Address ranges:
a. Internal: add your company network's IP range(s) and click Include
b. External: your company network's range is excluded automatically
4. Filters:
a. Exporter or Next Hop: read more about Manual Deduplication

wN e
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Data Center Traffic Pattern

Another example of most commonly used Traffic Pattern is Data Center Traffic. This traffic occurs
between all your company and your data center, you should include you company's IP address range
and exclude your data center's IP range in Internal Network, and include you data center's IP range in
External network (here your data center is treated as "Outside" network). Since Internal Network
(company network without Data center) and External Network (Data Center) IP ranges overlap, you
should use Custom type (turns off automatic IP address range population). Do not forget Exporter or
Next Hop filtering to remove duplicate flows, if needed.

1. Create Data Center Traffic

2. Select Custom as Traffic Pattern type

3. IP Address ranges:
a. Internal: add your company network's range and click Include
b. Internal: add your data center's range and click Exclude

c. External: add your data center's range and click Include

4. Filters:
a. Exporter or Next Hop: read more about Manual Deduplication

bk X b + b X Fariele

Advanced Traffic Patterns

This article uses filtering based on Netflow parameters. For more information on how to add a
specific filter, see chapter Traffic Pattern Settings and article Fine-tuning a Traffic Pattern.

Dropped Traffic Pattern

Dropped Traffic is the traffic that your network devices send to the Null interface. On Cisco routers, traffic
is sent to the Null interface if you have invalid routing (routing tables are not complete) or the traffic is
blocked by access lists. So, this traffic can give you information on (1) routing problems and (2) on
blocked traffic, which is potentially an attack or an attempt of unauthorized access to your network.

Let us see how to make a Traffic Pattern for this purpose. You are only interested in the traffic within
your network, so you should create a Self-Traffic type. This being said, you should only set the Internal
Network IP address range to your company network's whereas your company network's range will be
automatically included in the External network IP address range (Self-Traffic). As for using filters, since
you are interested in the dropped traffic (null interfaces), you need to use the Exporter filter. Furthermore,
as you are interested in dropped traffic on all exporters, you need to include all exporters into the filter
while setting the Out interface field to 0 (code for the null value).

1. Select Self-Traffic (Traffic Pattern type)
2. IP Address ranges:
a. Internal: include your company network's range
b. External: your company network's range is included automatically (Self-Traffic)
3. Filters:
a. Click on the Exporter
b. Add Exporter IP address and set Interface Out value to 0, click Include
0 It is necessary to repeat this step for each exporter that are sending Netflow data to
your NetFlow Analyzer.
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Internet HTTP Traffic Pattern

In some cases, you might want to take a detailed look at HTTP traffic. Since this traffic is between an
outside network and your internal network, you should use the Normal Traffic Pattern type. You need
cover the traffic between your whole internal network and any other network (Internet). This being said,
you should set the Internal Network IP address range to your company network's range - the External
network IP address range will be populated automatically (Normal Traffic). As for using the filters, since
you are dealing with a web service which is recognized by its port(s), you need to use an Service filter
and enter its Service number, HTTP (80) in this example.

1. Select Normal (default Traffic Pattern type)
2. IP Address ranges:
a. Internal: include your company network's range
b. External: your company network's range is excluded automatically
3. Filters:
a. Exporter or Next Hop: read more about Manual Deduplication
b. Service:
i. Include Source port(s) 80 / Destination port(s) empty (All)
ii. Include Source port(s): empty (All) / Destination port(s) 80
0 It is necessary to repeat this step for each port that is used for HTTP (eg.
8080, 443, etc.).

o e

Email Traffic Pattern

Your can use NetFlow Analyzer for dedicated monitoring of your Email traffic. You should use the
Custom Traffic Pattern type, since IP address ranges overlap. You need to cover the traffic between your
whole internal network with mail servers. This being said, you should set the Internal Network IP address
range to your company network's range, with exception of your mail server's IP and set the External
network IP address range as your mail server's IP (in this case your email server is treated as "Outside"
network). As for using the filters, since you are interested in service which is recognized by its port(s),
you need to use an Service filter and add Service number for the service, Email POP3 port (110) in this
example.

1. Select Custom (Traffic Pattern type)
2. Address
a. Internal: include your company network's range, and exclude you mail server's IP
b. External: include you mail server's IP
3. Filters:
a. Exporter or Next Hop: read more about Manual Deduplication
b. Service
i. Include Source port(s): 110 / Destination: empty (All)
ii. Include Source port(s): empty (All) / Destination: 110
0 It is necessary to repeat this step for each port used for email traffic (eg.
25, 995, ..).
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@ Other examples of the filtering based on service are SMTP, SSH, MS-SQL Traffic, etc.

Facebook Traffic Pattern

You may want to measure the traffic between your network (or its part) and a specific web service such
as Facebook. Since this traffic is between an outside network (Facebook) and your internal network, you
should use the Normal Traffic Pattern type. You need to cover traffic between your whole internal
network and any other network. This being said, you should set the Internal Network IP address range to
your company network's range - the External network IP address range will be populated automatically
(Normal Traffic). As for using the filters, since you are interested in a web service which is recognized by
its AS, you need to use an AS filter and enter AS number for the service, in this example the ASN is
Facebook's ASN (32934).

1 Itis necessary that your exporters have BGP table included, and that they are configured to
export AS numbers.

1. Select Normal (default Traffic Pattern type)
2. IP Address ranges:
a. Internal: include your company network's range
b. External:
i. your company network's range is excluded automatically

3. Filters:
a. Exporter or Next Hop: read more about Manual Deduplication
b. AS
i. Include Source port(s): 32934 / Destination: empty (All)
ii. Include Source: empty (All) / Destination: 32934
@ 1tis necessary to repeat this step for each ASN used by Facebook (eg.
36293, 54115, 64742...).
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@ Other examples of AS filtering are YouTube, Twitter and Skype Traffic Patterns.

Unexpected Protocols Traffic Pattern
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one Social Network Traffic
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Some traffic important to you might be small in the terms of volume and, therefore, not easily spotted on
charts and graphs, if so - create a separate Traffic Pattern for that traffic. One example of this is when
you are interested in traffic made by protocols other then UDP and TCP. Since these two protocols
usually take up to 99% of all traffic, it will be hard to spot any other protocol on graphs. Protocols other
then TCP and UDP (we will call them unexpected protocols) might indicate a tunneling protocol or a
potential attack.

Let us see how to make a Traffic Pattern for this purpose. You need to cover the traffic between your
whole internal network and any other network - attacks are usually expected to come from the External
Network to Internal Network (your internal network), but keep in mind that your own network security can
be compromised and an attack might be launched from your network to some other network (both
Internal and External network). You will do that by choosing Custom for the Traffic Pattern type. This
being said, you should set the Internal network IP address range to your company's network range and
leave the External network IP address range empty, since you want to cover all other networks. As for
using the filters, since you are interested in protocols, you need to use the Protocol filter and enter
service port numbers for TCP and UDP which are 6 and 17.

1. Select Custom (Traffic Pattern type)
2. IP Address ranges:
a. Internal: include your company network's range
b. External: leave empty
3. Filters:
a. Exporter or Next Hop: read more about Manual Deduplication
b. Protocol
i. Exclude Protocol number(s): 6
ii. Exclude Protocol number(s): 17

@ Other examples of Protocol filtering are dedicated ICMP, IPv6 and GRE Traffic Patterns.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0. 136



NetVizura User Guide

Subnet and Subnet Set Traffic

Subnet traffic shows traffic for the specific Subnet within the specific Traffic Pattern.

To see traffic for a Subnet, go to TopN > Traffic Patterns > Subnets option, select the desired Traffic ® Subnet Traffic
Pattern and then the desired Subnet. ® Subnet Set Traffic
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The Navigation Tree in the Menu Panel shows Subnets of the selected Traffic Pattern, while Main Panel
shows traffic for for the selected Subnet (throughput or volume, in bits, packets or flows). Clicking on any
tab option will show traffic distribution by that category (e.g. clicking on the Host tab will give you top
hosts for the selected Subnet).

Figure above shows distribution of Facebook Traffic for subnet 271.16.64.0/18 by host. You can see that
X.X.205.155 host was the major Facebook bandwidth consumer and that the most of the downloads (In
traffic) occurred between 9 and 10 AM.

(D Info

1. Subnet will be listed under a Traffic Pattern only if its IP address range is a subset of
the included IP address range in the Traffic Pattern Internal Network.

2. Keep in mind that subnet traffic depends on the parent Traffic Pattern. Same subnet
will have different traffic in different Traffic Patterns it belongs to since the traffic
matched to each Traffic Pattern is different.

Subnet Set Traffic

Subnet Set traffic shows how a specific Traffic Pattern is distributed by Subnet Sets.

To show a Traffic Pattern for the specific Subnet Set, go to TopN > Traffic Patterns > Subnet Sets optio
n and select the desired Traffic Pattern and Subnet Set node of your interest.

— . i | SRl
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The Navigation Tree in the Menu Panel shows Traffic Patterns and their Subnet Sets, while Main Panel
shows traffic data (throughput or volume, in bits, packets or flows).

Figure above shows AlphaCom All Traffic. The most of its traffic was made by its own Subnet Set US
Offices.
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G) Info

Note that Subnets that do not belong to any Subnet Set will not show as child nodes of their
respectful Traffic Pattern in Subnet Set view. Their contribution to traffic will be added to
others category, since this view focuses on Subnet Sets instead of subnets.
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Understanding Subnets and Subnet Sets

Let us say that you have two networks with different IP address ranges (10.10.0.0 and 172.16.0.0), each

with separate data and voice segments. All these segments are separate Subnets. The Traffic Pattern

and Subnets view will give you total traffic, traffic on each network and traffic on each segment. ¢ Subnets

However, Traffic Patterns and Subnets cannot give total voice or total data traffic (made by both ® Subnet Sets

networks combined). For that purpose, it is necessarily to create two Subnet Sets, one with both voice ¢ Differences between Subnets
Subnets and the other with both data Subnets. Subnet Set option will show these traffics. and Subnet Sets

Subnets Subnet Sets

10.10.0.0 Voice

— 10105024 —— |— 10.10.50/24
— 10.10.6.0/24 — 172.16.5.0/24

172.16.0.0 Data

— 172.16.2.0/24 —» 10.10.60/24
L—» 172168024 — L—» 172165024

Subnet Sets

In the other example, IT department might consist of employees working on computers in different
Subnets because they are in different buildings, towns or even countries. This usually means you cannot
cover all of them by a single IP address range. With Subnets Sets, you simply group all individual IT
subnets into IT Subnet Set and traffic for the IT department will be available.

Subnets
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Differences between Subnets and Subnet Sets

Subnets Subnet Sets
Defined o IP address range o group of Subnets or other Subnet Sets
as
Monitors 0 subnet traffic 0 organisational unit or logical group traffic

used for @ hierarchical network division | @) combining smaller subnets into logical groups
based on IP address independent to IP address hierarchy

Examples o 10.10.5.0/24, 10.10.6.0/24, o US offices, IT department, datacenters etc.
172.16.5.0/24 etc.
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End Users

End User Traffic represents sum of the traffic from all IP addresses he used during a certain time
window.

When atypical behavior or a threat in the network is investigated, information about IP address often
does not provide precise identification of the responsible person. Administrators are now able to
determine exactly who used the IP address at the specific time by linking an address to a username.
This significantly improves situational awareness and reduces incident response/time to resolve - help
desk agent can quickly react and cross-check suspicious behavior.

@ In order to view End User Traffic, you first need to configure collecting logon messages in
order to map users with their IP addresses. When properly configured, end users will
automatically appear in the node tree as they logon to their workstations and start making
traffic. To learn more go to Setting End User Traffic.

@ End User Traffic is visible only to Admin users with Write permission on the NetFlow module.

End Users Traffic shows top talkers for:

All Users Traffic

Domain Users Traffic

End User Overview

End User Host View

End User Conversation View
End User Service View

End User Protocol View

End User QoS View

End User AS View
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All Users Traffic

All Users View shows end-users with the most traffic in your network (from all domains).

To see this view, go to Top N > End Users option and select All Users node. Users are classified by
Domains. Quickest way to find a user is to type its name or part of the name within a search tool. Search
tool is at the upper right corner of the All Users node.

You can notice that user "Administrator" had significantly higher traffic then other users between 2pm
and 3pm. Clicking on user "Administrator” will open single user's view, where you can deeply inspect his
Ihers traffic.
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Domain Users Traffic

Domain Users View shows end-users with the most traffic in one domain.

To see this view, go to Top N > End Users option and select certain domain within All Users node.

Figure above shows example of top end-user traffic from domain DOMAIN1 in time period of 6-hours,
ordered by Total Average traffic.

This view helps to see how much traffic passing through a specific domain. Main Panel can show Throug
hput or Volume measured in bits, packets or flows.
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You can notice that top end-
users are ordered by Avg in
Total section. You can

change it by choosing any
other tab in the table (e.g. Max
in Upload section).
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End User Overview

End User Traffic Overview is the first page you see when you select specific end user. It provides a quick
glance on the user's traffic trend, volume, key performance indicators and active alarms for the selected
time window.

a DOMAINI acministratce

In the example above we see traffic overview for administrator user account.

Interesting situation here is that user used 2 IP addresses during selected time window (it may happen
that he/she logged on two workstations, or his/her workstation switched IP address).

Concerning his bandwidth usage, we can see that around 8:30 the user had around 4Mbps download,
and then his traffic stabilized.

Read more about Traffic Overview in general.
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End User Host View

End user traffic distribution by hosts shows the contribution of top hosts (individual IP addresses) to the
traffic made by specific end user. Data which was sent by the End user is classified as Upload traffic,
while data which was received by the end user is classified as Download traffic.

@ Traffic for one user is presented as the sum of the traffic from all IP addresses he used during
the certain time window.

To view this traffic:

1. Choose a node type End Users from the accordion in the Menu Panel
2. Select desired domain and username from the Node Tree
3. Choose Host from the Tab panel

In the screenshot above, we see that Administrator logged on to the network at 11:30 and had a huge
download from X.X.13.230. at 12:15.

Each host IP address is resolved to corresponding hostname over DNS and for each non-private IP
address Whois lookup is perfomed. Data can be viewed in a tooltip, displayed when hovering over
specific host. Whois data contains information about the organization which owns the IP subnet the host
is part of, as well as the AS number, additional descriptions, country and other location related
information for that host.
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To understand host traffic in general, read more at Host View.
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End User Conversation View

Distribution of end user traffic by conversation shows with whom, over what service and protocol did the
user talked to during specified time window. This is useful if you want to look into how much traffic has
been generated by end to end conversation by a certain user. Data which was sent by the End user is
classified as Upload traffic, while data which was received by the end user is classified as Download
traffic.

To see traffic by conversation for specific user:

1. Choose End Users node from the accordion in the Menu Panel
2. Search and select desired user from the Node Tree
3. Choose Conversation from the Tab panel
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In the screenshot above you can see that the selected user mostly uses mail service, since POP3
protocol consumes most of the traffic.

To understand conversation traffic in general, read more at Conversation View.
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End User Service View

End user traffic distribution by services shows the contribution of top services to the traffic made by
specific end user. Data which was sent by the End user is classified as Upload traffic, while data which

was received by the end user is classified as Download traffic.

To view this traffic:

1. Choose a node type End Users from the accordion in the Menu Panel
2. Select desired domain and username from the Node Tree
3. Choose Service from the Tab panel
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In the screenshot above, we see that during the selected time window one user made traffic with some
undesirable services - 1.1 GB with Tuxanci game and 440 MB with Vuze BitTorrent.

To understand services traffic in general, read more at Service View.
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End User Protocol View

End user traffic distribution by protocol shows the contribution of top protocols to the traffic made by
specific end user. Data which was sent by the End user is classified as Upload traffic, while data which

was received by the end user is classified as Download traffic.

To view this traffic:

1. Choose a node type End Users from the accordion in the Menu Panel
2. Select desired username from the Node Tree
3. Choose Protocol from the Tab panel

In the screenshot above, we see that this user was logged on to the network from 09:45 till 17:45. He
mostly made TCP downloads.

To understand protocol traffic in general, read more at Protocol View.
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End User QoS View

Distribution by QoS shows end user traffic in the terms of service quality, giving high troubleshooting
capabilities in cases of high packet loss, notable latency and jitter, especially concerning real time
communication. This is particularly interesting to companies that provide a QoS based service or use
such services themselves. Data which was sent by the End user is classified as Upload traffic, while data
which was received by the end user is classified as Download traffic.

To view traffic distribution by QoS:

1. Choose End Users node from the accordion in the Menu Panel
2. Search and select desired user from the Node Tree
3. Choose QoS from the Tab panel

As shown in the image above, traffic that belongs to this user is classified with different QoS markers and
therefore being differently treated while routed through the network. Traffic marked with EF(46) marker is
highly prioritized over other classes of traffic shown in this image, and has guaranteed bandwidth, which
is very suitable for services that require low latency, low packet loss and negligible jitter. It is noticeable
in the example image that the sudden increase of high priority traffic affected the overall throughput of
other classes of traffic causing higher latency and packet drops for traffic with low priority markers.

To understand QoS traffic in general, read more at QoS View.
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End User AS View

Distribution by AS shows traffic for specific end user by autonomous systems. Being aware of traffic
users in your network generate towards other autonomous systems i.e. networks is of great importance
in terms of preventing and resolving various situations concerning network security and reliability.

To view traffic distribution by AS:

1. Choose End Users node from the accordion in the Menu Panel
2. Search and select desired user from the Node Tree
3. Choose AS from the Tab panel

In the image above, you can see that this user has notable amount of Facebook traffic in download
direction, consuming large portion of available bandwidth between 12:03 p.m. and 12:15 p.m. as well as
YouTube traffic in upload direction around 13:02 p.m.

To understand AS traffic in general, read more at AS View.
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Traffic Views

Besides traffic overview, each node provides several traffic distributions that show top talkers by a
certain dimension:

Traffic Overview
Interface View
Host View
Conversation View
Service View
Protocol View
QoS View

AS View

All Views
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Traffic Overview

Overview is the first page you see when you select a node (exporter, interface, traffic pattern, etc.). It
provides a quick glance on the traffic trend, volume, key performance indicators and active alarms for the
selected time window.

Traffic Trend

Main line chart shows traffic throughput trend whereas bottom right donut chart shows traffic volume.
Indicators below the main chart show traffic maximum, minimum, average and volume.

Alarm cards above main chart provide number of alarms by severity with quick links to Alarm module for
further investigation.

= Fal [Lnk s 15P] -H

In the example above we see traffic overview for interface Fal (Link to ISP).

Main chart includes Out and In traffic throughput series clearly showing daily trend, peaks during working
and valley during non-working hours. Donut chart shows total traffic volume of 51.6 GB and ~15/85 Out
/In traffic proportion.

Out traffic moved from O to 6.1 Mbps, in average was 669 kbps and in volume was 47.1 GB.

In traffic moved from 0 to 101 Mbps, in average was 3.4 Mbps and in volume was 240 GB.

This link has 1 emergency and 18 alert alarms that are currently active.

Traffic Comparison

In order for you to quickly spot if there were positive or negative deviations in traffic, you are able to
compare current and previous time periods.

This way, you are able to see if sudden peaks are atypical or represent a regular oscillation (eg. daily,
weekly, seasonally, etc.) or analyse long-term changes in the traffic trend (eg. link throughput) to improve
your network capacity planning and to optimize its usage.

7
To activate comparison with previous period, simply click on the slide button (above the

main chart, on the right):

= Fal [link o L] s H
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® Traffic Trend
® Traffic Comparison

@ To achieve precise
comparison, it is
recommended that you
select "full" periods (eg. last
day, last week, last month)
in the time window.
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In our screenshot, we can see that one week is compared to the week before (July 3rd till 9th, with June
27th till July 2nd.)

What is immediately noticeable is that, besides the fact that link was down in the period from July 6th
afternoon till July 7th midday, there was a sudden increase in the link out traffic on July 4th around noon.

Indicators show that, besides Min In and Out traffic of 0, Max Out traffic has jumped by more than 300%
in the current period compared to the previous period (from 28 to 120 Mbps).
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Interface View

Distribution of traffic by interfaces is available for All Exporters and Exporter nodes only. It shows how

network traffic is distributed to its interfaces and which interfaces are top bandwidth consumers. This is @ Typing of exporter's name or
useful if you want to look into how much traffic has passed through specific interface (in total, In and Out the part of the name within a
directions). search tool could
significantly shorten the
To view exporter traffic distribution by interfaces: search time, especially if you
have a lot of exporters.
1. Select All Exporters or specific exporter node in the the Menu Panel Search tool is at upper right
2. Select Interface tab in the Tab Panel corner of the All Exporters
tab.

Main Panel shows throughput or volume chart and table statistics for bits, packets or flows for the
selected Time Window. Note that top talkers for bits, packets and flows can differ (e.g. a top talker by
flows may not be a top talker by bits).

Screenshot above gives an example of exporter traffic distribution by interface for the exporter named
New York Core router. From six interfaces of the New York Core router, the top talkers by bits are: New
Orleans, Miami and Boston interfaces. You can also see that more than 90% of all traffic passing through
the New York Core router passes through these three interfaces.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0. 153



NetVizura User Guide

Host View

Distribution by hosts shows the contribution of top hosts (individual IP addresses) to the specified
traffic. It presents the traffic activity for both internal and external IP addresses.

To view traffic distribution by hosts:
1. Choose a section (Exporters, Traffic Patterns or End Users) in the the Menu Panel

2. Select desired node in the Node Tree
3. Choose Host in the Tab panel

@

The screenshot above indicates that over 90% of outgoing traffic came from first and third host in the
table.

Besides that, if you move your mouse over some host, you can see Whois information that significantly
saves time, improves readability of the statistics and increases overall contextual awareness.

For each host, DNS and WHOIS lookup are performed. IP is presented as Hostname, whereas WHOIS
description is shown in a tooltip when specific conversation is hovered. Tooltip contains information
about organization name, description, country, address, network range and more, depending on data
availability.

0)

® Host is in its essence an IP address. Host can be employee computer and server.
One employee can use multiple IP addresses, but also more employees can use the
same |P address.

® You can expect top talkers to be proxy servers within your company network, since
they provide the access to the internet.

® Also, since the number of hosts on the company level can be quite big, you can
expect a considerable amount of traffic grouped as "others" entry because most of
computers in your network will have very small amount of traffic in comparison to
proxy servers.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.

The number of top hosts is
configurable. To change the
number of top hosts showing
in the chart and table, see To
pN Settings.

In order to enable IP
address resolution, your
NetVizura server should
have local or remote commu
nication with DNS server (for
Hostname) and Internet
access (for Whois
information).
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Conversation View

Distribution by conversation shows who is talking with whom (end to end), i.e. which conversation is
consuming most of the traffic, information valuable for further bandwidth usage optimization, application
distribution or even security.

To see top conversations:
1. Choose a section (Exporters, Traffic Patterns or End Users) in the Menu Panel

2. Select desired node in the Node Tree
3. Choose Conversation in the Tab panel

e e — @ In/Out definition depends on

e - - foams o

the selected node. For
interface traffic In traffic
corresponds to traffic that
entered the exporter through
that interface. For Traffic
Patterns In traffic
corresponds to the Inbound
traffic - destined to Internal
Network in Traffic Pattern
definition.

The screenshot above indicates that top conversation is between X.X.20.5 and X.X.2.5, using SIP
service and UDP protocol. It is also notable that the conversation consumed Max 144 bps of Out traffic
and 143 bps of In traffic.

[TECRET T o S

For each conversation participant, DNS and WHOIS lookup are performed. IP is presented as
Hostname, whereas WHOIS description is shown in a tooltip when specific conversation is hovered.
Tooltip contains information about organization name, description, country, address, network range and
more, depending on data availability. By clicking on the arrow keys in the bottom left corner of the tooltip
you can switch to info for the other address in this conversation.

In screenshot above, you can see that the first address relates to organization located in Serbia, you can
also see its address and network range.
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In the screenshot above you can see Initiator/Responder traffic by clicking on the Ini/Res button above
the chart. You get 2 separate charts giving you the exact information about the Initiator and Responder
traffic. The logic behind relies on well-known ports (destination port) as always being Responders. Ports
are defined in Settings/Display Names/Service. In specific situations where the port is not well-know (not
defined in settings) it is checked for the first flow NetVizura receives and that one is defined as Initiator.

G) ® Conversation consists of two IP addresses/hosts, service and protocol. Traffic
between two hosts is treated as one conversation only if same service and protocol
are used.

® |nitiator IP (host that started the conversation - Client) is placed first, Responder IP
(host that also participated in the conversation - Server) is placed second - the order
does not depend on whether host is a lower/higher number, packet source
/destination, private/public address or belongs to internal/external network.

® Service is not the same as port - one service can use more different ports. In this
case, traffic between two hosts using any port associated to a same service is
treated as one conversation.
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Service View

Distribution by services shows each service contribution to the specified traffic. It presents which
services are mostly used, when they were used, and if there is any use of forbidden services (such as
BitTorrent).

To view traffic distribution by services:

1. Choose a section (Exporters, Traffic Patterns or End Users) in the Menu Panel
2. Select desired node in the Node Tree
3. Choose Service in the Tab panel

————n Aaniwan i

The screenshot above indicates that on Soneco-Cisco exporter top services consumed are HTTPS, Port
[0] and Port[4001].

®

® Services are applications identified by the TCP/UDP ports they use. To display the
name of a service instead of its TCP/UDP port number, it is necessary to previously
map the TCP/UDP ports with service’s names. See more at Configuring Service.

® In some cases, VPN traffic can be forwarded through TCP port 443 thus services
traffic (SSH, HTTP, etc.) will be masked as HTTPS.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0. 157


https://confluence.netvizura.com/display/NVuGUIDEdraft/Display+Name+Settings#DisplayNameSettings-ConfiguringService

NetVizura User Guide

Protocol View

Distribution by protocols shows contribution of each protocol to the specific traffic.

To view traffic distribution by protocol:

1. Choose a section (Exporters, Traffic Patterns or End Users) in the Menu Panel
2. Select desired node in the Node Tree
3. Choose Protocol in the Tab panel

R — - —— e @ Usually, most of traffic

(around 90%) will belong to
TCP and UDP network
protocaols. If protocols other
than TCP and UDP have
considerable traffic, this may
be a sign of a security
threat. Click on the name of
the protocol in the table to
isolate it (show traffic for that
protocol only).

-

@ If you want to take a closer
i : look at protocols other than
— § o — TCP or UDP you can create
a Traffic Pattern excluding
TCP and UDP protocols. For
more details on how to do
this, see Fine-tuning a
Traffic Pattern.

The screenshot above indicates that on the San Francisco exporter TCP and UDP are the main
protocols. Other protocols with minor traffic are also presented.

(D ® NetVizura gives the possibility of viewing the traffic which is transferred over IP
protocols (such as TCP, UDP, ICMP, etc.). All protocols are monitored and analyzed
over a standardized protocol number used in IP packets and received from netflows.

® In order to perform the network traffic analysis in a way that best suits your needs,
you might need to define some protocols not included in NetVizura. To learn how to
define new protocols, go to Configuring Protocol
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QoS View

Distribution by QoS shows specific traffic in the terms of service quality. This is interesting in particular to
companies that provide a QoS based service or use such services themselves.

To view traffic distribution by QoS:
1. Choose a section (Exporters, Traffic Patterns or End Users) in the Menu Panel

2. Select desired node in the Node Tree
3. Choose QoS in the Tab panel

S e b e

The screenshot above indicates two main QoS used on the New York's router's St. Louis interface -
Default and CS6. It is also noted that at 12h when major increase of Default traffic occurred, CS6 traffic
simultaneously experienced a significant drop.

@ ® Quality of Service is used for prioritization of critical applications and/or network
users (transferring data across the network is prioritized). You can think of these
demands as tolerance a certain application or protocol has towards the amount of
data loss (packet dropping), delay, jitter... E.g. providing low-latency voice or
streaming media, while providing simple best-effort for web traffic or file transfers.

® QoS was initially implemented via ToS and Precedence (IP Prec) 3-bit field, and now
via Differentiated Services Code Point (DSCP) 6-bit field and Explicit Congestion
Notification (ECN) 2-bit field. Read more about Configuring DSCP.
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AS View

1 NetFlow Analyzer can show the traffic between two autonomous systems. This can be done
by obtaining the information about Src AS and Dst AS from the netflow data. In order to make
this possible, the network device that is exporting netflow data (Exporter) must have a full
BGP table. This is because the network communication between autonomous systems is
done via BGP network protocol, and, therefore, information about Src and Dst AS are known
through BGP.

Distribution by AS shows specific traffic by autonomous systems. It allows comparison of the AS traffic
volume, watching trends and level of AS traffic in use (for example, when the traffic towards Facebook is
at the highest level), and monitoring if employees generate forbidden traffic (Google, Facebook,
YouTube, etc.).

To view traffic distribution by AS:
1. Choose a section (Exporters, Traffic Patterns or End Users) in the Menu Panel

2. Select desired node in the Node Tree
3. Choose AS in the Tab panel

Besides that, if you hover over some AS, you can see Whois information about the hovered AS that
significantly saves time, improves readability of the statistics and increases overall contextual awareness.

0)

® Autonomous system (AS) is a network or group of networks under unique
administrative control. Every AS has its autonomous system number (ASN), which is
globally unique. This makes an ASN an AS ID.

® To learn more on how to configure Autonomous systems, see Configuring AS.
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All Views

This view provides comparison of the node traffic broken down by all available dimensions (interfaces,
hosts, conversations, etc.).

It is useful if you want to analyze traffic simultaneously from different perspectives and their relationship.

@ Clicking on each chart will
take you to the specific
distribution for more details
and further analysis.

—m—
-

Screenshot above shows that in the middle of the time window we have atypically high traffic on one
interface and by one host. This traffic was made in one conversation by using also atypical service (port).

Clicking on small Conversation chart will tell us that the traffic was made between two internal addresses
by using miscrosoft-ds service (port 445) and TCP protocol.

i M et ¢ st e
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Traffic Analysis

Traffic analysis is done via several visual representations, filters and manipulation options in order to
provide you quick insight in the desired traffic structure:

Traffic Charts

Top-Talker Details

Traffic Perspectives
Working With Traffic Data
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Traffic Charts

Throughput time chart enables you to see large number of parameters in an arbitrary time window. This

is particularly suitable for viewing changes in the traffic over time, spotting traffic trends and anomalies: e Throughput Chart

® Throughput Chart Types
® Throughput Side Charts

® Throughput Chart Zooming
e Vo e Wit TS ¥ T S G —aa ® Volume Chart

On the graph, positive part of the y-axis shows outbound (Out) traffic, while negative part of the y-
axis shows inbound (In) traffic. Out traffic is traffic originated from the internal network to
external network, while In traffic is traffic destined to the internal network from external network.

(D The Top-talkers table below shows average and maximum values for In and Out traffic
achieved during the given time window, as well as Total traffic in the selected measurement
unit (bps, pps, fps) and as percentage of total traffic for each table entry.

Throughput Chart Types

Throughput chart can be seen as stacked area or stacked column chart. Area chart enables you to see
the flow of traffic more smoothly, while column chart gives you the ability to view traffic by each sample.

To switch between the stacked area and column chart click the chart icon. This will give you a chart as
shown in the screenshot below. Re-selecting the chart icon will give you the original chart type back.

o TS R (e

Use stacked area chart
. for spotting trends and over-
Throughput Side Charts viewing the traffic (in large
time windows).
To the right of the main chart with selected measurement, you can see also two other measurements:
Use stacked column chart
when solving problems and
when you need more
inspection details on the
sample level (in relatively
small time windows).

This view helps you to quickly compare the number of flows and/or packets with their size in bytes,
enabling you to recognize attacks.

Throughput Chart Zooming

You can zoom in and out of the Throughput chart. This enables you to quickly and more directly
select the time window you are interested in (in comparison to the time Time Window).

To zoom in:
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1. Move the cursor over the chart (cursor will turn from arrow to hand)

2. Position the mouse to the beginning of the time window you are interested in @ A typical attack example is
3. Press and hold the left mouse button when you notice that a great
4. Drag the cursor to the end of the time window you are interested in number of flows or small

5. Release mouse button packets have occurred in a

short amount of time.

Chart and table are now showing the traffic for the time window you have just set.

(D Time Window is in sync with zoom in and out meaning that zooming will set a new Time
Window value. The Top-talkers table is adjusted to show traffic for the zoom time window.
Zooming in also activates the zoom out icon (besides chart icon).

Volume Chart

Volume is a pie chart enabling you to easily visualize top-talker distribution in regard to total traffic and
each other, for the given Time Window.

QR Facher | e

(D Top-talkers table will show total traffic volume values if Volume chart option is active. It will
show values in the selected measurement unit (bytes, packets, flows) and as percentage of
the total traffic for each table entry.
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Top-Talker Details

Charts are followed below by a corresponding top-talker table. Top-talker table shows average,
maximum and total values for top-talker contributors. Additional columns, such as In/Out, Src/Dst, Ini * Top-Talker Table
/Res, will show if applicable. e |P Address Resolution

it n hbmflnn

Table can be sorted by any column in decreasing or increasing order. Selecting the column again will
switch between decreasing, increasing and no ordering. Table also shows if there were any alarms
during the selected Time Window for all top-talkers.

(D "Others" entry in the charts and table (in gray) represents traffic not belonging to top-talkers.
Only exception to this is the display of Subnets where “Others” entry represents all values that
are matched to a traffic but not matched with any defined subnet for that traffic.

IP Address Resolution

1 Inorder to enable IP address resolution, your NetVizura server should have local or remote co
mmunication with DNS server (for Hostname) and Internet access (for Whois information).

To completely understand host, conversation and AS traffic it is necessary to have background
knowledge about the host IP addresses that participated. However, this may prove time consuming and
network admins often don't have time to browse manually for this information online.

For this reason, NetVizura provides IP address resolution (Hostname, Geo-location and Whois
information) that significantly saves time, improves readability of the statistics and increases
overall contextual awareness.

Hor e Pveteod

rr . it

As you can see in the screenshot above, this end user had two bigger downloads at around 16h from
two IP Addresses belonging organization Akamai Technologies, located in United States.
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Traffic Perspectives

Where applicable, traffic views can be further split and filtered based on the following perspectives:
interface direction, endpoint direction, conversation participant, network direction and end users. On this page:
Taking a look from a particular perspective is actually what you need in order to understand the event in

the network.

Interface (Out/In)

Endpoint (Src/Dst)
Conversation (Ini/Res)
Network (Out/In)

End User (Upload/Download)

Interface (Out/In)

Interface In/Out perspective will make a split to traffic that came into the interface(s) and traffic that went
out of the interface(s).

] e
T e 5

In the screenshot above we see that after business hours yesterday, 10.16.12.19 was the top consuming
Src host making traffic in Out direction via Los Angeles interface.

Endpoint (Src/Dst)

Host participants perspective will separate traffic to the one made by source host, service or AS and
traffic made by destination host, service or AS.

g e g e e a1 bt

" mmuafE]

Above screenshot explains better how much traffic a particular host, e.g. 10.16.12.19, achieved both as
a Src and Dst via Los Angeles interface.

Conversation (Ini/Res)

Ini/Res perspective shows conversation split to traffic from initiator to responder and traffic from
responder to initiator.
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For example, you wan't to see which internal hosts started the conversations with external hosts
(external initiators are typically blocked by firewalls) and how much of unwanted traffic came from
external responders as a result, which can provide valuable insight for your security analysis.

Network (Out/In)

Network perspective shows traffic segment split to outbound traffic (from internal to external network)
and inbound traffic (from external to internal network), as defined in the traffic pattern.

wnnmmnai)

Our screenshot above clearly shows the traffic rate coming into the network and from the network to the
Internet. Naturally, the main services used were HTTP and HTTPS. Besides this, we also notice a
valuable info that the Out/In proportion for them is different - 1/10 for HTTP and 1/4 for HTTPS.

End User (Upload/Download)

End user perspective will present separately upload traffic (from end user to other host) and download
traffic (from other host to end user).

From the screenshot above, we can say that user Annabel Dries is constantly generating a huge
download (~10 Mbps) from Akamai Technologies (CDN) during non-working hours. During working hours
this download is reduced, indicating that QoS is working properly.
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Working With Traffic Data

As a measurement unit for the observed traffic, the charts and table can show:

Traffic Metrics

Top Talker Drill-Down
Top Talker Isolation
Top Talker Highlight
Excluding Others

® Bits - bits per second (bits/s, bps)
® Packets - packets per second (packet/s, pps) and
® Flows - flows per second (flow/s, fps)

Top Talker Drill-Down

If a top talker is an exporter, interface, Subnet or Subnet Set, clicking on its name will result in the jump
to that top talker in the Node Tree rather then the top talker isolation. The jump occurs because more
detailed traffic for that top talker is available by jumping to its node then by simply isolating it on the chart.

A pommy | EE CE
e G ] o | oy

T 206 Satimare, A1 048 19 L 0 b

T Patzems

In the example above (first screenshot) you can see top interfaces of an exporter. If you click on the first
interface VI9, you will jump to that interface to view its traffic in more details (second screenshot above).

Top Talker Isolation

You can isolate contribution of any top talker by clicking on the top talker name in the table. This will
reload the chart to show the contribution of the selected top talker only.
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In the example above you can see top conversations. If you click on the second conversation A.B.1.44
=>C.D.13.230 : HTTP : TCP, chart will reload to show the selected conversation traffic only
(screenshot below).

To cancel the top talker isolation, click on the top talker name again.

N e B ——
e - s o
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Top Talker Highlight

To highlight a top talker on the chart or table, simply click on it in the chart or on its table cell in the table.
Chart field and table row will become highlighted:

Cysrsiew ot Cmwervlion  Serdw  Proel Qo AS

This can be very useful if colors on the chart are similar.

Excluding Others

You can easily remove Others traffic and have a clear view on your top talkers, by clicking on the color
box next to "Others" in the Others row.
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It will show the traffic on the chart only with top talkers included, without Others traffic. Change will only
be applied to the chart and report, so that you can zoom in, investigate and export to PDF only top
talkers. Total traffic in the table bellow will remain the same. Option is available for all tabs.
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Traffic Favorites

Frequently monitored nodes (Exporter, Traffic Pattern, Subnet, etc.), can be added to Favorites for quick
access. On this page:

This way there is no need to search and navigate every time in order to view desired traffic.

® Adding a Favorite
® Viewing a Favorite
® Removing a Favorite

Adding a Favorite

To add a favorite: Top N Raw Data

1. Right click on a desired node from
Navigation Tree Exporters
2. Select Add to favorites

Group by: Mone b
B4 All Exporters
!‘:{ E E BN s M e T

~" Add to favorites
& & Exporter_147

® =2 Exporter_147 Discaver
Traffic Patterns
End Users
Favorites

System
Details

»?»

Top N Raw Data

Exporters
Traffic Patterns Viewing a Favorite
End Users To view traffic for added favorite, simply:
. 1. Click on the Favorites tab
Fauysitus 2. Select desired Favorite node from
B O Favorites Navigation Tree

Removing a Favorite
And, to remove a favorite:
1. Go to Favorites tab

2. Right click on a desired favorite
3. Select Remove from favorites
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Top N Raw Data
Exporters

Traffic Patterns

End Users

Favorites

& ) Favorites

“ Remove from favorites

Discover
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Traffic Details

Details show additional information about the

Top N Raw Data selected node, such as Name, SNMP Index, @ SNMP policies need to be set in
Address and Description (where applicable). order to have these details. For
Exporters more on SNMP policies and
To view details for a selected node, click Show exporter discovery see chapters SN
Group by: None .4 details arrow in the bottom left corner in the MP Policy Settings and Working
2 & All Exportars Top mode. with Exporters.
=]
=32 Mew York Core Router [172.16.0.1
&3 Paris Core [FCO0::A5B:65E] @ Details show current IP address

(only for exporters), as well as all

= an Franci g ASBIT
® & San Francisco Core L [FC00::A58:7 used NetFlow export IP addresses.

L]
Traffic Patterns

End Users
Favorites

System

144

Details
Name
Beijing Core Router
Current Address
172.16.6.94
Description
Cisco 105 Software, C181X Software
(C181X-ADVENTERPRISEKS-M], Version
12.4(24)T5, RELEASE SOFTWARE (fc3)
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Raw Data Forensics

Raw Data files store flow records exported in a 5-minute interval.

On this page:
Raw Data Tree groups Raw Data files in folders according to the day/hour/minute. Selecting a node from
the tree allows inspection of specific Raw Data files.

® |nspecting Raw Data
® Exporting Raw Data

Inspecting Raw Data

To inspect Raw Data:

1. Go To NetFlow > Raw Data > Files

2. Specify time period in Time Window. The main panel and Raw Data Tree will show gathered
files

3. Select files you want to inspect from the Main Panel (or alternatively, select a single file from
Raw Data Tree)

4. Click Show Selected

Raw Data table shows flow records from the selected Raw Data file(s). Data can be filtered, grouped and
sorted by almost any field (source IP address, Bytes, Protocol etc.).

Clicking on Bidirectional button provides expanded filtering on two pairs of columns:

® SrcIP and Dst IP
® Src Port and Dst Port

When you enable Bidirectional filtering, filter will be applied not only on filtered column, but also on
bidirectional pair of that column. With this option enabled it is easier to find records for some IP address
Iport without knowledge if that IP address/port is source or destination. In example below, user is
searching for one address and one port as source. With Bidirectional option enabled, result where that IP
or port are destination will be also returned.

Clicking on Names button provides IP address resolution. If you move your mouse cursor over specific
IP address you can see Whols information about that host.
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If you want to see detailed description for fields in some columns all you need to do is to move mouse
cursor over some |IP address or port. Provided information is actually detailed description from Display
Names section in Settings.

@ In order to enable IP
_ o= address resolution, your
NetVizura server should
have local or remote commu
nication with DNS server (for
Hostname) and Internet
access (for Whois
information).

Exporting Raw Data
Raw Data table can be exported as a CSV file in order to present captured Netflow records as a report to
a third party or for further analysis.

To export Raw Data, click on the the Export button in the upper right corner of the Raw Data Table.

_ _ @ Grouping, filtering and
R e e e e B e e e — sorting the raw data table

will affect the CSV as well.
This will also make a CSV
file much smaller.

@ Depending on the amount of data, export can last a couple of minutes
Depending on your browser settings, browser may ask you were to save the file or it will save

the file to a default folder (usually Downloads folder). Some spreadsheet software may ask
you which separator to use when opening the file - select Comma.
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Traffic Alarms

Alarms that occurred during Time Window specified are visible as indicators in the Flow Module within
the Top talker table. For example, we can see below alarms for Facebook Traffic by hosts.

@ Click on the alarm indicator
will take you back to more
detailed view of the alarm in
the Alarm module.

Alarms that have an arrow to the right are active alarms (trigger condition is still active). Number of
alarms showed in Alarms column represents a total number of triggered events for selected Time
Window. Color of this label is determined by the triggered alarm with the highest severity.
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Traffic Reports

You can also export traffic data as a report in PDF file, that can be printed and presented to third parties.

To generate a traffic report on a traffic view, click Report > Export in the upper right corner of the Main ¢ Exporting Reports
Panel. ® Scheduling Email Reports
® Adding Email Reports
® Managing Email Reports

GNetvizura
e tratfit - Top Hosts
g
| \kl
|
|

] I 7
| | L

Screenshot above shows an example of a PDF report generated by NetFlow Analyzer. This report was
generated from the Host view on Internet traffic pattern.

Scheduling Email Reports
Adding Email Reports ¥ Report

Desired PDF report can be scheduled for
periodical delivery via email. P EXpO rt

To schedule email report, select Report >

Schedule in the upper right corner of the Main e

Panel while in TopN mode (@@ Only available W Schedule
for users with write privileges).

Here you are able to set report's:

1. Name - that will be used in the further report management in the Settings

2. To - third party recipients which will receive emails (@@ Recipient does not have to be included
as NetVizura user, practically meaning that any email address can be used)

3. Frequency - period when email will be delivered (@ Email will be delivered on the 1st day of
each period. For weekly reports, 1st day of the week depends the server local time
configuration).

4. Message - text that will show in the body of the email.

—— —
Schedule Report

Mame: Ancnorage

From netvizura@nightwatch.com

To: jon.snow@nightwatch.com, gnost@amal.com
Frequency: Meninly | =

Subject: MNetvizura Manthly Report Alaska Core::Anchorage

Aliachment.  Alaska Core-Anchorage - Top Corversations... .pdf
Message: Dear Jon,

please find manthly repart of top conversations in Anchorage,

W save X Close

Managing Email Reports
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Existing reports are further managed in {3 >Settings > NetFlow Settings > Reports where scheduled
reports can be edited, removed or cloned.

To edit an existing report:

1. Select penicon ( £ )
2. You are able to modify the following report's:

a. Report Name

b. To recipients

c. Frequency

d. Scope o Only same-level nodes are possible to change for the same report. All other

report options, such as Throughput, bits, In/Out etc. are unchangeable)

e. Subject of the message

f. Message body
3. Click Save

. . —
To remove a report, select minus icon ()

-
To clone a report, select copy icon ( ), and follow modification steps similar to report editing.
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Traffic System Data

System tab shows performance and system traffic for NetFlow module. Traffics available are:
On this page:
® UDP packets collected

® Flows processed
. .
Performance metrics ® UDP Packet Collection
® Flow Processing
® Performance Metrics

UDP Packet Collection

UDP Packets show number of received and discarded packets. Viewing packet collection is useful for
checking if your NetFlow Analyzer experienced some packet losses.

To access this view, go to Top N > System > UDP Packets.

@ In some critical events such
as network attack, having
some amount of packet
losses is acceptable.

It is up to you to decide

= = : much buffer memory to

e ——— | ; reserve in order to collect as
much data as possible
during overflows.

1 Discarded UDP packets mean that your buffer is full - some of the packets sent by exporters
are not collected and will not be included as traffic information.

Flow Processing
Number of flows gives you statuses on the data processing.
Flows are categorized into:

® Processed - flows that are not filtered out, dropped or unlicensed
® Unlicensed - flows not processed due to license limitation

® Filtered - flows not processed due to filters set in ﬁ > Settings > NetFlow Settings >
Aggregator Filtering

* Dropped - flows rejected due to full buffer

® Total stored - total number of flows received (processed + filtered + dropped)

To view flow processing, go to Top N > System > Flows.

1 Dropped flows mean that your buffer is full - some of the packets sent by exporters are not
collected and will not be included as traffic information.

1 Unlicensed flows (dark red on the graph) mean that your network devices are exporting more
flows than your license allows.These flows will not be processed by aggregator and, therefore,
information provided by them will not be included when creating and displaying traffic. In this
case, you should upgrade your license. Read more about License Upgrade.
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Performance Metrics
Within Performance overview you can see various metrics that show how efficient is your application.

Available metrics are:
If you have insufficient

® Counters number - number of traffic monitoring counters (AS traffic, Service traffic etc.) memory on the server

®* Nodes number - number of traffic monitoring nodes (exporters, interfaces, subnets, remember to consult with
Traffic Patterns and Subnet Sets) our post-installation guide on

* DB write time - time spent on writing counters to the database how to assign RAM to

® DB aggregation time - time spent on compacting the database (creating grains) NetFlow services (Tomcat

® Alarm check time - time spent checking and triggering alarms and PostgreSQL).

L]

Heap memory use - memory use after traffic is written to the database

o oubs o et

@ Keep an eye on the Heap memory and how it is affected by the increase in monitored nodes
and counters (each time you add a node or create a TopN rule this numbers are modified).
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Settings (NFA)

This chapter explains how you can set your NetFlow Analyzer:

Traffic Pattern Settings
Subnet Settings
Subnet Set Settings
End User Settings
TopN Settings

Alarm Settings (NFA)
Filtering Settings (NFA)
Sampling Settings
System Settings (NFA)

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0. 181



NetVizura User Guide

Traffic Pattern Settings

NetFlow users can view and NetFlow administrator can add, edit, delete or clone a Traffic Pattern.

Traffic Patterns allow you custom monitoring of any specific traffic type you want, independently of your
physical infrastructure. For example:

All traffic - comes predefined (entire network overview)
Internet traffic (with external network)

Email traffic (with your email server)

Social networks (Facebook, YouTube, etc.)

Blocked traffic (sent to Null interface)

To create new or configure existing Traffic Patterns, go to {} > Settings > NetFlow Settings >
Patterns.

To create a new Traffic Pattern, click +Add.

Adding a Traffic Pattern consists of four steps:

Defining the Traffic of Interest
Setting IP Address Ranges
Fine-tuning a Traffic Pattern
Manual Deduplication

G) It usually takes 10 minutes for NetFlow Analyzer to aggregate and show the statistics for the
new Traffic Pattern.

In case Exporter filter is used in the Traffic Pattern definition and the Exporter IP address
changes, you will have to manually update it in the Traffic Pattern definition.
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@ If you are not familiar with
Traffic Patterns, go to article
Traffic Patterns and then
proceed to Traffic Pattern
Examples.
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Defining the Traffic of Interest

First think about the traffic you are interested in. Ask yourself:

® Who is talking to whom? In which networks or subnets are the end points?

® Are both sides of the conversation in your network (Self-Traffic), is one outside of your network
(Normal), can one side of the conversation be both in your network and outside of it (Custom)?
(This will help you to choose the Traffic Pattern type.)

® Where are these networks located — inside or outside of your company network? (This will help
you define the Internal and External Network.)

® |s there something very specific about the traffic in question, such as the destination AS, used
service port or protocol or some specific QoS marker? (This will help you choose the necessary
filter.)

After this you should have a clear understanding of how to build your Traffic Pattern: Internal and
External IP address ranges, and additional filtering by exporter, interface, service port, QoS, protocol etc.
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Setting IP Address Ranges

Internal and External Networks are defined with their IP address ranges. Determine which IP
addresses belong to these networks to define them. You can both include and exclude IP address range On this page:
from the network definition, giving you flexibility and more freedom in shaping the definition of Internal

and External Networks.

® Self Traffic
® Normal Traffic
® Custom Traffic

Screenshot below shows the Address tab which is used for setting the IP address ranges:

¥ e ¥ reneks + b X e

In this screenshot you can see a Traffic Pattern were Internal network consist of 4 subnets and External
network with no subnets defined (effectively this is any subnet). This Traffic Pattern will monitor traffic
between these four subnets and any other network, including internal traffic (traffic between IPs that
belong to any four subnets in the Internal Network).

To help you in Traffic Pattern creation, NetFlow Analyzer offers three types of Traffic depending on the
direction of traffic in regards to you Internal network. These three types will also help you create Traffic
Patterns more quickly because they will include or exclude some address ranges form the Internal or
External Network automatically. These Traffic types are:

® Normal Traffic
® Self Traffic
® Custom Traffic

Self Traffic

If you wish to monitor traffic that originates from and ends in your network or its part (your network

is both the source and the destination of the traffic), then you choose the Self Traffic, assuming that you
previously correctly configured all subnets that exist in your network. If, for example, you wish to monitor
the traffic that originates from the 10.0.0.0/8 network (which can be divided in multiple subnets) and ends
up in the same network, we simply enter 10.0.0.0/8 in the Internal address ranges field and click on the
Include command. The same address will be automatically entered in the include section of the External
address ranges field on the right-hand side of the panel. Defined in this way, the Traffic pattern will

collect information on all traffic that originates from the 10.0.0.0/8 network and ends up within the 10.0.0.0
/8 network. If we wish to monitor only a specific service or protocol, it is possible to add additional filters
as mentioned earlier.

Normal Traffic

Normal Traffic is used when we wish to monitor traffic which originates from an internal network and
ends up in an external network, such as the Internet. If, for example, we wish to monitor the traffic that
originates within the 10.0.0.0/8 network and ends up outside of that network we enter 10.0.0.0/8 in the
Local Address Range field and click on the Include command. On the right-hand side of the panel, in the
External Address Range field, the same 10.0.0.0/8 network will be automatically entered in the excluded
section. This Traffic Pattern will monitor all the traffic originating within the 10.0.0.0/8 address range

and ending up outside that address range. Additional filters can be set up to further filter out the traffic.

Custom Traffic
Custom Traffic is used when you wish to monitor traffic which is a combination of two previous cases. In

the case of such Traffic Pattern, there is no correlation between Internal and External address ranges
fields.
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Fine-tuning a Traffic Pattern

Mandatory criteria needed for creating a Traffic Pattern is the IP address criteria. Namely, it is mandatory hi )
to enter at least one address range in the Internal Address range field. On this page:
Also, it is possible to set up additional filters using the include and/or exclude commands.

Additional filters are based on: ® Filtering Based on Exporter

and its Interfaces

® Exporter and its interfaces : E:::g;::g nggg 82 igrvice
® Service

e AS ® Filtering Based on Protocol
® Protocol ® Filtering Based on QoS

* QoS ® Filtering Based on Next

® Next Hop Hop

These filters can be freely combined to make very specific Traffic Patterns which are matching the traffic Related pages:

you are interested in. For instance, by combining first three filters, you can monitor the traffic from a

single network device that uses a specific service in communication with a specific Autonomous System. ® Setting IP Address Ranges

@ Bare in mind that this filters are for fine-tuning your Traffic Patterns. In particular, this
means that the filter is applied only to the traffic matched by a given Traffic Pattern IP address
range. In other words, an IP address from the Traffic Pattern definition is applied first, and
then the filters are applied.

Therefore, if you want to monitor all traffic that goes from your internal network via certain
exporter/service/AS/protocol/QoS, you need to apply that filter to a Traffic Pattern that covers
all traffic (such as All traffic Traffic Pattern). Likewise, if you want to monitor the traffic from a
particular Traffic Pattern via certain exporter/service/AS/protocol/QoS, apply that filter to that
Traffic Pattern.

Filtering Based on Exporter and its Interfaces @ o cancel any changes to

) o the filter, click Reset.
To create a filter based on the IP address of the exporter or its interface:

1. Goto {} > Settings > NetFlow Settings > Patterns
2. Add new or Edit existing pattern
3. Click the Exporter tab.

You can monitor the traffic that has been exported by a single device (exporter) or that has entered
/exited a specific interface of that particular device (exporter).

The Exporter IP field is used to specify the IP address of the exporting device, while Interface In

and Interface Out fields are used to specify the SNMP ID of one or more interfaces of the device. Use
the Include and Exclude options to include or exclude several interfaces of the exporter from the filter.

@ This filter is most commonly used to remove duplicate flows. Read more at Manual
Deduplication.

An Exporter filter example is given on the figure below: the Traffic Pattern with this filter will only match
flows that pass through exporter X.Y.4.38 and only if the flow passed through interface 2 in ingress (In)
direction and passed through interface 5 in egress (Out) direction.
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0)

® You can either include one or more exporters, or exclude one or more exporters. It is
not possible to have included and excluded exporters in a single Traffic Pattern.

® Device must be an exporter (actually export netflow data to the NetFlow Server) in
order for filtering to have any effect.

® |P address used to identify the exporter is the IP address the router has been
configured to export the netflow data from.

Example 1

We want to monitor all traffic exported by a network device with the IP address 10.1.1.1. Furthermore,
we are only interested in the traffic that has entered through interfaces with SMNP IDs 1 or 2 and exited
through interface 4.

Here is how to make the filter:

. Typein 10.1.1.1 into Exporter IP field
. Type in 1,2 into Interface In field
Type in 4 into Interface Out field

. Select Include radio button (default)
. Click Add

. Click Save

oA WN R

@ This filter translates to “traffic must pass through router 10.1.1.1, entering through interface 1
or 2, and exiting through interface 4”.

Example 2
To monitor the traffic that entered through the Interface with SNMP ID 1 on any/all exporters:

. Leave the Exporter IP field empty
Type in 1 into the Interface In field
Leave the Interface Out field empty
. Select Include radio button (default)
. Click Add

Click Save

our®wN R

G) Exporter table added an entry "Exporter IP: all Interface In: 1". This indicates that interfaces In
with the SNMP ID 1 of all network devices are included in this filter.

Example 3
To exclude the traffic entering through a specific interface on a specific exporter:

. Type in 10.1.1.1 into the Exporter IP field, where 10.1.1.1 is Exporter's IP address

Type in 1 into the Interface In field, where 1 is SNMP ID of interface we are not interested in
Leave the Interface Out field empty

. Select Exclude radio button (default)

. Click Add

. Click Save

ouhwNE

G) Exporter table added an entry Exporter IP: 10.1.1.1 Interface In: 1 Interface Out: all and that
Exclude and Include radio buttons are disabled, while the Exclude radio button is active. This
indicates that the only traffic that will be excluded from the Traffic Pattern will be the traffic
entering through the Interface 1 on the network device with the IP address 10.1.1.1.

Filtering Based on Service

To create a filter based on the service:

1. Goto Q > Settings > NetFlow Settings > Patterns
2. Add new or Edit existing pattern
3. Click the Service tab.
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You can filter traffic based on services by including or excluding one or more service ports. Filtering is
done by inserting service port numbers for the source and destination AS. This enables you to monitor
the traffic utilizing certain service ports or services only.

Screenshot below shows the an example of service filter.

2 @ To cancel any changes to
the filter, click Reset.

@ If you do not know the service you wish to include/exclude, go to {3 > Settings > Display
Names > Service tab and do a search on the desired service port.

Example

We want to monitor all traffic exported by a network device with IP address 10.1.1.1. Furthermore, we
are only interested in the traffic that has entered through interfaces 1 and 2 and exited through interface
4:

. Type in 10.1.1.1 into the Exporter IP field
. Type in 1,2 into the Interface In field

Type in 4 into the Interface Out field

. Click on the Include radio button (default)
. Click Add to add this filter to the filter list

. Click Save

oA WN R

Filtering Based on AS

You canfilter traffic based on AS, by including or excluding one or more Autonomous Systems. Filtering
is done by inserting AS numbers (ASN) for the source and destination AS. This enables you to monitor
the traffic between going to or coming from a certain AS or AS group and the traffic between two AS or
AS groups.

Screenshot below displays an example of AS filter:

0)

® Leaving the Source/Destination AS Number(s) field empty will have a meaning equal
to inserting all Autonomous Systems

® |f you do not know the ASN of the AS you wish to include/exclude, go to Q > Settin
gs > Display Names > AS tab and do a search on the desired ASN

Filtering Based on Protocol

You can filter the traffic based on the protocol, by including or excluding one or more protocols. Filtering

is done by inserting protocol numbers into the Protocol Number(s) field. This enables you to only monitor
the traffic including a certain protocol or protocols, or to monitor the traffic excluding a certain protocol or
protocols.

This screenshot shows the configuration of the protocol filter:
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@ If you do not know the Protocol Number of the protocol you wish to include/exclude, go to {3 >
Settings > Display Names > Protocol tab and do a search on the desired protocol name or
locate the protocol in the Protocol table.

Filtering Based on QoS

You can filter the traffic based on QoS, by including or excluding one or more QoS markers. Filtering is
done by inserting the ToS field into the ToS list field. This enables you to only monitor the traffic including
or excluding a certain level(s) of QoS, or in other words including or excluding certain ToS fields.

The configuration of the QoS filter:

o X e

G) If you do not know the exact ToS for the QoS level you want to monitor, go to {} > Settings
> Display Names > DSCP tab and locate the desired DSCP number in the table.

Filtering Based on Next Hop

You can filter the traffic based on next hop, by including or excluding one or more next hop IP
addresses. Filtering is done by inserting the IP address for next hop field into the Next Hop IP field. This
enables you to monitor only traffic including or excluding a certain next hop.

The configuration of the Next hop filter:

of Sove. X Ok

G} A case when the Next Hop filtering is particularly useful is when the network architecture
and configuration forces you to have double netflow export. This situation is further explained
in the article Manual Deduplication.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0. 188



NetVizura User Guide

Manual Deduplication

In general, if you correctly configured exporters (ingress/egress) and decided to enable automatic

deduplication by exporting from all devices in flow continuity then all flows in your Traffic Patterns should On this page:

be automatically deduplicated. Read more in Ingress vs. Egress and Enabling Automatic Deduplication.

However, if this is not the case then it is also possible for you to adjust Traffic Pattern configuration in a e Deduplication Based on the
way to achieve flow deduplication. Central Exporter

® Deduplication Based on

Exporters and their Interfaces
Before proceeding, pay attention to first disable automatic deduplication (at ﬁ > Settings > ® Deduplication Based on Next
NetFlow Settings > Configuration). Hop
® Deduplication at Router
Interfaces

Deduplication Based on the Central Exporter

If you have a central exporter (a NetFlow exporter through which all desired traffic is passing through)
then preventing duplicated Traffic Pattern traffic is easy. You just need to add a filter to the Traffic
Pattern in the Exporter section of the Traffic Pattern definition. Add the IP address of the central exporter
while include option is set. This will result in Traffic Pattern matching only NetFlow that was exporter by
the central exporter.

HaostB

WetFlaw
Sarver

In our example above, flow that passes and is exported by three routers (R1, R2 and R3) will be taken
into account and processed only from central router (R2) since Traffic Pattern includes its IP address in
Exporter filter.

1 Have in mind that all other traffic (passing via central exporter) will not be captured.

Learn more about Filtering Based on Exporter and its Interfaces.

Deduplication Based on Exporters and their Interfaces

If you do not have a central exporter and/or your network topology is more complex you can prevent
duplicated Traffic Patterns by entering exporters and their specific interfaces from which you will either
include or exclude traffic when matching traffic to a Traffic Pattern. In this way you can exclude specific
interfaces on exporters that would duplicate the traffic.
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In the example above, flow traveling via R1 and R2 will not be duplicated since R2 is not an exporter,
however flow traveling via R1 and R3 will be duplicated. By excluding Interface Out: VI3 on Exporter R1
only export from exporter R3 will be processed.
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1 Have in mind that all other traffic (via included exporters and interfaces) will be captured.

Learn more about Filtering Based on Exporter and its Interfaces.

Deduplication Based on Next Hop

In the example below, a flow traveling from Host A to Host B passes via two central routers R1 and R2.
As a consequence, one flow is exported and processed to a NetFlow server twice (by R1 and R2). This
should be overcome by adding next hop filter.

MekFiom
Server

The solution is to exclude R2 as Next Hop IP address. This will simply skip all the flows passing from
router R1 to R2. Flows will be then matched and processed only by router R2. The same applies for
flows from Host B to Host A - excluding R1 as Next Hop will skip flows from R2 to R1.

1 Have in mind that all other traffic (not having R2 and R1 as next hop) will be captured.

Learn more about Filtering Based on Next Hop.

Deduplication at Router Interfaces

Alternatively, you can avoid duplicated traffic even on routers themselves. It could be accomplished if
you do not configure NetFlow on the interfaces which connect backbone routers.

MESEANCH &
DEVELCEMENT
HETWE

In this case, you should disable deduplication in the NetVizura application.
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Subnet Settings

Subnets are used in charts to show the distribution of the traffic within a Traffic Pattern. Created subnets
will be automatically displayed under a Traffic Pattern if its IP address range is included in the Traffic
Pattern's Internal Network.

NetFlow users can view and NetFlow administrator can add, edit or delete Subnets.

To configure subnets, go to {} > Settings > NetFlow Settings > Subnets tab.

To add a new subnet:

. Click Add

. Type in subnet_name into the Name field (optional)

. Type in subnet_ip_address_and_mask into the Address field.
. Click Save.

A WNPRE

Note that any new subnet will be automatically added in the subnets hierarchy, and in all Traffic Patterns
if its IP address range belongs to the Internal Network of the Traffic Pattern.

To remove a subnet from the database:
1. Select the desired subnet from the table

2. Click Remove
3. Click Yes to confirm removal
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@ Tip

To get a precise display of
traffic distribution it is a good
practice to define subnets
covering entire IP address
range of a bigger subnet. If
one or more subnets are not
defined, their traffic will be
added to "Others" (gray in
charts and tables) even if
they would be in top talkers
otherwise. If Others entry
covers a lot of traffic in your
Traffic Pattern, you should
add more subnets.
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Subnet Set Settings

Subnet Sets are a set of subnets grouped by some logical criteria you define, independent to the IP
address range. To read more, go to Understanding Subnets and Subnet Sets.

NetFlow users can view and NetFlow administrator can add, edit or delete Subnet Sets.

To configure subnet sets, go to Q > Settings > NetFlow Settings > Subnet Sets tab.

To add a new Subnet Set to the database:

A WNPE

5.
6.

. Click Add

. Type in subnetset_name into the Name field

. Type in subnetset_description into the Description field (optional)
. Add subnets from the Available Subnets list to your SubnetSet

@ Available Subnets list displays all subnets you previously defined that are not members of
any Subnet Set, while the Available Subnet Sets list displays all Subnet Sets that are already
created.

@ A subnet can be a member of only one Subnet Set.

Add Subnet Sets from the Available SubnetSets list to your Subnet Set

Click Save.

Note that new Subnet Sets will be automatically displayed under a Traffic Pattern if its IP address range
is included in the Traffic Pattern's Internal Network.

To remove a subnet from the database:

1.
2.

3.

Select the desired subnet set from the SubnetSet table
click Remove

Click YES to confirm removal
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End User Settings

NetVizura is capable of detecting end user activity in the company network. End user traffic is identified
by mapping IP address provided in syslog logon event and IP address provided in NetFlow data. Logon On this page:
events could be generated by Domain Controllers or Work Stations relayed via Syslog serverto NetVizur

a server. We use Windows Domain Controller in our example.
® Step 1. Select Appropriate

) . ) . Message (Logon Event)
G) NetVizura comes with predefined matching rules for Snare Open Source Syslog agent: * Maitch String

® Step 2. Setup Rule

In ﬁ > Settings > NetFlow Settings > End Users there is already predefined logon rules
for collecting logon events from Snare syslog agent. You can activate it by clicking Active at
Status field. Double click on rule opens rule condition where you can change Source IP to

- . . o By default collection port for
more specific value to increase performance and check collection of logon events by clicking @ y P

logon events is set to 33515

on Verify match. so the syslog's should be
sent to 33515 port at
e e L e i e NetVizura server. If you
= = = e e want to change the port go

to ﬁ > Settings >
NetFlow Settings >

For detailed explanation on how to install and configure Snare Syslog agent see Installing and Configuration and search
Configuring Syslog Agent for End User Traffic. for End users collection port
value.

Example of correct match string from Snare

* MSWinEventLog * 4624 Microsoft-Windows-Security-Auditing * Success Audit * Logon
Type: 3 * Account Name: <USERNAME> * Account Domain: <DOMAIN> * Source Network
Address: <USER-IP> *

Step 1. Select Appropriate Message (Logon Event)

Navigate to Netvizura Eventlog module and choose Syslog tab. Identify syslog message with logon
information. This log should contain:

1. IP address of domain controller that exports Syslogs - type IP address into Exporter text box
and press Enter

2. Windows code 4624 that designates successful logon event - type 4624 into Message filter text
box and press Enter

3. Select, copy and paste text message in some text editor (Wordpad or similar)

4. Create appropriate Match string in text editor

Match String
Steps for creating correct match string :

1. Find Account Name within the message and put <USERNAME> instead of real account name
(please refer to picture below)

2. Find Account Domain within the message and put <DOMAIN> instead of real account domain
(please refer to picture below)

3. Find Source Network Address within the message and put <USER-IP> instead of real IP
address (please refer to picture below). o No need for this step in case of Work Station type
of rule.

4. Find additional information that can help in matching message more precisely like: MSWinEvent
Log, 4624 Microsoft-Windows-Security-Auditing, Success Audit, Logon Type: 3

5. IMPORTANT: Delete any other text and put * as a wildcard instead of deleted text (refer to Ex
ample of correct match string)
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Dec9 16:57:48 d:.mycompany.com* Security 299108 Thu. Dec. 09 16:57:47

14624 Microsoft-Windows-Security-Auditing MyDomain\john N/A
dc.mycompany.com Logon An account was successfully logged on. Subject: Security 1D: 5-1-0-
0 Account Name: - Account Domain: - Logon 1D: qu Impersonation Level:
Delegation New Logon: Security ID: 5-1-5-4104 Account Name: Account Domain:
ugun 1D: 0x2A8DBA1A Logon GUID: {BS0C1E00-1688-A170-5068-84D2F9A016D3}
Process Information: Process ID: 0x0 Process Name: - Network Information: Workstation
Name: Source NetwurkAddrsss:uume Port: - Detailed Authentication
Information: Logon Process: Kerberos Authentication Package: Kerberos Transited Services: -
Package Name (NTLM only): - Key Length: 0 This event is generated when a logon session is
created. Itis generated on the computer that was accessed. The subject fields indicate the
account on the local system which requested the logon. This is most commaonly a service such
as the Server service, or a local process such as Winlogon.exe or Services.exe. The logon type
field indicates the kind of logon that occurred. The most common types are 2 (interactive)
and 3 (network). The New Logon fields indicate the account for whom the new logon was
created, i.e. the account that was logged on. The netwaork fields indicate where a remote
logon request originated. Workstation name is not always available and may be left blank in
some cases. The impersonation level field indicates the extent to which a process in the
logon session can impersonate. The authentication information fields provide detailed
information about this specific logon request. - Logon GUID is a unique identifier that can be
used to correlate this event with a KDC event,|

In order to improve system
performance, we

Step 2. Setup Rule ©

In upper right corner of Netvizura application navigate to ﬁ > Settings > NetFlow Settings > End recommend to set status as
Users: inactive for all rules that are
not in use.

1. Click on + Add button

2. Enter your own Rule Name and Description

3. Set Rule type (in this example set Domain Controller) @ Specifying too broad subnet

4. SetRule status (in this example set Active) in the Source IP field might

5. Enter Source IP (IP address of Domain Controller) result in performance

6. Copy and paste Match string from text editor into the Match string area penalty. For best results

7. Click on Verify match button consider changing Source IP

8. Click on Save button to save your rule (if verification is successful) to more specific value or

concrete IP address.
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@ Use help button: Move your
cursor under the question
mark on the screen for
additional help.

@ You can easily verify the rule
To check results of your work, navigate to NetFlow > End Users. If the three is empty, refresh your web by clicking Verify. It will
browser with ctrl+F5. check if any Syslog
message from the last 24
hours matches the rule.
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TopN Settings

By default, the number of top talkers that appear in the chart and table for any node and statistic is set to
10. This is defined by the Default TopN rule. In addition to a default rule, you can create specific rules for
specific nodes i.e. rise or lower top talkers followed for certain type of traffic the that node affected by the
rule.

NetFlow users can view and NetFlow administrator can add, edit or delete TopN rules.

To configure TopN rules, gO tO Q > Settings > NetFlow Settings > TopN tab.

To change default TopN rule:

1. Choose Edit Default rule (click on pen icon button, or double click on table raw)
2. Update the TopN shown fields as wanted
3. Confirm with Save

To add a new TopN rule:

1. click Add

. Give a Rule Name
. Choose Node for which the rule will apply to
a. Choose Note type (Exporter, Interface, Traffic Pattern, Subnet, Subnet Set, All
Users, End User, Domain)
b. Click Select to choose a node (popup showing all available nodes will show)
4. In TopN shown section change the topN count for a traffic distribution (host, conversation,
service...)

w N
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@ You need to login/logout to be able to view these changes on charts and tables.
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Alarm Settings (NFA)

@ All NetFlow users can view alarms, however only users with write privileges can add, edit or On this page:
delete them.

. . ® Throughput Alarms
To configure NetFlow alarms, gO tO ﬁ > Settings > NetFlow Settings > Alarms. * Volume Alarms
® Alarm Examples

To add a new alarm:

. Click Add
. Set Alarm information (name, description, level, scope, object and optionally mail-to recipients)
® Scope determines on which nodes an alarm will be applied: any or specific Exporter,
Interface, Subnet, Subnet Set, Traffic Pattern or End User.
® Object determines what type of traffic will be matched against the alarm threshold
criteria: total, service, protocol, host, AS, conversation and QoS.
* Recipients list (optional) determines who will receive an email when alarm triggers. €
Only users with emails associated to their user account can be recipients.
. Choose between Throughput or Volume type of threshold
. Specify alarm threshold condition
. Click Save

N

a b w

Throughput Alarms

Threshold alarms are mostly used for alerting when you want to pinpoint potential problems on physical
infrastructure.

They can be triggered by flows/s, packets/s or bits/s; in/out src/dst or total. It is possible to combine more
threshold criteria by using AND, OR and NOT logical operators.
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Screenshot above shows an example of threshold alarm. This alarms triggers if total traffic on interface
Fal (link to Verizon) exceeds 800 Mbps. On alarm trigger an email will be sent to Super Administrator.

Volume Alarms

Volume alarms are suitable when you want to alert on atypical behavior on custom Traffic Patterns or
End Users.

G) Multiple include/exclude options are provided for conversations, so you are able to fine-tune
alarm to be more specific - alert only on conversations with specific IP addresses, or alert on
all conversations except those that contain certain IP addresses

@ Volume alarms consume con
siderable amount of
processing power, so we
recommend you to optimize
their usage by following next
steps:

1. Choose shorter
= . = time period (eg. 4h
| e = | rather than 8h)
gl = | 2. Choose more specif
| ' ic scope and object
when possible (eg.

L put End User "dale.
For example, screenshot above shows alarm made to alert Super Administrator when a user exceeds carnegie” instead

500 MB upload to any address except specific IP range (presumably reserved for internal servers). "Any")
3. Remove alarms
you don't actually
need
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Keep in mind that alarms process only TopN objects and in this way some low volume traffic
might pass unnoticed, even though it represents important security breach (eg. 10MB upload
of a classified document from your server to Dropbox).

Alarm Examples

Type

Networ
king

Networ
king
System

System

Security

Alarm
name

Link
congested

High host
traffic

Server
overload

Social Media
abuse

DoS attack

Description

Interface exceeds throughput threshold (eg. 80%
bandwidth)

Host consumed excessive throughput (eg. 20%
interface bandwidth)

Server is overwhelmed (high pps), indicating a
need for load balancing.

User exceeded allowed amount of YouTube traffic
per day (eg. 1GB)

Total flows are extremely higher than normal

Read more about Traffic Alarms.
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Filtering Settings (NFA)

This refers to all received flows on application level in order to filter
unnecessary flows from processing.

NetFlow users can view and NetFlow administrator can add, edit, delete or
reorder aggregator filters.

To configure aggregator filtering, go to {} > Settings > NetFlow Settings > Aggregator Filtering tab.

You are able to accept or reject any traffic coming via:

® Source IP ® Protocol

® Destination IP ® Exporter IP
® Source port ® |nterface in
* ® |nterface out

Destination port

Patiees Sibnets et Setn  Emdiseee  foph  Alstm Rnparts  Aggrepaine Feterng  Sasmlieg
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G) Note that filters are executed in their order. Default filter is always applied last.

If you add filters, you can have two filter strategies:

® Set default filter to reject all flows and create specific filters that explicitly accept certain flows
® Set default filter to accept all flows and create specific filters that explicitly reject certain flows

1 If Exporter IP is part of filter condition and netflow exporter is configured with different IP
address for exporting netflow packets, you will have to manually update the filter condition.
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Sampling Settings
NetFlow users can view and NetFlow administrator can add, edit or delete exporter sampling rules.

To configure sampling rules, go to Q > Settings > NetFlow Settings > Sampling tab.

To add an exporter sampling rule:

1. Click Add
2. Click Select and you will see all exporters grouped by their tags
3

. Hold Ctrl key and select multiple exporters at once, or click on tag to select all exporters with
the same tag
4. Enter sample ratios ( Bytes, Packets and Flows)

Click Save

Sample ratios enable you to multiply metric values and get a more realistic traffic in the graphs.
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System Settings (NFA)

To access NetFlow system configuration, go to{} > Settings > NetFlow Settings > Configuration.
NetFlow users can view and NetFlow administrators can manage:

Service Options (NFA)
Database Maintenance (NFA)
Raw Data Archive
Export/Import

Automatic Deduplication
Whois lookup

Reverse DNS lookup
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Service Options (NFA)

To configure service options, go to {} > Settings > NetFlow Settings > Configuration tab.

NetFlow General

® Collection port - port used by the application to receive the NetFlow data. The value has to be
the same as the value set on your network devices which export the NetFlow data (Exporters).
Default value is 2055.

® Collection port timeout - UDP socket timeout in seconds

End Users

® End users collection port - port used by the application to receive the user logon/logoff syslog
messages. The value has to be the same as the value set on your syslog agent. Default value
is 33515.

® End users collection port timeout - UDP socket timeout in seconds
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Database Maintenance (NFA)

NetFlow database stores the data needed for chart and alarms in NetFlow module. You can configure

NetFlow database in ﬁ > Settings > NetFlow Settings > Configuration with the following parameters:

®* Maximum database size (oldest data will be removed first) - NetFlow data will be stored in
database for specified number of weeks, and after that it will be deleted.

® Database size in weeks (the system will warn you before database space runs out) - Maximum
size for NetFlow data. If exceeded, oldest week of data will be removed from database, even if
those data would fall within configured minimum number of weeks.

NetFlow Analyzer will warn you if your storage space is full and tell you exactly what actions are
advised. Warnings are sent by email to NetVizura administrators and displayed when you log-in.
Warning message is triggered when application concludes that Maximum database size will be reached
without storing minimum amount of traffic in weeks (Minimum database size in weeks).

F' s Feltn G Aisnitee Bl Ve S e el amipie iy ey Srdirate

Example of storage warning message for Maximum database size set to 30 GB and Minimum database
size in weeks set to 52 weeks:

9 weeks of data (5.5 GB) still needs to be stored, but only 5 more weeks' worth of
space (3 GB) remain in the database storage.

You need to provide more space for NetFlow database (currently set to 30 GB), or
lower the minimum number of weeks (currently set to 52 weeks) for which you
would like to keep the data. 52 weeks is approximately 33 GB.

NetFlow database stores the data needed for chart and alarms in NetFlow
module. When the database size increases beyond configured limit, oldest entries
will be deleted although those entries would fall within configured minimum
number of weeks - consequently charts and alarms corresponding to deleted
entries would be missing.
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Raw Data Archive

NetFlow archive stores raw data files. These files can be analyzed in the Raw Data tab in

NetFlow module. Archiving data is configured in Q > Settings > NetFlow Settings > Configuration by

setting:

Temp folder - folder in which NetFlow Analyzer will temporary unpack raw data files
Archived files folder - folder in which NetFlow Aggregator stores processed raw data files
Legacy raw files folder - folder in which NetFlow stores raw data files from previous versions
1. In case you are using external server for storing raw data files, you should provide network
connection between NetVizura server and this server to achieve archive management and old
data deletion.
Minimum free disc space - minimum free hard disk space is a value that needs to be free on
the NetFLow Server in GB. Once saving of new raw data file threatens to lower free hard disk

spaces bellow this value, NetFlow will delete the oldest raw data files freeing up the disk space.

Default value is 100 GB.
Minimum archive size in days - the system will warn you up to 7 days before archive space
runs out

NetFlow Analyzer also warns you if your archive space is full and tells you exactly what actions are
advised. Warnings are sent by email to NetVizura administrators and displayed when you log-in.
Warning message is triggered when application concludes that Minimum free disc space will be reached
before minimum amount of raw data files in days is stored (Minimum archive size in days).

Patterm
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Example of archive warning message for Minimum number of days set to 30 and Minimum disk space

setto 2

GB:

10 more days of data (30 GB) still need to be stored, but only 7 more days' worth
of space (21 GB) remains in the archive storage.

You need to provide more space for archive files. You can also move existing files
to another location, or lower the minimum number of days (currently set to 30) for
which you would like to keep the archive files. (30) days of archive files is
approximately 90 GB.

NetFlow archive stores raw data files. These files can be analyzed in the raw data
tab in NetFlow module. When the NetFlow archive is full, oldest raw date files will
be deleted, although those raw data files would fall within configured minimum
number of days.

® Space estimation is based on the average size of your raw data file.

® Remaining space for the archive is calculated by deducting Minimum free disk space
from the current available free disk space.

* In the above example, if Minimum free disk space is 2GB, the warning message will
trigger when free disk space goes under 23GB.
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Export/Import

If you are upgrading software, you might want to transfer your previous settings from old version to new
version of your NetFlow Analyzer. This is possible by export and import.

To export your settings:

1. Log-in to old NetFlow Analyzer version

2. Goto {} > Settings > NetFlow Settings > Configuration and click Export
3. Your settings parameters will be downloaded in a XML file

1 If you already added Traffic Patterns, Subnets, Subnet Sets, alarms etc. to new version of
NetFlow Analyzer, you will need to remove all entries before proceeding further to avoid
duplication.

To import your configuration:

1. Log-in to new NetFlow Analyzer version

2. Goto > Settings > NetFlow Settings > Configuration and click Import
3. Select the XML file and click Open
4. Verify that all your settings parameters is correct

Patterns Subnets Subiet Sets End Users
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Automatic Deduplication

@ To understand duplication problem and how automatic deduplication is used, read article Deci
ding Whether to Use Automatic Deduplication.

To enable automatic deduplication:

1. Goto ‘} > Settings > NetFlow Settings > Configuration > Automatic Deduplication
2. Select Enable

Potterss Sobmets  SubnotSets  Tepd Alomim Mepors  AggregotorFforig  Samping  Configurntion
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1 Inorder to achieve automatic flow deduplication in Traffic Patterns and Subnet
Sets, it is required that ALL devices in flow continuity are configured as exporters.
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Whois lookup

@ Once you change status of
If you don't want to see Whois information for your Internal Address in All Traffic Pattern, you can disable Whois lookup in Settings

it. It is useful, for example, when your internal address range is public address range by default. from Enabled to Disabled
and vice versa, it is
necessary to refresh the
observed view in NetFlow

To enable (disable) Whois lookup for All Traffic Internal Addresses: module by pressing the
Refresh button in the upper
1. Goto $> Settings > NetFlow Settings > Configuration > Whois lookup R,

2. Select Enable (Disable)

Faems  Swmets  Scbwnfels  Gdlmes Gl Ao Nt Aggregaimfkerag Samplg  Cesfourten
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G} Disabling Whois lookup will not disable DNS resolution for Internal Address in All Traffic
Pattern
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Reverse DNS lookup

If you want to see IP Address, instead of its resolved host name, you can disable reverse DNS lookup.

To enable/disable Reverse DNS lookup for IP Addresses:

1. Goto {3> Settings > NetFlow Settings > Configuration > Reverse DNS lookup

2. Select Enabled/Disabled

NetVizura User Guide
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G) Enabled is default value.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.

@ Once you change status of
Reverse DNS in Settings
from Enabled to Disabled
and vice versa, it is
necessary to refresh the
observed view in NetFlow
module by pressing the
Refresh button in the upper
right corner.
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Troubleshooting (NFA)

No NetFlow traffic captured

Performance issues related to End User traffic
Table displays null instead of the IP address
NetVizura charts show lower data

No NetFlow traffic in Traffic Patterns

Which sampling rate to use in sFlow export?
"login service: 0" error

Exporter is not visible in the application
Huawei exporter data not being collected
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No NetFlow traffic captured

Problem

It may happen that you have configured NetFlow export on a device but there is no NetFlow traffic in the
application. This is manifested by empty charts and/or presence of dropped packets in System view.
Possible causes are low memory, power outage on the server, network misconfiguration and more.

Solution

NetFlow traffic may not show due to several reasons:

Firewall and access lists are blocking NetFlow packets
Collection port is not opened

Collection port has already being used by a different application
Bad NetFlow exporter configuration

Aggregation filter is filtering out the traffic

License has expired

NetFlow packets are being dropped

Restarting NetVizura

1 Most of diagnostic information will be lost when you restart NetVizura. Use it as a last resort.
Consult with support before restarting NetVizura.

If all of the following steps are inconclusive and you cannot recover NetVizura to normal operational
mode, consult article How to restart the application for steps on how to restart NetVizura.

General steps

Go to System tab in the application

a. check the Packets chart (NetFlow packets that the application collected)
i. fthere are no UDP packets received go to steps 1 to 2.
ii. if there are dropped packets restart Tomcat service for temporary quick fix
and go to step 1c to resolve the core problem
b. check Flows chart:
i. if there are no flows this means that no NetFlow data is received by the
application, go to steps 1 to 2
ii. if all flows are unlicensed, your license is invalid or expired - contact us for
resolving this

iii. if all flows are filtered, go to Q > Settings > NetFlow Settings > Aggregation
filtering and remove the filter rejecting all flow

iv. if all flows are dropped, try restarting the tomcat service and contact us if the
problem persists

c. check Performance chart:

i. if Heap utilisation is high try adding more RAM to Tomcat and PostgreSQL
services (consult Post installation steps)

ii. if DB write time is high try adding more CPU cores to the server

iii. if you are not sure what to do, contact us

Linux

1. Check if NetFlow data is received by the server
a. in command shell on the server execute t cpdunp port 2055 command - you
should see steady stream of packets received by the server (2055 is the default
NetFlow port)
i. if there is no NetFlow packets check your firewalls, access lists to enable
packets to be received by NetVizura server;
b. in command shell on the server execute watch -n1 "Is -1 /var/lib
/netvi zural/fl ow tenp" - after several seconds you should see that t np. bi n file
size is increasing
i. if t mp. bi n file size is not increasing, but t cpdunp shows that
NetFlow packets are reaching the server check your local firewall
configuration (usually iptables) or NetVizura NetFlow Collection port (see
below).
2. Check if Collection port on the server is open and that NetVizura is listening on that port
a. Check that firewall is allowing packets on NetFlow port (the default is 2055)
i. Execute command service iptables statusorfirewall-cnd --
list-all toview firewall configuration. There has to be a line present which
is allowing traffic on NetFlow port (2055)
b. Check that NetVizura is listening on NetFlow port
i. Execute command netstat -noap | grep 2055 and verify that there is
a line present similar to following:
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udp 0 0 :::2055 -
* 28004/ j ava
of f (0.00/0/0)

It is important that java process is the one that occupied NetFlow port - not
some other process. If some other process already occupied NetFlow port
you need to reconfigure that other process to use a different port.

c. Check that Collection port is accessible outside the NetVizura server

i. on aremote host execute command nmep netvi zura_i p_address -sU
- p 2055 where netvizura_ip_address is the address of NetVizura server. In
the output of the command you should see that the port is open.
3. Check NetFlow exporter configuration
a. Check if NetFlow device is configured to send NetFlow to the NetVizura server IP
address and collection port

i. Collection port in NetVizura application can be set in {} > Settings >
NetFlow Settings > Configuration
ii. Default Collection port is 2055
b. Try installing a NetFlow generator and set it to export data to the NetVizura server
i. if there is traffic on the chart then NetFlow exporter configuration is not good
ii. if there is no traffic on the chart, check if the traffic is being blocked (access
lists, firewalls)

Windows

Using an administrator account on Windows is recommended.

1. Check if NetFlow data is received by the server
a. You should determine if server receives steady stream of packets at 2055 port (2055 is the
default NetFlow port) with some packet analyzer for windows (wireshark, windump, etc)
i. if there is no NetFlow packets check your firewalls, access lists to enable
packets to be received by NetVizura server;
b. In C:\Program Files\NetVizura\flow\temp after several seconds you should see thatt np. bi n
file size is increasing (This is default location for NetVizura NetFlow installation)
i. if t mp. bi n file size is not increasing, but packet analyzer shows that
NetFlow packets are reaching the server, check your local firewall
configuration or NetVizura NetFlow Collection port (see below).
2. Check if Collection port on the server is open and that NetVizura is listening on that port (the
default is 2055)
a. Check that firewall is allowing packets on NetFlow port (the default is 2055)
b. Check that NetVizura is listening on NetFlow port
i. In Windows Command Prompt or PowerShell execute the following command: net st at -
noab and verify that Tomcat process is the one that occupied NetFlow port 2055. If some other
process already occupied NetFlow port you need to reconfigure that other process to use a
different port.
c. Check that Collection port is accessible outside the NetVizura server
i. on a remote host execute command nmap -sU netvi zura_i p_address
-p 2055 where netvizura_ip_address is the address of NetVizura server. In
the output of the command you should see that the port is open.
3. Check netflow exporter configuration
a. Check if netflow device is configured to send netflows to the NetVizura server IP
address and collection port

i. Collection port in NetVizura application can be set in {} > Settings >
NetFlow Settings > Configuration
ii. Default Collection port is 2055
b. Try installing a netflow generator and set it to export data to the NetVizura server
i. if there is traffic on the chart then netflow exporter configuration is not good
ii. if there is no traffic on the chart, check if the traffic is being blocked (access
lists, firewalls)
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Performance issues related to End User traffic

In general, NetVizura performance primarily depends on the inherited number of counters (nodes) and
number of users you want to monitor. End User traffic does not significantly affect CPU and HDD
usage. However, it may have impact on:

1. RAM usage

2. DB write time increase
3. Shared Syslog database increase

RAM Increase

Depending on the RAM availability it increases it more or less (when RAM is less available it can
increase by only a couple of percentages, when RAM is more available it can increase up to 100%).

There is a way to optimize NetVizura RAM usage by increasing Tomcat memory. Read more about it
under "Tomcat Memory Allocation” section within specific NetVizura Installation article.

DB Write Time Increase

In environments with more than a few hundred End Users, DB write time can have a noticeable increase.
This can significantly degrade application performance (slower displaying of charts, delayed triggering of
NetFlow alarms, loss of data).

This can be solved by changing PostgreSQL configuration. You can find out more about it within NetVizur
a Installation article under "Tweaking PostgreSQL" section.

Shared Syslog Database Increase

If you use also NetVizura EventLog Analyzer, End User syslog logon messages share database storage
with the rest of syslog messages and might increase disk usage thus triggering removal of old syslog
messages sooner.

Consider increasing Maximum database size within Syslog Database Maintenance Options.
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Table displays null instead of the IP address

Problem

NetVizura User Guide

The table in Conversation tab displays null instead of the IP address. This problem may occur if NetVizura spending too much time for DNS resolution of

host.

Il rutl = nuil:

null = null

Il rut = nutl:
Bl rull = nult:
B rull = null;

B null = nul

null == nudl :

Bl rul = nult:

null == nuil

3 null = null

B cthers
| REE

Solution

Unknown | UDP

Unknown - UDP

Unknown - UDP

DMS : UDP

Unknown | UDP

Unknown - UDP

Unknown - UDP

Unknown : UDP

Unknown | UDP

DH5 : UDP

Conversations

Click at the refresh button in the right upper corner to resolve this problem.

Administrator, Super (admin)

Last Dray

! Refresh

¥ Reporl
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NetVizura charts show lower data

Problem
NetVizura charts are showing lower NetFlow traffic than expected. Here are several reasons why this might happen:

. Trial license limitation

. Network device misconfiguration
. Flow Sampling

. Interface congestion

A WNPE

Solution

1. Trial license limitation
If you have a trial license, you should be aware that it has limitation, currently set to 500 flows/s. If your network device sends more than 500 flows
/s, you will be able to see only 500 flows/s, while the rest will be dropped. You can check the number of received and dropped flows in the System
Data (NFA). If you see dropped flows, send email to support@netvizura.com with the screenshot of the System tab, so that we can help further.

2. Network device misconfiguration

If you did not properly configure your network device, your NetFlow charts will not show correct data. The most common reason for this is if you
did not enable NetFlow (Ingress) on all active interfaces (Ingress vs. Egress).

3. Flow Sampling

If you are using NetFlow flow sampling on your network device, your data shown in NetVizura charts will be lower. NetVizura has an option to
multiply received data (Bytes, Packets, Flows) as much as needed to get a more realistic traffic in the charts (Sampling Settings).

4. Interface congestion

In some cases, the reason for showing lower NetFlow data can be in overloaded interface, especially if you are using the same interface for other
network traffic along with the NetFlow. It would be the best if you could use your server only for the NetFlow traffic.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0. 213


https://confluence.netvizura.com/pages/createpage.action?spaceKey=NVUG&title=System+Data+%28NFA%29
https://confluence.netvizura.com/pages/createpage.action?spaceKey=NVUG&title=System+Data+%28NFA%29
mailto:support@netvizura.com
https://confluence.netvizura.com/display/NVUG/Ingress+vs.+Egress
https://confluence.netvizura.com/display/NVUG/Sampling+Settings

NetVizura User Guide

No NetFlow traffic in Traffic Patterns

Problem
Traffic Patterns view doesn't show any NetFlow traffic. Here are several reasons why this might happen:

1. Problem with deduplication
2. Wrong Traffic Pattern settings

Solution

1. Problem with deduplication

Depending on your network configuration, sometimes it might be a problem with showing NetFlow traffic in the Traffic Patterns view. Most
common problem is in deduplication of a NetFlow traffic. Quick fix for this would be to disable automatic deduplication in the NetVizura NetFlow
Settings (Choosing Exporters#AutomaticDeduplicationDisabled). There are several other options that can help you overcome the problem with

deduplication: Manual Deduplication.

2. Wrong Traffic Patterns settings

If you didn't properly configure Traffic Patterns you could experience incorrect NetFlow charts showing in Traffic Patterns view. To learn how
Traffic Patterns work go to Traffic Pattern Settings.
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Which sampling rate to use in sFlow export?

Selecting a suitable packet sampling rate is an important part of configuring sFlow on a network device.
The table below shows recommended values for sampling rates in regards to the link speed.

Link speed Sampling rate

10 Mbps 1in 200
100 Mbps 1in 500
1 Gbps 1in 1000
10 Gbps 1in 2000

@ If traffic levels are unusually high the sampling rate may be decreased (e.g. use 1 in 5000
instead of 1 in 2000 for 10 Gbps links).
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"login service: 0" error

Environment

Windows Server 2012 R2 or Windows Server 2016 R2

Problem

You've got this error when attempting to connect to the NetVizura application:

10.1.1.100:8080 says:

Error while pinging login service: 0

Cause

Tomcat service couldn’t start due to a Java update.

Solution

1. Restart the NetVizura application by following this instruction: How to restart the application#Windows

If this doesn't help go to step 2.
2. Right mouse click on Apache Tomcat Properties in system tray and select Configure:

_ . tﬂnf—"ig.ur.e... -

Start senvice

Stop service

Thread Dump

1:30 PM
11/3072017

In Java section tick "Use default" box and click OK.
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“p Apache Tomaat 8.5 Tomeat® Properties *
Gerersl LogOn Loggng 18Y3  Sierhp  Shutdown

Jor cefauit
Java Virtual Machine:

Janvn Classpartin:
C:\Program Fles\Apache Software FoundationTomeat 8. 5%bn'bootstran

Java Opbons:

-Xmac 10249 #
-xms 1029

K H el oncMarkSaeepGl
-G ManMewsSine =5 124

Initial m=mory poal: | 1024 | me

s imum memory pool: : 1074 i ME
Thread stack see: | | KB

[ == |

Restart the application again as described in step 1, if necessary.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0. 217



NetVizura User Guide

Exporter is not visible in the application

Problem

Packets arrive to the server, but exporter is not visible in the application.

Solution

1. Check if destination port set on your exporter matches listening port in the NetVizura
configuration (Settings > NetFlow Settings > Configuration > NetFlow Collection port)
2. Check your server firewall

If none of the above solves the issue, capture your traffic in a pcap file (10 minutes of traffic or more) and
send it to the support@netvizura.com @ pcap

To create a pcap file:

1. in Windows OS,
you can use
program called
Wireshark

2. in Linux OS, you
can use the
tcpdump command,
for example:
tcpdump -nn -w
netflow.capture.
pcap -c 35000 -i
ethO port 2055
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Huawei exporter data not being collected

Problem

NetVizura suddenly stopped collecting Netstream (NetFlow 9 like) data from the Huawei exporter after the application has been restarted.

Cause

The collector application must cache template records received, and then parse data records it encounters by locating the appropriate template record
within the cache. Some Huawei devices send only one or few template records on the beginning of their NetFlow export (e.g. when you initially configure
NetFlow export on device) and then send nothing but data records. If you interrupt the collection of Netstream data on the collector side (e.g. restart
NetFlow application), template records will not be sent again.

Solution

If you want to see your Huawei NetFlow data again, you must reconfigure (restart) exporting of NetFlow data on the Huawei exporter.
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FAQ (NFA)

i ?

IP flow is an unidirectional stream of IP packets of a certain network protocol, traveling between two
network points. IP flow provides information about the source and destination IP address, source and

destination port, protocol, DSCP field, etc. within a certain period of time. Within an IP flow all IP packets ® Whatis an IP flow?
have identical: ® What is IP flow accounting?
® What is NetFlow?
® Source and destination IP addresses ® What is the network traffic
® |P header protocol number overhead generated by the
® |P header TosS field (DSCP) NetFlow data export?
® Source and destination ports if the TCP or UDP protocols are used ¢ Why is traffic presented in 5-

min data points (grains)?
® Why is traffic shown sometimes

What is IP flow accounting? I SNl e NS

min, or even in 3-hour grains?

IP flow accounting is a feature of a router enabling it to create IP flows collection, count IP flows passing
through it and to export the traffic via NetFlow® protocol. The collection itself consists of the following
data:

® Number of packets in IP flow
® Number of bytes in IP flow
® Timestamps

What is NetFlow?

NetFlow is a network protocol, developed by Cisco Systems, used for exporting collected IP flow traffic.
This data is exported to a server, where it is collected, processed, aggregated and archived. It can then
be reviewed in a more user-friendly form. NetFlow Analyzer performs all of these functions. There are
numerous NetFlow protocol versions, most important of which are versions 5 and 9. Version 5 is
commonly used on most Cisco NetFlow enabled devices. NetFlow version 9 is the latest version, created
to support advanced technologies such as MPLS, IPv6, Multicast, VLANS, etc.

What is the network traffic overhead generated by the NetFlow
data export?

NetFlow data overhead is expected to be less than 0.5% of the total network traffic included in the
charts. This means, for instance, that 1 Mbps user traffic will produce approximately 50 kbps of additional
traffic exported from routers to NetFlow Server.

Why is traffic presented in 5-min data points (grains)?

Constant NetFlow data stream consumes vast amount of processing and storage resources, it is
necessary to aggregate historical values and show them as 5-min averages. Based on our experience, 5-
min aggregation (instead of 1-min aggregation, as an example) provides practical application
performance and space saving on one side, as well as sufficient details for analysis and trend on the
other.

This enables you to keep aggregated data/charts for a longer period (eg. 1 year) for monitoring trends,
comparison and planning, whereas raw data/archive is kept for a shorter period (eg. 1 month) for instant
event analysis, inspection and troubleshooting.

Why is traffic shown sometimes in 5-min and sometimes in 30-
min, or even in 3-hour grains?

To provide even more HDD saving while storing data for a longer period, our aggregation works in a way
that shorter history is shown in smaller grains (more details and space consumption), whereas longer
history is presented in larger grains (less details and space consumption).

For the best use of monitoring and comparison, you can see the following grains:

Grain Name Grain Period Grain Size
Gl Previous 3 weeks ' 5 min
G2 Previous 3 months | 30 min
G3 Maximum history = 3 hour

@ Maximum history period is defined in Settings ({} > Settings > NetFlow Settings > Configurati
on > Database size in weeks)
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EventLog Analyzer

® Getting Started (ELA)
® Usage (ELA)

® Settings (ELA)

® Troubleshooting (ELA)
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Getting Started (ELA)

® Configuring Event Logging
® |nitial Settings (ELA)
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Configuring Event Logging

Most devices use the syslog and SNMP protocol to manage system logs, events and alerts. As an
example, this section offers a brief guide for setting up Cisco devices logging to NetVizura server. For
more detailed information, refer to the Cisco website.

1 Before configuring a Cisco device to send syslog messages, make sure that it is configured
with the right date, time, and time zone. Syslog data would be useless for troubleshooting if it
shows the wrong date and time.

Configuring Cisco Routers for Syslog

1. Router# configure term nal - Enters global configuration mode.

2. Router(config)# service timestanps type datetine [msec] [localtinme]
[ showti nezone] - Instructs the system to timestamp syslog messages.

3. Router(config)# | ogging host [transport] [udp] [port port-nun} -Specifies
the syslog server by IP address or host name; you can specify multiple servers.

4. Router(config)# |ogging trap /evel -Specifies the kind of messages, by severity
level, to be sent to the syslog server. The default is informational and lower. Possible values are
emergencies: 0, alerts: 1, critical: 2, error: 3, warnings: 4, notifications: 5, informational: 6,
debugging: 7.

5. Router(config)# logging facility facility-type - Specifies the facility level used
by the syslog messages; the default is local7.

6. Router(config)# end - Returns to privileged EXEC mode.

7. Router# wite nenory - Save the settings.

8. Router# show | oggi ng - Display the addresses and levels associated with the current
logging setup, and any other logging statistics.

1 Use the debugging level with caution when configuring logging trap level, because it can
generate a large amount of syslog traffic in a busy network.

Example

Rout er - Net vi zur a# configure termn nal

Ent er configuration conmands, one per line. End with CTRL/Z
Rout er- Net vi zura(config)# 1 oggi ng 192. 168. 1. 50

Rout er - Net vi zura(confi g)# service tinestanps debug datetine
local time showtinezone nsec

Rout er - Net vi zura(config)# | ogging facility |ocal 7

Rout er - Net vi zura(config)# | ogging trap notifications

Rout er - Net vi zur a(confi g)# end

Rout er - Net vi zura# write nmenory

Rout er - Net vi zur a# show | oggi ng

Configuring Cisco Routers for SNMP Trap

1. Router# configure terninal - Enters global configuration mode.

2. Router(config)# snnp-server conmunity snnp_conmunity_string <ro or wr>-
Specifies the read-only or write-read SNMP community string.

3. Router(config)# snnp-server host /P_Address version <1 or 2c>
snnp_communi ty_stri ng - Specifies the IP Address of the device to which the traps have to
be sent along with SNMP version and SNMP community string.

4. Router(config)# snnp-server enable traps [notification-type]
[notification-option] - Specifiesthe SNMP trap types if you do not want to send all
traps to server.

5. Router (config)# end - Returns to privieged EXEC mode.

6. Router# wite menory - Save the settings.

Example

Rout er - Net vi zur a# confi gure term nal

Enter configuration comrands, one per line. End with CTRL/Z.
Rout er - Net vi zur a(confi g)# snnp-server community public ro
Rout er - Net vi zur a(confi g) # snnp-server host 192. 168. 1. 50
version 2c public

Rout er - Net vi zur a(confi g) # snnp-server enabl e traps ospf

Rout er - Net vi zura(confi g)# end

Rout er - Net vi zura# write nmenory
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On this page:

@

@

Configuring Cisco Routers for
Syslog

®* Example
Configuring Cisco Routers for
SNMP Trap

® Example

Default destination port
number on Cisco devices for
syslog export is 514. Default
port number for receiving sys
log on Netvizura is 33514. If
your server does not forward
port 514 to 33514, you have
to set 33514 for syslog
destination port on your
devices.

For configuring SNMP
community in Netvizura
application, refer to SNMP
Policy Settings.
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Initial Settings (ELA)

Setting Collection Port

After configuring your devices and installing NetVizura EventLog you should verify that:

1. Devices are exporting syslog and trap messages to the same port that NetVizura EventLog is ¢ Setting Collection Port
listening to. ® Checking the System

2. Messages are passing the network firewall and reaching the NetVizura Server

3. NetVizura Server Ports to which syslog and trap messages are sent is open

Syslog filtesing  SHMP Trap fillering Alarms Configuration

X control panct

By default, syslog messages are exported from the devices to port 514, while NetVizura listens on the
port 33514 in Linux systems and on the port 514 in Windows systems. If you use Linux systems, you

need to (1) redirect syslog messages to the 33514 on NetVizura server, (2) export syslog messages to
33514 from device, or (3) change NetVizura EventLog configuration. Same applies to trap socket port.

1 On Linux systems ports lower than 1024 can not be used by application, unless the root
privileges are given to NetVizura EventLog.

To change NetVizura EventLog configuration go to {} > Settings > EventLog Settings >
Configuration and under Service options change the Socket port values.

Checking the System
Now is a good time to check if the system is working properly.
To do so, follow these steps:

1. Check if the Collection port is set properly

To see the Collection port number, go to > Settings > EventLog Settings > Configuration
tab, and you will find the Service socket port field. Collection port number must match with the
port number your network devices are logging events to.

2. Make sure data is collected
Go to Syslog/SNMP Trap > System tab. Naturally, it is required that NetVizura server and
exporters have network connectivity.

3. Check the system for warnings or errors.
Click on the Show log arrow (in the bottom right corner). Any warnings or errors will be
displayed as well as the instruction to resolve them.

4. Einally, check if the event logs are available
Go to Syslog/SNMP Trap tab. Logs should be shown on the graphs, this is a verification that
the log data has been collected by the EventLog Collector.
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Usage (ELA)

In this chapter you will find out how to use EventLog module to see and analyze syslog and SNMP traps.

Event Navigation
Syslog Analysis
SNMP Trap Analysis
Event Alarms

Event System Data
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Event Navigation

EventLog User interface

When EventLog module is selected main screen will show the following parts:

1. Mode Panel - choose between the Syslog and SNMP Trap mode.
2. Main Panel - displays results of SNMP request and MIB search operations.

6

TR

For the purpose of this chapter, we will focus on the navigation in the Syslog mode.

Navigating in Syslog mode

To view syslog go to EventLog module and click Syslog tab. Here you can see Syslog messages sent
from different exporters for a chosen Time Window.

. Show Options

. EventLog Chart
. Severity Table
. Exporter Table
. EventLog Table

A WNPE

Table and charts will show logs that have (1) the same severity as set in Severity Table (2) for the time
set in Time Window. For these logs Exporter table will show distribution by exporters and Severity Table
will show distribution by log's severity.

Active alarms for Syslog message are shown in Alarms column. Column is labeled with colour of alarm
severity and number of active alarms with that severity. If there is more than one active alarm with
different severities, label will be split. If there are no active alarms sign "-" is shown.

Numbers under Alarm column are clickable, and after click you will be redirected to Alarm
module. There, you will be able to see the list off all active alarms within that Syslog message.

= —

HHHIH (T a

For example, on the screenshot to the left, you can see that logs that occurred during the selected Time
Window and severity 0 to 7 are shown. You can also see that there was 4433 such logs (Severity Table)
of which most numerous were Critical (50.0%), Informational (27.7%) and Notice (22.2%).

You can also see the distribution of these logs by exporters in the Exporter table: exporter 172.16.2.152
generated the most logs (2218).

Continue reading about Syslog Analysis.
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Syslog Analysis

EventLog Chart shows distribution of Syslog messages (logs) by severity:

Syslog Filtering
Additional Options

;. Lpgs per b(ar (yja)xis) : gyslogtcga{)tl
. Time axis (x-axis everity Table
3. Bar width ® Exporter Table and Chart
4. Zoom out ® Syslog Table
L]
L]

Chart shows number of logs in certain time chunks (1 minute, 1 day, 1 hour). Width of the chart bars and
number of bars depends on the Time Window selected. See table below:

Time Window Bar Width Number of Bars
Last hour 30 seconds @ 120
Last 6 hours 5 minutes 72

Last 12 hours 5 minutes 144

Last day 15 minutes 96
Last week 1 hour 168
Last month 6 hours 120

Chart has two axis: numerical y-axis and time x-axis. Numerical axis shows the number of logs per bar.
Time shown on the x-axis of the chart is the same time as set in the Time Window. Next to the Syslog
Chart is the Severity Table in which you can select if Syslog messages of the certain severity will be
displayed on the chart or not. Colors on the chart correspond with the colors of the Syslog Severity in the
Severity Table.

On the EventLog Chart above you can see that one bar on the chart represents logs during 30 seconds
(bar = 30 seconds).

Severity Table
Severity Table shows log distribution by severity, for the logs of selected _ S -
severity that occurred in the selected Time Window. On screenshot to SEUEE Logs Distribution
the right currently selected severity levels are 0, 1, 2 and 3. This means O-Ernergency 0.0%
that Syslog chart and tables will show only logs with this severity levels. 1 3%,
By clicking on the corresponding severity in the Severity Table you can - .
switch on/off logs of that severity. Switched off severity is shown with a 0.1%
gray background and logs with that severity are not shown on the carts 95 6%
and graphs. 00
0.0%
0.0%
0.0%

Exporter Table and Chart
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ey Exporter Table shows log distribution by
Expotter Logs Distribution 5

] A6 3304 exporter, for the logs of selected severity that
[ ] £ 02 2517 occurred in the selected Time Window. Top 7
= 6gl flﬁf \ exporters have a color assigned, while other
e = : exporters are grey and under Others on the

475 70 pie chart. To see other exporters, scroll down

2 600 e exporter list. Clicking on an exporter wi
| th ter list. Clicki i Il
L RCES 15,20 show only logs for that exporter on the charts

and table. By clicking on it again, you can
switch back to see logs for all exporters.

Syslog Table

EventLog Table shows messages with selected severity (in Severity Table) that were received during
time set in the Time Window. For each message Date, Exporter, Severity, Facility and Message content
is displayed. Severity levels are shown with the corresponding color, as in the chart and Severity Table.
Syslog Table can be filtered by Exporter, Severity, Facility and Message content. Note that the filters can
be activated by selecting items in the Severity and Exporter Tables, as described above. To clear all
filters, click the Clear button above the Syslog chart.

Syslog Filtering

You can filter out unwanted logs based on log's severity, exporter, facility, date and time, and message
content.

NetVizura EventLog has three main types of Syslog filters:
® quick filters: severity and exporters

® table filters
® time filters (Time Window)

bar = 5 mirues % || _severty  Logs | Distrbat
0 13

Z-Critical

A T |

Esiporter Severity Facility

Date

Quick filters are activated/deactivated by clicking on the corresponding severity in the Severity Table, or
clicking on the corresponding exporter in the Exporter table. Inactive severity/exporters are marked with
gray color, while active severity/exporters are colored. Logs from inactive exporters and logs with
inactive severity levels are not shown in the charts and tables, and are not counted in the on-screen
statistics.

Activating/deactivating severity or exporter filters will:
® update Syslog Table filters for the corresponding exporter or severity level

® refresh charts and Syslog Table,
* refresh statistics in the Exporter Table and Severity Table

G} Filters and data in Syslog Table, Exporter Table, Severity table always match each other.

Figure 10: Using filters in Syslog Table shows Syslog Table and Severity Table, and you can see that the
Severity filter in the table matches the active (colored) severity levels in the Severity Table.

Table filters are used to filter Syslog messages by log's severity, exporter, facility and message text

body. To activate or change a filter simple type the value in the corresponding filter text field and press
Enter. This will update the data on all chats and tables.
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G) Multiple filter values are separated by commas.

To filter out the logs based on the time and date, change the Time Window value by clicking on it and (1)
choosing a value from the drop menu or (2) selecting from and to dates in the calendar. Updating the
Time Window will update the data on all chats and tables.

Additional Options

1. Refresh Data — manually refresh 1 2 3
data on charts and tables ) ) )
2. Clear filters — clear all filters (" Refresh | Clear  Show names

3. Show Exporter Names — show
names of exporters (routers) instead
of their IP address. These can be
DNS names, or the ones you defined
in the Settings/Devices page.
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SNMP Trap Analysis

To view SNMP Traps go to EventLog module and click SNMP Trap tab. Here you can see SNMP Trap
messages sent from different exporters for a chosen Time Window. Up to 30 traps will be shown

per page.

Data shown:

Date
Exporter
Trap OID
Trap details
Alarms

@ Trap details column contains
information about variable bindings
for each trap message.

You can resolve OID and exporter IP names

by clicking on the "Show names" button above

Trap table, as shown in the screenshot below.

Exporter names are resolved via names @
defined in Devices Table or DNS, and OID

names are resolved by extracting data from

the MIB modules.

Hovering over any OID in Trap OID
and Trap Details columns will
display that OID's description in a
tool-tip.

If OIDs are not resolved, add the corresponding MIB module for that OID in ﬁ > Settings > MIB
Settings > Modules.

Syslog SNMP Trap System/
& Refresh | Clear’ | Show names
Exporter Trap OID

Date B B
Oct 18 2019, 13:11:20.517 | 172.16.13.5 .1.3.6.1.4.1.11.2.3.7.11.97.0.2 | .
Oct 18 2019, 13:11:17.759 | 172.16.13.5 1.3.6.1.6.3.1.1.54
Oct 18 2019, 13:11:13.464 | 172.16.13.5 .1.3.6.1.4.1.11.2.3.7.11.97.0.2 | .1.3.6.
Oct 18 2019, 13:11:13.460 | 172.16.13.5 1361631153
Oct 18 2019, 13:11:09.471 | 172.16.13.5 .1.3.6.1.4.1.11.2.3.7.11.97.0.2 | .
Oct 18 2019, 13:11:07.055 | 172.16.13.5 13.6.1.6.3.1.1.54

Syslng SNMP Trap System

W) Refresh  Clear {Show mames)

Bate Exporie Trap OID
Oct 36 2019, 1%:31:20 517 Fedifral Bank
Oct 18 2019, 13:11:17.759 | Faderal Bank |
Oct 18 2019, 13:31:13.964  Federal Bank

Ot 18 2019, 1311

Oct 16 2019, 13:11:09471  Federal Bank

et 18 2019, 1R1107.055  Federad Bank
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Event Alarms

You can setup alarms to trigger if a specific condition is met on a Syslog or SNMP trap message:

® For Syslogs, threshold is based on source IP, severity, facility and message content
® For SNMP traps, threshold is based on source IP, trap OID and variable bindings.
@ 1tis possible to combine more threshold criteria (AND logical operand is implied).

Each alarm has its severity and you can override the severity of the Syslog alarm. This is useful if the
default severity of a Syslog does not correspond to alarm severity. For example, a fan is malfunctioning
in the data center. Usually, Syslog severity for fan malfunctioning is Warning, but in this case it is wise to
set the higher Alarm severity.

To view all EventLog alarms, go to Alarm Module.

©

Here you can see the list of all alarms that occurred within the selected time period. In our case, we can
see different alarms that we previously defined in Settings.

In this view alarm occurrences are grouped. By clicking plus sign you can see each occurrence of an
alarm. Occurrence indicators visualize approximate time (within selected time window) when
alarm occurred. Clicking on Group toggle button alarm occurrences are no longer grouped.

You are also able to filter, sort alarms and view only active alarms according to your need.

Alarm is defined as group alarm (alarm will be triggered if all conditions are fulfilled for defined number of
messages in defined time frame) it will have start time, and optionally end time if isn't deactivated yet. Mor
e precisely, if group alarm doesn't have end time, there are still some Eventlog messages, recorded by
application, that meet alarm conditions in defined period of time. This alarm will be deactivated when
there are less messages than defined in previous period of time.

Note that application restart (Tomcat restart, application update or something similar) will also deactivate
all active Eventlog alarms during application initialization. After that, all calculations for alarm conditions
will start "from zero".

Items under Scope column are clickable, so you can click on Exporter and after that you will be
redirected to EventLog module. During redirection global time-frame of application will be set to start
date and end date of selected alarm or group of alarms. In parallel with that action, all header filters in
EventLog module will be populated according to Alarm definition.

In following example alarm is defined to be triggered on Syslog messages with Emergency Severity level.
Two Syslog messages received from same exporter activated this alarm. Click on exporter in Alarm
module redirects user to EventLog module and sets time-frame to minute when messages occurred.
Filters for Exporter and Severity are populated also.

0)
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Learn more

Learn about creating
EventLog Alarms in Alarm
Settings (ELA).

When you are redirected
from Alarm module to
EventLog module, Clear
button will have visible info
icon. Click on Clear button
will reset all filters and
reload all messages in
selected time-frame.

After clearing all filters on
Clear button, you have to
manually set time-frame
(Clear button has no effect
on time-frame)
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Event System Data

To view NetVizura EventLog system state, click System tab while in View Mode.

System tab shows NetVizura EventLog system traffic. Tab is organized in two sections: Syslog and
SNMP Trap. Each section has a chart and a corresponding table as shown on the Figure 11: System tab
- Syslog messages.

Syslog Messages

Processed - logs processed by the service

Filtered - logs rejected by the service due to filtering
Dropped - logs dropped by the service due to high load
Unlicensed - obfuscated logs due to license limitations

Logs sent to NetVizura server are put in the buffer before processing. Logs are taken from the buffer and
matched against the license and Syslog filters. If the the number syslog exporters exceeds the license
limit - the log's message will be obfuscated (Unlicensed logs). If a filter marks a log to be reject it will be
not be stored or processed (filtered logs). If the buffer is full (to many logs are being sent), incoming
packets will not be stored or processed (Dropped logs). Logs that are not dropped, obfuscated or filtered
are counted as Processed log.

To manage your Syslog filters, go to ﬁ > Settings > EventLog Settings > Syslog filtering. To learn
more about Syslog filters, go to

SNMP Trap Messages

® Processed - traps processed by the service
® Filtered — traps rejected by the service due to filtering
® Unlicensed - obfuscated logs due to license limitations

Traps are matched against the license and SNMP Trap filters. If the the number trap exporters exceeds
the license limit - the trap's message will be obfuscated (Unlicensed traps). If a filter marks a trap to be

reject it will be not be stored or processed (Filtered traps). Traps that are not obfuscated or filtered are
counted as Processed traps.

To manage your SNMP Trap filters, go to ﬁ > Settings > EventLog Settings > SNMP Trap filtering.
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Settings (ELA)

To access it, go to {} > Settings > EventLog Settings.

Here you can set Syslog filtering, SNMP Trap filtering, and NetVizura EventLog service and database
maintenance options.

® Filtering Settings (ELA)

® Alarm Settings (ELA)
® System Settings (ELA)
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Filtering Settings (ELA)
Syslog Filters are used to make explicit rules to filter out unwanted syslog messages. Filtered out

messages will not be lﬁrocessed, stored and showed in the EventLog charts and tables. To access

Syslog Filters, go to > Settings > EventLog Settings > Syslog filtering.

g Mg O e e Colieration
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By default, there is only one Syslog Filter named Default that accepts all syslog messages. On the

Figure 15: Syslog Filter Table you can see Syslog Filter list together with some filter examples. As you

can see, each filter has:

. Filter number

. Description

. Filter expression — condition for the filter expressed in text format

. Filter action - reject or accept messages that match filter expression
. Status — filter can be active or inactive

A WNBE

Looking at the second filter named “Block Fan” you can see that it is used to block (reject) fan related
logs (log message contains the word “fan”) of low priority (severity levels between 3 and 7) from any
device.

Filter table is ordered which means that filters are applied in the order of the table: filter with the filter
number 1 will be applied first, then rest will follow. Note that default filter is always the last one to be
applied.

Ordering and Default filter allows you to have two filter strategies:
® Explicit reject: default filter accepts all messages, filters reject specific messages

® Explicit accept: default filter rejects all messages, filters accept specific messages

1 Default filter is always active, always the last to be applied, and the only change you can
make to it is to change its Filter action (to accept or reject all messages).

Filter table has several quick options:

1. p A R

1. To make a filter active/inactive, click
Status the Inactive/Active icon

2. To edit filter, click the edit icon or

double click on the filter table row

o Active F - v 3. To remove filter, click remove icon

4. To change the position of the filter in
) e P (=) (A the table, use the Up and Down icons
Artive .

To Add a new filter, click the Add button at the top of the Filter table.

il ek | W teigs B

Fitr rans Bk Fan

Demcrpton

Blotkn fon teassges 1f Beverity is
not 0,1 ar 2

gt
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Filter expression is a set of conditions that need to be met in order for filter action to be triggered.
Condition are based on the Syslog message severity, facility, message content or device(s) that sent it
(based on source IP address). Each condition type has several condition operands depending on the
possible values, for instance Severity has options >, <, =, =, >=, <= and “between” operands.

The conditions are added by clicking on the “+” icon and composite conditions are added by clicking on
the “+()"“ icon. Composite conditions will appear in the filter expression in the brackets, and are generally
used if you need a condition in the form of Cond1 AND (Cond2 OR Cond3).

Logical operator between condition are set by the drop-down list next to “+” and “+()” options: Match All
(AND), Match Any (OR), Match None (NAND).

By default, filter action is set to Accept and filter status to Active.
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Alarm Settings (ELA)

@ All EventLog users can view alarms, however only users with write privileges can add, edit or
delete them. ® Adding new alarm
® Alarm Examples

To set EventLog alarms, go to ﬁ > Settings > EventLog Settings > Alarms.

To add a new alarm in EventLog:

1. Click Add
2. Set Alarm information
3. Set Alarm condition

There are two types of alarms:

1. Syslog alarm - alarm activated with syslog messages
2. SNMP Trap alarm - alarm activated with SNMP trap messages

Common settings for both types of alarm are name, description and alarm level. For Syslogs, condition is
based on source IP, severity, facility and message content. For SNMP traps, condition is based on
source IP, SNMP Trap OID and variable bindings.

Both types of alarm have additional settings for triggering condition. You can create alarm condition G} Itis possible to combine
based on number of messages in unit of time - group alarm (alarm will be triggered and displayed only if more condition criteria. If
all conditions are met more than defined number of times in specified time frame). you do not define a value to
a certain criterion, that
e e T 5 criterion will not be included

in the Alarm condition.

e = i

o W e

Screenshot above shows an example of an Alarm configuration. This Error level alarm will trigger if
SNMP Trap message is sent from 10.10.10.10, with Trap OID 1.3.6.1.4.1.8072.

In following example, Critical alarm will trigger if 3 or more Syslog message is sent form exporter
10.10.10.10 in one minute. This messages need to have severity from 0 to 3 and need to have
"Authentication failure" in text of message also.

Gy Mg SR Trap feiey b Cefipratie

...... FTRTErT)

e X e

You can also define mail notification. Selected users will receive two mails, one when alarm is activated
and second one when alarm is deactivated.

Alarm Examples

Type Alarm Description
name

Networking Link is down Interface changed state to down

Networking BGP peer BGP peer has reset the connections
drop
See these alarms in action at our Live
System Failed Failed password Demo.
password
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System Auth failure Unauthorized access attempt on a vital
/Security server
Security Severity = Received syslog with Severity 1

Alert

Read more about Event Alarms.
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System Settings (ELA)

To access NetVizura EventLog settings go to ﬁ > Settings > EventLog Settings > Configuration. On this page:

You have the option to configure:

® Service Options

1. Service options L
® Database Maintenance

2. Database maintenance

Service Options

To access Service options, go to ﬁ > Settings > EventLog Settings > Configuration.

I settings Syslog fitering  SNMP Trap filtering  Configuration
Service oplinns
B rodules
5}'5'09 socket port 3514
MIB Sattings LR g pember lenlg foe Seieg data
Eventlog Settings
h ! Trap socket port SEtED
[ L T R PO T SR —
B users
Piaximal severity level shown Epr=— -

Leers Siter out coresages Vel Lerger umieits level by detautt

In service options you can set listening port for syslog and trap messages, and view preferences.

To set Syslog socket port, change the value in the corresponding text field and click Save. Note that
devices exporting syslog messages need to target this port (explicitly or via redirection).

To set Trap socket port, change the value in the corresponding text field and click Save. Note that
devices exporting trap messages need to target this port (explicitly or via redirection).

@ By default, syslog messages are exported from the devices to port 514, while NetVizura
listens on the port 33514 in Linux systems and on the port 514 in Windows systems. If you
use Linux systems, you need to (1) redirect syslog messages to the 33514 on NetVizura
server, (2) export syslog messages to 33514 from device, or (3) change NetVizura EventLog
configuration. Same applies to trap socket port.

Maximal severity level shown is by default set to 3 — Error which means that when you open EventLog
module severity levels 0, 1, 2, 3 will be active in the Severity Table. To change the value, click on the
drop down menu and choose a different value.

Database Maintenance

To access Database Maintenance, go to ﬁ > Settings > EventLog Settings > Configuration.

Syslog database malntenance optlons

Cleanup sarvice intereal 10 x 1000 recaivad massages
infaral for e beslaling rleasup s envice

K eap messages In database for 120 days
245 foswin

Manimumn database size an B
pidest magsapes will be oelated fivt

On screenshot above you can see an example of database maintenance configuration: cleanup is
triggered after every 10,000 messages and the cleanup service will delete messages that are either
more than 120 old, or the oldest messages if the database size is more than 20GB.

To change database maintenance parameters, edit the corresponding text fields and click Save.

Setting the Keep messages in database for parameter to zero will switch off deletion of the
messages in regards to their age. In other words, cleanup service will only delete messages if
the maximum database size is exceeded.
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Troubleshooting (ELA)

® | do not receive any Syslog messages
® | see dropped logs on my ELA(Linux)
® | set the Syslog socket port to 514 but | am still not receiving syslog messages (Linux)
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| do not receive any Syslog messages

There are several possible reasons for not receiving syslog messages:

1. Syslog export port and NetVizura Syslog socket port do not match
2. NetVizura server has firewall (port is not opened)
3. Devices exporting syslog and NetVizura server are not connected

Syslog export port and NetVizura Syslog socket port do not match

Syslog socket port in ﬁ‘ > Settings > EventLog Settings > Configuration needs to match the port on
which you are sending syslog messages. You need to (1) redirect syslog messages to the 33514, or (2)
export syslog messages to 33514, or (3) change NetVizura EventLog configuration so that the export
port (devices or redirection) match the Syslog socket port in the configuration. Check the IP table to see
if redirection is applied.

On Linux systems ports lower than 1024 can not be used by application. Tomcat web server
running NetVizura EventLog needs to be started by root user to allow NetVizura EventLog
service to listen on ports lower than 1024.

NetVizura server has firewall (port is not opened)

Port to which syslog messages are exported to (Syslog socket port in ﬁ' > Settings > EventLog
Settings > Configuration) might not be opened during installation process, if so, you need to manually
open that port. Check your software firewall on the NetVizura server and open the port. Iptables is an
example of firewall on CentOS and RedHat systems.

Devices exporting syslog and NetVizura server are not connected

Contact your system and network administrators and make sure that all devices exporting syslog
messages have network connection to the server running NetVizura EventLog.
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| see dropped logs on my ELA(Linux)

Sysiog SN Trap System

n flogst M flops)

You can check with netstat -su command whether you are experiencing a lot of dropped logs on your Linux server:

If you are, you need to add additional UDP parameters inside /etc/sysctl.conf :

Kernel parameters

net.core.rnmemnmax=16777216
net.core.rnemdefaul t =16777216

net.ipv4.udp_rnemmn = 4096
net.ipv4.udp_nmem = 4096 87380 16777216
net . core. netdev_max_backl og = 2000

Afterwards, apply it with sysctl -p

Explanation

net.core.rmem_max and net.core.rmem_default - Recomme
nded solution

net.ipv4.udp_rmem_min

net.ipv4.udp_mem

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.

UDP receive buffer size and we need to set it to 16MB (enough for Gigabit
Networking)

Minimal size of receive buffer used by UDP. Default is 1 page(4096) and can be set
to have higher values

Management option, set with PAGE_SIZE=4096 (4K)
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net.core.netdev_max_backlog Queue size for incoming packets
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| set the Syslog socket port to 514 but | am still not
receiving syslog messages (Linux)
Problem

Port lower than 1024 on Linux systems can only be used by root.

Solution

If NetVizura doesn't have root privileges then you need to set listening port to any port higher than 1024
and redirect the Syslog messages to that port.
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MIB Browser

® Getting Started (MIB)
® Usage (MIB)

® Settings (MIB)

® Troubleshooting (MIB)
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Getting Started (MIB)

® Configuring SNMP Connection (MIB)
® |nitial Settings (MIB)
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Configuring SNMP Connection (MIB)

® In order to establish SNMP connection, it is required to have basic network administration knowledge and access to network devices.
® Make sure that NetVizura server and devices have network connectivity

This article has tendency to show you how to configure SNMP policy on Cisco devices. This is necessary for NetVizura to be able to collect SNMP
information from devices. For more detailed information, refer to the Cisco website.

SNMPv2 example

[N

. Router# configure terninal -Enters global configuration mode.

2. Router(config)# snnp-server community netvizura RO - Configure SNMPv2 community where "netvizura" is SNMPv2 read-only
community string.

3. Router(config)# end - Returns to privileged EXEC mode.

4. Router# wite nenory - Save the settings.

SNMPv3 example

. Router# configure terninal -Enters global configuration mode.

2. Router(config)# snnp-server group Netvizura_Goup v3 priv - Configure SNMPv3 group "Netvizura_Group" with authPriv
security level.

3. Router(config)# snnp-server user Netvizura_User Netvizura_Goup v3 auth sha userpass priv des56 - Configure
SNMPv3 user "Netvizura_User" with security parameters, associated with SNMPv3 group "Netvizura_Group"”.

4. Router(config)# end - Returns to privileged EXEC mode.

5. Router# wite nenory - Save the settings.

[N
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Initial Settings (MIB)
Setting SNMP Policies

Before using your MIB Browser, you need to setup SNMP Policies that enable making requests to your
devices.

To set new SNMP Policy:

Goto "l Settings > Control Panel > SNMP Policies
. Click the + Add button to add a new policy

. Enter policy details

. Click Save

rWON P

Policies

Hamea: Fublic Commun ity public

Repeatsrs: 20

SHMPVZC -

SHMF v

READ_WRETE | +

o Save X Close

Checking the System

Now it is a good time to check if the system is working properly.
To do so, follow these steps:

1. Check if OIDs you plan to use for requesting are available
Go to the MIB Module and navigate to desired OIDs node by opening MIB Tree branch by
branch or by searching them in your MIB database.

2. Check if SNMP requests are actually executing
Pick a test device by going to Device tab, selecting Instant Device button, entering its IP
address and community string. Then, go back to the MIB tab, select the OID you wish to use

and choose Request button. The view on the right should return the list or table with OID values

that were read from your device.

Adding Missing MIB Modules (Optionally)

If you can not find the OID you need in the MIB Tree, you should add the module that contains it.

1. Download the relevant MIB module
Browse the internet for the OID you need and find credible source to download module from
(eg. vendor).

2. Add new MIB module in NetVizura:

a. Goto > Settings > MIB Settings > Modules
b. Click the + Add button
c. Search and select module on your local storage
d. Select Open to upload it

3. Verify if upload was successful

Simply search for the uploaded module by entering its name in the module table in the filter box

under in the Name column

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0.

On this page:

® Setting SNMP Policies

® Checking the System

® Adding Missing MIB Modules
(Optionally)

@ Read more about SNMP
Policy Settings.

@ Read more about Usage
(MIB).

@ Read more about Modules
Settings
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Usage (MIB)

In this chapter you will find out how to use MIB module to see browse the MIB tree and get OID values
from your devices.

OID Navigation

OID Search

Setting Current Device
SNMP Request

OID Favorites

OID Details
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OID Navigation

When MIB module is selected the MIB main screen will show the following parts:
1. Mode Panel - choose between the MIB and Device mode.
2. Menu Panel - shows options available in the selected mode
3. Tab Panel - tab contains the information on the OID requested and the device the SNMP Query * Navigating in MIB Mode

was sent to. For each SNMP request a new tab will open. * Navigating in Device Mode
4. Main Panel - displays results of SNMP request and MIB search operations.

Duneriptizn 1

On the screenshot above, you can see that MIB ifTable is selected in the MIB tree and that after SNMP
request the Main Panel shows the ifTable with OID values for the currently selected device (cisco3550-
xxX). In the Details it is visible that the ifTable OID is .1.3.6.1.2.1.2.2.

Navigating in MIB Mode

MIB Browser is selected by default and it

shows the MIB tree with its options for SNMP MIB Device
request and OID search. &
MIB Tree
MIB browser options: 7
+au Request \, Search
- B[ system(1)

1. MIB Tree — shows the MIB Tree and
corresponding options:
a) searching the MIB tree for ifhumber(1)
particular OID ar 7
b) request a SNMP Query for
particular MIB on the Current device

B [ interfaces(2)

ifEntry{1)

2. Favorites — shows all user favorite @ [ at(3)
OIDs (added from the MIB Tree) = ip{4)
3. Details — shows OID details (name, 8 [ iemp(s)
description etc.) for the selected . —
node in the MIB tree | — 5]
Favorites %
Navigating in Device Mode Details 3 v
Type Object
Device mode is used to set the Current Name ifTable
device. Any SNMP request in the MIB tab will oID 1.3.6.1.2.1.2.2
be sent to the Current device. Status mandatane
Access not-accessible

Value Type SEQUENCE OF ifEntry
|Descrintion A list of interfare entriss The

G) Device mode is available only if Network module is included in NetVizura application.

On screenshot to the left you can see that the
Current device is cisco-xyz. When you click on
the Request in the MIB tab, SNMP Query
command will be sent to this device.

Device Tab includes following options and
information:

1. Add instant device

2. Current device

3. List of devices in the application
database

4. List of instant devices

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0. 251



NetVizura User Guide

MIB Device
=l Instant devica - 4

Current device

Hama: clsen3shi
Arddress: 6117 — &
Palicy: pbiie

Devices

Bl @ DS Davices «— @
<

i H

i

"

{D Devices added in the ﬁ' > Settings > MIB Settings > Devices will show in the list of
devices and will be always available.

Instant devices are user added devices that will not be saved in the database (the list will be
cleared after logout). Instant devised are used if you want to quickly check an OID on a device
but do not want the device to be stored for later use.

Continue reading about OID Search.
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To find a specific OID in the MIB Tree:
1. Click Search in the MIB Tree
2. Type the name (full or partial) or OID number in the text field of the Search tab
3. Press Enter or click Search in the Search tab

The search results will be shown in the Search tab. Name, (MIB) Module and OID number are shown for
each OID found. Clicking on an OID in the Search tab will select it in the MIB tree.

MIB  Device Sdareh *
MIE Tree Mzl § Search g
1 Rerquost Search %

G) By default, up to 50 OIDs will be shown. To change the maximum number of OIDs shown, go
> Settings > MIB Settings > Configuration and change the Search results

to
parameter.

253
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Setting Current Device

Current device is a device to which the SNMP requests are sent. You can set current device by:

1. Selecting a device from the application database
2. Adding Instant device

3. Selecting previously added Instant device

MIB Device

%= Instant device 8
ent device
MName: ciscondhan

Address: b i1
Policy: puhlic

Devices

e

k

= & Instant Devices

)

¥

1.120)

To select a device from the application
database, simply select it from the DB devices
list in the Device Tab (1). If the device you
want is not in this list you can create it by

going to > Settings > Control Panel >
Devices. For more information go to article Co
nfiguring Devices.

Alternately, you can create an instant device
by clicking the Instant device button (2). You
need to enter IP address and SNMP
community string. Instant devices have
SNMPv2c and SNMP port 161.

All instant devices you add will be added to
the Instant device list (3).

@ Instant devices will not be saved to
application database and they will
be cleared after you log out.
Current device is displayed in the
Device in Use section of the Device
panel.
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SNMP Request

O e _
On this page:
1. Select the desired OID

2. Click Request

® Table Request
® List Requests
® OID Value Setting

MIB Device IMalde =
MIB Tree ciscu3550 L]
L ]
i Reguest b Searcly index  ifindex ifDescr
& @ par 1 1 GiyRbiEtherren/L

dod(5) 5
B 0 nternet{1)

directory(1) s

&

Result will display in the main panel (3) in a new tab. Title of the tab will be the OID name and it will
contain the device to which the SNMP request was sent to (the Current device).

On the screenshot we can see that SNMP query was sent to device cisco3550-xx (3) for the ifTable.

If there is no Current device set, the application will prompt you to enter an instant device. You
can request the SNMP query from MIB tree or Favorites.

OID values returned by the SNMP request = mib-2(1)
can be displayed as a list (OIDs and their

values) or table, depending on the type of the ® [ system(1)
selected node in the MIB Tree. B interfaces(2)

. ifNumber(1)
MIB tree node types as shown in the . 2
screenshot to the left:

e e -
il

ifEntry(1)

1. Folder — returns a list of OIDs

2. Leaf —returns a single OID

3. Table — returns OIDs organized into
table

4. Table header - returns a list of OIDs

Table Request

An example of SNMP query result table is shown on figure below. SNMP table contains name and value
for each OID corresponding with the same index. SNMP table has the following information and options:

1. Title — shows the MIB requested

2. Device — shows the device that returned the table (Current device)
3. Settable OIDs (marked in blue)

4. Pivot — pivoting the table

5. Next/Refresh — next table page / refresh

WTabie®

[ Mg b S yshddess i Sirtie HprSis et Br0cisls (larastPite |

The table will show up to 100 rows by default. If the table has more rows, the Next option will be
displayed. Click next to get next 100 rows.
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Refresh option will show if there is less than 100 rows, or you reached the last page of the table (after @ To change the maximum
clicking Next). Click Refresh to send the SNMP request again. number of rows displayed,

go to > Settings > MIB
Settings > Configuration
and change the Table
response limit parameter.

List Requests

Examples of list requests are shown on screenshot below:

'
MiB |[EE Wierfaces © Numiber iEntry
risen550

wid valie

Prmbere |4
X LY

iteriages e

R LAT

oid  waloe

.,
Miterfarns [T WEntry

chscod S50

Favorites oid walue
Dietabls

Type 0

Hame Meniry

oo 136121221
Status mdatory
Accens

Value Type

Description

The list will show up to 50 rows by default. If the list has more rows, the Next option will be displayed.

Click next to get next 50 rows. @ To change the maximum
number of rows displayed,

Refresh option will show if there is less than 50 rows, or you reached the last page of the list (after

clicking Next). Click Refresh to send the SNMP request again. go to > Settings > MIB
Settings > Configuration

and change the List
response limit parameter.

OID Value Setting

You can set an OID value if it is marked in blue in the table returned by the SNMP request. To set the
OID value:

1. Click on the OID value
2. Select an OID value or type a value
3. Click OK.

ifTable *

ciscod550-mnt Plvot Refresh

ifSpeed  ifPhysAddress ifAdminStatus ifOperStatus  ifLastChange  ifInOc

1000000000 00:11:5c:82:96:00 up{1)} ¥ upil) 4 o :37.54 | 259822¢

Select vakie

up(L) s,

oK® cancel

G} To set an OID value and SNMP SET change to be successfull on a device, you need to have:
1. WRITE or ADMIN permission for MIB module

2. READ_WRITE access level on device's SNMP policy
3. Enabled device remote SNMP setting
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OID Favorites

To access Favorites click on the MIB tab and then click on Favorites.

On this page:

® Favorite OIDs
® Adding OID to Favorites

® Removing OID from
1. Select on the desired OID in the Favorites tree Favorites
2. Click Request.

Favorite OIDs

You can access you favorite OID from the Favorites. To request a SNMP Query on the Current device:

Result will display in the main panel in a new tab. Title of the tab will be the OID name and it will contain
the device to which the SNMP request was sent to (the Current device).

@ If there is no Current device set, the application will prompt you to enter an instant device.

An example of Favorites
MIB Device are shown on the
screenshot. The Favorites

MIB Tree shown are the result of
Eavorites adding IfTable to favorites.
=3 Request We can see that the
2 Favorites are organized
= i Favorites

hierarchically like the MIB
tree.

B [ fEnoy(1)

fi“dt‘"g:’ Adding OID to
ifDescr(2) R
FType(3) Favorites
'-—{"f”“({' ) To add an OID to
FEpeed(s) Favorites right-click on it

K #PhysAddress(6) in the MIB Tree and
FAdminStatus(7) select Add to Favorites.

When you add an OID to
Favorites you add every
OID contained in branch
of the MIB tree that starts
with that OID, too. On the
screenshot above we see
that adding the ifTable
also added ifEntry, and its
belonging ifindex, ifDescr,
etc.

G) Adding a Favorite will add that OID to your Favorites list only, it will not affect the Favorites list
of other users.

Removing OID from Favorites

To remove an OID from Favorites right-click on it in the Favorites Tree and select Remove from
Favorites.

When you remove an OID from Favorites you remove entire branch of MIB tree that starts with that OID.

For example, on screenshot above removing ifTable from Favorites also removes ifEntry, and its
belonging nodes ifindex, ifDescr, etc.

@ Removing a Favorite will remove that OID from your Favorites list only, it will not affect the
Favorites list of other users.
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OID Details

Details panel shows more information for the OID selected in the MIB Tree or Favorites. Information
shown depends on the type of the MIB tree node type.

On the figure below we can see the details for ifTable: Name, OID number, Status, Access, Value Type
and Description.

<<

Details
Type Object
Name ifTable
(o] (0] A13.61.21.2.2
Status B
Access
Value Type
Description

@ To hide the details panel, click on
the double arrow icon in the top

m right corner of the Details panel.
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Settings (MIB)

To access it, go to Q > Settings > MIB Settings (upper right corner of the application).
You are able to set MIB modules, SNMP queries and search options.

® Modules Settings
® System Settings (MIB)
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Modules Settings

On this page:
In order to populate the MIB Tree and be able to send SNMP requests to devices, OID definitions need

to be in the application database. If the MIB Tree does not have OIDs you need, you need to add the

module that defines them. ® Adding MIB Module

® Bulk MIB Module Import
To access MIB Modules, go to ﬁ > Settings > MIB Settings > Modules. ® Removing MIB Module

Misebes  Canfipsration

On the screenshot to the left we can see MIB module table together with default MIBs. As you can see,
table shows basic MIB parameters:

1. Name
2. Release date
3. Imports

Looking at the first MIB named “xxxx” we can see that it was released on 6th of January 1994 and that its
imports mib-2 located in the MIB called RFC1213-MIB. This means that in order for BGP4-MIB to be
added to the database, RFC1213-MIB had to be added before that.

Adding MIB Module

To add a new MIB module, click the + Add button at the top left of the Module table.

G) If you try to add a MIB and it fails, Miing Sacilets depeticdencies
the application will show a list of BTG P
imports needed for that MIB and
the missing MIBs will be marked
red.

For instance, if you want to add CISCO-
CLASS-BASED-QOS-MIB you will have to
add HCNUM-TC first. If you do not, you will
get the message shown on screenshot to the
right.

Bulk MIB Module Import

When importing, multiple MIB Module files may be chosen for import. All selected files will be imported
successfully in case MIB Modules, you are importing, have not yet been uploaded. If that is not the case,
appropriate dialog will be displayed, and you will be asked to resolve existing MIB Module conflicts. By
default, the module you are trying to import will be selected for import, only if it is newer revision
comparing to the module already in database. On the other hand, if the module you are trying to import
has unknown or older revision comparing to one already in database, you can resolve import conflict by
choosing the revision of the module you want to keep.
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Resobve import conflicks

Please choose which modules you wanl to keep

Maodule Database Impeoit

CISCOCONFIG-
MAN-MIB s 2007

*From compalibilify reasons i's always good lo have the
lates! avalable revisron of the module mstalled

Confirm | Close

{D From compatibility reasons it's always good to have the latest available revision
of the module installed.

1 Make sure not to select multiple MIB Module files with the same name when
importing modules in bulk. In that case, there is no guarantee which module will
be imported.

Removing MIB Module

To remove a MIB, click - (remove icon) in the Action column.
If some other MIB Module depends on the module you are trying to remove, application will show a list of

all dependent modules and you will not be able to remove selected module until you remove all
dependent modules. Otherwise, remove action will be successful.
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System Settings (MIB)

To access MIB options settings go to {} > Settings > MIB Settings > Configuration.

Modules Configuration

You have the option to
configure:

100 1. Search results

2. List response
limit

3. Table response
limit

o Swee (X Cancel

Search results sets the limit to the number of results returned using the Search option. When the
number of found OIDs reaches the limit set here, the Search action will stop.

List response limit sets the limit of OID values returned and showed on a page as a result of SNMP
request on a MIB tree element. When the number of found OID values reaches the limit set here, the
SNMP walk will stop and the found OID values will be displayed. This limit is used to break very large
SNMP request into several smaller ones.

For example, if you click Request on the MIB tree element that can return 200 OIDs and the List
response limit is 50, in view mode first 50 results will show. When you click the Next button above the
table, next 50 results will show etc. Effectively, this SNMP request has been broken down into 4 smaller
SNMP requests.

G} If a MIB tree element is a table List response limit is ignored.

Table response limit sets the maximum number of table rows shown on a page as a result of SNMP
request on the MIB tree element that is a table. Result of the request will be shown as a table with
multiple columns and successive rows are displayed by clicking on the Next button above the table.

For example, if you have a MIB table containing 1000 OIDs organized in the 5 columns, we will have in
total 200 rows. If the Table response limit is set to 50 then the resulting table after a SNMP request will
shows first 50 rows (containing 5 x 50 = 250 OIDs). When you click the Next button above the table, next
50 rows will show etc. Effectively, a very large table is shown in 4 steps.
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Troubleshooting (MIB)

® SNMP request lasts too long

® SNMP request fails on a device

® | cannot add a MIB to Modules

® | cannot find an OID in the MIB tree

® | cannot set the OID value on a device
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SNMP request lasts too long

SNMP request can take too long if the number of SNMP request retries and timeout are set to high for
the policy used to access the device.

Goto Q > Settings > Control Panel > SNMP Policies and check the parameters Retry and Timeout

for the policy used on the device. You can see witch policy is configured on the device by going to >
Settings > Control Panel > Devices.

@ For more information, go to chapter SNMP Policy Settings.
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SNMP request fails on a device

There are several possible reasons for SNMP request to fail on a device:

Policy used to access device is wrong
Access list doesn't allow access to the device
SNMP not enabled on the device

Device is not available

Policy used to access device is wrong © Adquickway o checkifa

policy is working on a device

Policy of the device has to match SNMP configuration on that device. Policy is defined in the {} > Settin . .
is to go to > Settings >

gs > Control Panel > SNMP Policies and policy is set to a device in the > Settings > Control Control Panel > Devices,

Panel > Devices. Check SNMP version and Community string first. double click on a device and
then clicking on the Test
button.

@ For further information, go to articles SNMP Policy Settings and Device Settings.

Access list doesn't allow access to the device

Check if the access list allows access to the device from NetVizura server (server's IP has to be
permitted).

@ Multiple access list might need to be checked.

SNMP not enabled on the device

Check if the SNMP is enabled on the device, if not — enable it.

Device is not available

Device might not be available because network is not working properly, SNMP access is not permitted or
the device is down (no power for instance). Try to ping the device to check it's availability or contact your
network engineers.
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| cannot add a MIB to Modules

There are two possible reasons for not being able to add a MIB to Modules:

® MIB is dependent on other MIBs
® MIB has a syntax error

MIB can only be added to Modules if all MIBs that it is dependent on are already added in the Modules.
Application will inform you of the list of missing MIBs. You need to download all the missing MIBs from
the list and add them before trying to add the desired MIB again.

G} For more info on adding a MIB, go to article Modules Settings.

In some cases the MIB file can contain syntax error(s) that does not allow the application to pars it. You
can try to fix the file your self, or rise a support case by sending an email to support@netvizura.com.

NetVizura - Network Monitoring Solutions © 2019, SONECO d.o.0. 266


mailto:support@netvizura.com

NetVizura User Guide

| cannot find an OID in the MIB tree

There are two possible reasons for not being able to find an OID in the MIB tree:

® OID number or name is mistyped
® MIB containing the OID is not in the application database

Double check the OID number or name first.

If this is OK, then you need to add a MIB containing the OID to the application. Download the MIB (from

vendor website for instance) and then add it to the database by going to > Settings > MIB Settings
> Modules.

G} For more info on adding a MIB, go to article Modules Settings.
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| cannot set the OID value on a device

There are two possible reasons for not being able to set the OID value on a device:

® Policy used to access device is READ instead of READ_WRITE (application settings)
® SNMP configuration on a device itself has no write privileges

To check privileges of a policy go to ﬁ‘ > Settings > Control Panel > SNMP Policies and double click
on the policy.

If the problem persist, contact your network engineers to check if the SNMP configuration on a device is
READ only.

@ In order to get the Set OID option, you need to have write or administrator privileges.
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General Settings

In this chapter you will lean how to configure NetVizura:

User Settings

LDAP Settings

SNMP Policy Settings
Device Settings

License Settings

E-Mail Settings

Display Name Settings
Time Window Settings
Report Branding Settings

Note: For some configuration administrator privileges are needed.
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User Settings

Administrator can view, add, edit, delete users and set their permissions.

To manage users accounts, go to ﬁ > Settings > Control Panel > Users.

Nart Usarsan Emad r— User brea Mok Action

There are three user types:

® Guest - shared account
® User - normal user
® Admin - administrator (can view system tab and Raw Data, manage license, users etc.)

Super| Lisar type; Addmmr
Administr
i HModules:
| LDAR ser HEtFlw
Ussmame admin wrm: -

Mabiia:

o Save || X Close

@ LDAP user means that authentication (username and password) is set on LDAP server, not in
NetVizura.

Permissions for specific application features depend on the selected user type:

Feature My Favorites Control Module View Change Change
Account Panel
/ User permissions System Display Time-
tab Names Window
Guest Read None None None/Read No No No
User Write Write None None/Read No No Yes
/Write
Admin Write Write Write None/Read Yes Yes Yes
/Write
: ® Selection of User Type implies pre-defined permissions for My Account, Favorites,

System tabs, Control Panel, Display Names and Time-Window.
® Control Panel manages users, license, email settings, etc.
® Permissions for Modules are allowed for custom selection.

Module permissions are used to choose user's privilege level for a specific module.
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For all modules in general:

® None - user can not view module and its Settings
® Read - user can view module and its Settings
® Write - user can view module and edit its Settings

For NetFlow module specifically:
® Read - user can also schedule Reports and view Report Settings

® Write - user can also view Raw Data, edit Report Settings, view End Users and edit End User
Settings

Adding User

To add a new user:

. Click +Add

Insert user's Login and Contact Information into appropriate fields
. Choose the Permissions from the drop-down lists

. Click Save.

BN R

G} Info

® First name, Last name, Username and Password are mandatory fields.

® Email is needed for receiving emails (alarms and system emails).

® Administrators (user type admin) will receive system critical alarms and warnings via
email.

Editing User

To change an existing user:

. Select desired user form the User table

. Click Edit (pen icon)

. Change Login or Contact Information text in the desired fields
. Change Permissions level in the drop-down lists, if needed.

. Click Save to apply changes.

aprwWwN R

0 Username can not be changed once the user is added.

Removing User
To remove a user:
1. Select a user from the User table

2. Click Remove (-)
3. Click Yes to confirm removal
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LDAP Settings

NetVizura provides LDAP integration so that network admins can have a central management of their
user accounts. On this page:

Administrator can add, edit and delete users from their own directory (Active Directory, Open LDAP or

any other implementation). Network Parameters

Authentication

Mapping rules

Verifying LDAP Login
Active Directory Example
Open LDAP Example

G) When LDAP user logs in to NetVizura for the first time, his NetVizura user account is created,
and he has "read" permissions by default. Further permission change (Admin, Write, Per
module) should be fine-tuned in NetVizura.

To set LDAP integration, go to {} > Settings > Control Panel > LDAP.

Network Parameters

. Server address is your LDAP server hostname or IP address

. Port is LDAP server port. Default port is 389 for insecure (LDAP) connections and 636 for
secure (LDAPS) connections

. Use SSL for secure communication between LDAP server and Netvizura application

Authentication

® Type can be "simple" or encrypted (SASL)
® Method defines comma separated list of SASL mechanisms for password hashing supported
by the LDAP server (e.g. DIGEST-MD5, GSSAPI, CRAM-MDS5, etc.)

Mapping rules

® Base DN is a branch in your LDAP tree which should be used as base for LDAP user mapping.
User can choose between two different LDAP implementation profiles ("Active Directory" and
"Open LDAP") and load predefined settings. The third one "Custom" is used if you have some
other implementation.

® Organizational unit attribute is used for matching specified organizational unit(s).

@ Used only with Open LDAP implementation.

® Organizational unit(s) is a node within an LDAP directory where users are located.

Used only with Open LDAP implementation. You can specify multiple organizational units
separated by space. Order is important.

® User attribute is user attribute name defined on LDAP server which is used for matching
authenticated user.

® Group name is used for relating to a specific group found on LDAP server that contains users
with NetVizura privileges (eg. "Netvizura").

* How to check groups We can relate specified group in two ways: "User in group" (every group
contains a list of users) and "Group in user" (every user has a list of groups where he or she
belongs).

® Group attribute is used for matching specified group name.

® Group object class is used for fetching the list of all LDAP groups and then performs a check to
see if user matches it.

o Used only with "User in group" option.
®* Member attribute is used for matching specified group name with the user.

Verifying LDAP Login
Optionally, at the end we can verify the above connection settings by specifying username and password
of the LDAP user related to Netvizura group.

o You need to type only username, without domain name before it.

Active Directory Example
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SNMP Policy Settings

SNMP policies are used for discovery of devices in Traffic Statistics (exporters and interfaces) in
NetFlow Analyzer module and sending SNMP requests to devices in MIB Browser module. On this page:

®

® Adding SNMP Policy
® Editing SNMP Policy
® Removing SNMP Policy

® You need administrator privileges for setting up SNMP policies in NetVizura Control
Panel.

® Make sure that NetVizura is allowed to make SNMP requests to all devices of
interest. Check SNMP configuration on all devices, as well as ACLs and firewalls.

Administrator can view, add, edit or delete SNMP policies.

To access Policies, go to ‘} > Settings > Control Panel > SNMP Policies.

Palicies
+ Mbd
Name Port  SHMP version v3 security level Action
community 161 s -
181 7 (-
161 ) (-
161 ) =
&1 F -
161 -
community 161 -

On the screenshot to the left we can see Policy table together with some policy examples. As you can
see, table shows basic policy parameters:

Name

Port

SNMP version

. v3 security level

N

Looking at the first policy “x comunity” we can see that the port used for SNMP is 161, and that SNMP
version is v2c. Naturally, since it is v2c there are no associated v3 security levels.

Adding SNMP Policy

To Add a new policy, click the + Add button at the top of the Policy table.

Editing SNMP Policy

To edit a policy, click on the pen (edit icon) or double click on the policy table row.

Policies

communy

of Sava X Clos:

Available policy parameters are: Name, Port, Timeout, Retries, Repeaters, SNMP version, Access level,
Username and SNMPv3 security level options (authentication protocol and password, privacy protocol
and password).

G} SNMPvV3 security level options are only visible if SNMP version is set to SNMPv3.
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When an SNMP request is sent to a device associated with a protocol the request will be sent to the
policy UDP port using the policy username as SNMP community and version. In order for request to be
successful the policy has to match the SNMP configuration of the target device.

Successful request will result in a number of packets each containing a number of OIDs set by the
Repeaters parameter (this is a number of SNMP request repeats in one SNMP Query). If the request is
unsuccessful, there will be a number of retries (Retries parameter) with a certain timeout between each
request based on the Timeout parameter (timeout incrementally grows after each request).

In the example shown in the screenshot above the SNMP request in view mode will result in a SNMPv3

request to a device on UDP port 161 with the above set security parameters. If the device doesn't reply,
there will be one more retry after 1000ms.

Removing SNMP Policy

To remove a policy, click - (remove icon) in the Action column.
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Device Settings

Device Settings Table

To access Devices, go to ﬁ > Settings > Control Panel > Devices.

® Device Settings Table
® Add New Device

""" = s 3 ® Edit Device

Screenshot above shows the Device table. As you can see, table shows a list of devices with their basic
parameters:

Name

IP Address
Port

SNMP Policy
SNMP Version
. Device Type

OUTAWNE

Add New Device

Devices are automatically added when device discovery is made in Network and NetFlow module (Read
more about Device Discovery and Working with Exporters). It is also possible to manually add a new
device.

Dhervice

M Pokcy: -
IF:

Diswice Typa:

of Saree | | Cloga

On the screenshot "Adding device" above you can see device parameters: Name, IP address, Policy
and Device Type. Name is used to identify the device in the application, and IP to identify the device in
the network.

To add new device:

1. Click on add button the above top right corner of device table.
2. Set Name, IP Address and Device Type. Policy is optional and does not have to be set.
3. Click Save

Choosing a policy:

® |f you know the SNMP configuration of the device and the corresponding policy, you can
choose the policy from the Policy drop-down list.

® |f you do not know the SNMP configuration of the device and the corresponding policy, click on
the Detect and the application will try each policy defined in the application on the device
specified. If successful, the Policy field will be automatically updated.

® Additionally, you can test if the set device works by clicking on the Test button.

Edit Device

Looking at the first device “cisco2950-xx" you can see that the its IP address is x.x.3.84 and that the
policy used on the device is “public”. Furthermore, you can see that the said policy is SNMP v2c and that
the UDP port used for SNMP is 161. We can also see that this it belongs to Cisco Router type of devices.
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Mavloas
sl
Fzne mEroReElasdastan Falicy b
1P 177,16, 364 [3etect Tt
Dence Type:  Cisco Router
o Save K Close

On the screenshot "Editing device" above you can see device parameters: name, IP address and policy.
To change Device Name, IP address or Policy:
1. Click on pen (edit icon), or double click on the Device table row

2. Set Name, IP address or Policy(you can not edit device type)
3. Click Save
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License Settings

Administrator can view license information and manage license keys.
To learn about how to

. ) . . . . update or upgrade your
To view your NetVizura license, go to Q > Settings > Miscellaneous > License. license, read more at License

It shows useful information such as:

® Application version

® License type

® Expiration and support end date
® |Installation code

License

&) Refresh = upload

Version NetVizura 4.6
Licensed to dev
License type PERPETUAL

License expiration date -
Support expiration date -
Installation code C3EA-D2BF-39FE-5068-FD19-96EA-B343-ED79

o Send License details will be sent to support@netvizura.com

Licence details are needed for generating commercial license key. You can send them by clicking the Se
nd button (opens email client).

License is upgraded with a new license key by clicking the Upload.
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E-Mail Settings

Email account setup is needed in order to receive notifications via email (such as system warnings,
NetFlow alarms, license messages etc.).

Administrator can set SMTP server, Sender and SMTP password.

To do so, go to {} > Settings > Control Panel > E-Mail.

1. In afield SMTP Server type fully qualified domain name (FQDN) of your SMTP server

2. In afield From address type sender mail address If you have multiple

3. Include password only if it is required by your SMTP (outgoing) mail server. If not, leave blank S installations of NetVizura it is
MTP Password field. wise for mail sender address

to correspond to the server's
name: NVtest@domain.com

E-mail or NV-production@domain.
com.
SMTP Server mail.domain.com
From address netvizura@domain.com

SMTP Password

o Save
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Display Name Settings

Administrator can set, and user can view DSCP, AS number, Service port and Protocol names and
descriptions. These names are used in the application instead of numbers to to provide more human On this page:
friendly statistics.

Configuring DSCP
Configuring AS
Configuring Service
Configuring Protocol

Configuring DSCP

NetFlow Analyzer has a searchable built-in register of DSCP names and numbers. You can change
DSCP name and description. DSCP numbers are not changeable.

To configure DSCP, go to ﬁ > Settings > Miscellaneous > Display Names > DSCP.

Dscp AS Service Protocol

Editing DSCP 46
DSCP Number: 48

DSCP Mame:  EF

Description:
|Expedited Forwarding

& Save X Close

Configuring AS

NetFlow Analyzer has a searchable built-in register of AS names and numbers. AS register is taken from
IANA.org, and aditional informations are collected by sending WHOIS request to whois.arin.net. AS
numbers (ASN) are not changeable, but new autonomous systems can be added. When NetFlow
Analyzer built-in register does not contain the ASN, which is a very rare situation, you can retrieve it by
visiting IANA.org. You can change AS name and description. Our base of AS's is updated with every
new release. The AS's that you have added or changed (name and/or description) will not be affected by
the update.

To configure AS, go to "} > Settings > Miscellaneous > Display Names > AS.

Dscp AS Service Protocol

Editing As 1313
AS Number: 1313
AS Name: ADOBE-AS-AS

Description:
|Adobe Systems Inc.

o Save (X Closa
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Configuring Service

NetFlow Analyzer has a searchable built-in register of Service names and numbers. You can change
Service name and description. Service numbers are not changeable, but new services can be added.

To configure Service, go to Q > Settings > Miscellaneous > Display Names > Service.

DSCP AS Service Protocol

Senvice Name:  AdobeFlash socket
Service Pords: 843

Description:
Adobe Flash socket policy server

v Sawe X Close

Configuring Protocol

NetFlow Analyzer has a searchable built-in register of Protocol names and numbers. You can change
Protocol name and description. Protocol numbers are not changeable, but new services can be added.

To configure Protocol, go to {3 > Settings > Miscellaneous > Display Names > Protocol.

DSCP AS Service Protocol

Protocol Number: 44

Protocol Name: |F’\.iﬁ|

Description:
1 Ipve

v Save X Close
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Time Window Settings

Each user can set his Time Window preference:

® Default Time Window - time period that will be selected each time you log-in to application.

* Date preference - format in which date ranges will be presented

To configure Time Window, go to {} > Settings > Miscellaneous > Time Window.

Time Window

Default Time Window Last Day -
Date preference DD Manth YYYY -
' Save
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Report Branding Settings

During your course of work with NetVizura, you might need to send reports to external parties (e.g. as an
ISP you would like to schedule regular monthly Internet traffic emails to your clients). However, you
would like these reports to maintain your brand's visual identity as a main monitoring service provider.

This is where branding customization is valuable, and administrator can view and edit the following:
@ We recommend that you use

1. Logo image - your organizations logomark/logotype which is visible at the top-left of the report both logomark and logotype
2. Footer text - this can be a short description about who is providing the report and why (or at least logotype) with
3. Footer link - this can be a URL leading to your NetVizura web application or your company's minimum image margins in

order to achieve maximum
logo scale. This will ensure
that logo is more visible and
fit better to other report
elements.

website

Reports

Choosa lnga: | upload

®NetVizura

Footer fink: - http:(fiive_ netvizera.com)dema/

o Save (X Concel
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General Troubleshooting

NetVizura is slow

Web interface not running (Linux)

How to recover from Exception caught: 500 The call failed on the server
How to recover from RPC failure error

How to restart the application

How to submit a request
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NetVizura is slow

Problem
NetVizura is slow: long time for loading graphics, tables etc.
This usually happens if RAM is not allocated to NetVizura services: PostgreSQL and Tomcat. After

installation it is needed to tweak the configuration files in order to utilize the installed RAM to the fullest
extent.

Solution

To tweak PostgreSQL and Tomcat memory allocation follow the instructions on links below:

1. For DEB Linux installation: Linux Debian Installation or Linux Ubuntu Installation
2. For RPM Linux installation: Linux CentOS 6 Installation or Linux CentOS 7 Installation
3. For Windows installation: Windows Installation

If the memory is already fully allocated, add more memory to the server and re-tweak PostgreSQL
and Tomcat to use the extra memory.

Related articles

® No NetFlow traffic captured

® How to restart the application

® How to recover from RPC failure error

® How to recover from Exception caught: 500 The call failed on the server

® Web interface not running (Linux)
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interface not running (Linux)

Problem

Web interface is not responding.

Solution

Web interface is started via browser using Tomcat and PostgreSQL service. The interface is access by

typing http://netvizura_server_ip:8080/netvizura.

Follow these steps:

1
2.
3

®

. Check if your IP is correct

Check if port 8080 is open on the NetVizura server

. Check if tomcat service is up (using t op command)

a. if not, try to startit (servi ce tontat6 start)
b. if it can not be started check which services are installed:
i. Thelistingof/etc/init.d
ii. The listing of command servi ce --status-all

. Check if PostgreSQL is up (servi ce postgresql-9.3 status)

a. if not, try to start it: servi ce postgresql-9.3 start

Note

tontat 6 and post gr esql - 9. 3 are examples of Tomcat and PostgreSQL installation.
Name of services and their versions on your server may differ.

If the problem persists please contact us at support@netvizura.com and send us the following:

1.

abhwWN

On which virtual (or physical) platform have you installed NetVizura (VMWare Workstation,
Proxmox, Xen, physical machine...)

. The outputs of commands ran in step 3.b. above

. Entire zipped directory /var/| og/t ontat 6/

. Entire zipped directory / var /1 i b/ pgsql / 9. 3/ dat a/ pg_| og/
. Entire zipped directory / var / | og/ net vi zur a/
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How to recover from Exception caught: 500 The call failed

on the server

Problem

When trying to login, application displays the following error: "Exception caught: 500 The call failed on
the server".

@ MNetVizura

|admin
sk
Remambar ma

Sign In

Exception caught: 500 Imtermal Server Error The call
failed on the server; see server log for detalls

This can happen:

1. if the browser window with the application stayed open during update
2. if the browser session has expired or
3. if database is not running.

Solution

Refresh browser (Ctrl+F5) and then log in again OR log out and log in manually. If this doesn't help, clear
your browsing data and log in again.

If this method doesn't work, access the server via ssh and apply the following steps:

Linux

1. Check the status of database

2. Start the postgresql service

3. Stop tomcat6 service

4. Start tomcat6 service (to register the application on the database)

Debian 7 / Ubuntu 14 / Centos 6
1. service postgresql-9.5 status
2. service postgresql-9.5 start
3. service tonctat6 stop
4.

service tontat6 start

Centos 7
1. systenct| status postgresqgl-9.5
2. systenct| start postgresql-9.5
3. systenct! stop tontat
4. systenctl start toncat

Debian 8 / Ubuntu 16

. systentt|l status postgresql
. systenttl start postgresql
. systentt| stop tontat?7

. systenttl start tontat7

AWN PR
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G) Info

Names of Tomcat and PostgreSQL services in these article are an example. Check which
version of these services are installed on your server and use those names in the commands

listed above.

Windows

1. Refresh browser (Ctrl+F5) and then log in again OR log out and log in manually.
If this doesn't work, do next:

1. Start the postgresql service
In Windows Command Prompt or PowerShell execute the following command: net start
post gresql -x64-9.5
2. Restart tomcat service (to register the application on the database)
a. Double click on Apache Tomcat Properties in system tray. In General tab, click Stop to

stop tomcat service.
b. Click Start to start tomcat service.

O

L UStoMmize..,

IR B D gryoms

G) Info

Version 9.5 of PostgreSQL service in these article is an example. Check which version of this
service is installed on your server and use this name in the commands listed above. For
example, if you have installed Postgresgl 9.4 the command 2b will be net st op

post gresql - x64-9. 4
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How to recover from RPC failure error

Problem

Application displays RPC failure error. This happens if session has expired in browser you use to access
the application.

Solution

Refresh browser (Ctrl+F5) and then log in again OR log out and log in manually.
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How to restart the application

It may happen that during normal operation NetVizura encounters an error from which it cannot recover

on its own. In these cases you have to restart NetVizura's services.
® Problem

® Solution
Solution * Linux
® Debian 7 / Centos 6
® Centos 7
Linux * Debian 8 / Ubuntu 14 /
Ubuntu 16

Access the server via ssh and execute the following commands: ¢ Windows

1 Execute commands in strict order to avoid improper application restart. Tomcat service must
be started after PostgreSQL for instance.

Debian 7 / Centos 6

1. service tontat6 stop
2. service postgresql-9.5 stop
3. service postgresql-9.5 start
4. service tontat6 start
Centos 7
1. systentt| stop tonctat
2. systenct!| stop postgresql-9.6
3. systenct!l start postgresql-9.6
4. systenct| start toncat

Debian 8 / Ubuntu 14 / Ubuntu 16

. systentt| stop tontat?7

. systentt|l stop postgresql
. systentt|l start postgresql
. systenct| start tontat?

A WONPE

ﬁ) Check the names of your services before attempting stop and start commands.. Names of
Tomcat and PostgreSQL services may differ on different installations. For Example Tomcat
may be tomcat6 or tomcat7 and PostgreSQL may be postgresql-9.2 or higher.

Windows

1 Execute commands in strict order to avoid improper application restart. Tomcat service must
be started after PostgreSQL for instance

1. Stop tomcat

Double click on Apache Tomcat
Properties in system tray. In Gener
al tab, click Stop to stop tomcat
service.

@ Run As Admin

On the Start menu search
for "emd" or "powershell",
right-click the program icon,

2. Stop postgresql
Open Command Prompt or Win

Customize.., h :
dqm_/s PowerShell with admin and then click Run as
privileges and type: net st op Administrator

bt post gresql -x64-9.5

IEI'[EE‘?El i 1:44 PM 3. Start postgresa|
E 5112006 net start postgresql-

x64-9.5

4. Start tomcat
In General tab of Apache Tomcat Properties, click Start to start tomcat service.
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G) Version 9.5 of PostgreSQL service in these article is an example. Check which version of this
service is installed on your server and use this name in the commands listed above. For
example, if you have installed Postgresgl 9.4 the command 2b will be net st op
post gresql -x64-9. 4
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How to submit a request

On this page:

® How to Contact Us
If you need to report a problem, request a new feature or ask for help, you can contact NetVizura team ® Customer Portal
in two ways: submit a customer request on our Support portal or email us. ® Email

® How to Report a Problem

How to Contact Us

1. Customer Portal

Go to web page https://jira.netvizura.com/servicedesk/customer/portal/1l and login to your
account.

Here you can see previous request tickets, their statuses and correspondence. You will get
notified on status changes and NetVizura team replies via email.

G} If you do not have an account:
a. Send initial email to support@netvizura.com
b. You will receive automatic reply with the link to the portal page
c. Enter password to complete registration and enter your account

2. Email

Send an email to support@netvizura.com. This will automatically open a ticket on our Customer
Portal. After support agent reviews your request, you will receive notification reply that support
ticket is in progress.
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-
T problem! [NVSUP-13]
il

NetVizura Support - 3ubmit 3 Problem Reference. NVSUP-13
Houston, we've had a problem! inrrocress

Your request stalus changed to In Progress.
Today 03C
Roger. MAIN B UNDERVOLT.

Okary, stand by, 13. We're looking at it.

You can visw e Tull request

Previous activity

Houslon, wa've had a problam We've had a MAIN B BUS
UNDERVOLT

7
103
Critical

You can continue to reply via email (ticket will be updated automatically) or start using the Customer
Portal.

1 Please do not change the Subject line (eg. "[JIRA] (NetVizura Support) Houston, we've had a
problem! |[NVSUP13] "). This will ensure that all relevant information (emails, comments
etc.) are synchronized with the ticket on our Customer Portal.

How to Report a Problem

Before submitting a problem, please try to find a solution in the search box provided at http://jira.
netvizura.com/servicedesk/customer/portal/1.

If none of the provided resources help, we kindly ask you to send necessary information so that we can
quickly analyze, diagnose and provide solution to your problem:

1. Summary and Description of problem

2. Version and Build of the application (G > About in the upper right corner of the application)
3. Screenshot of the problem
4. Zipped Tomcat logs (/! whole directory, not just the last file)

a. For Debian 7 / Debian 8 / Ubuntu 14 / Ubuntu 16 / CentOS 6: / var/ | og/ t ontat 6 or

/var/log/tontat?7
b. For CentOS 7:

i. Dump journalctl to file: j ournal ctl -u tontat --no-pager > /var
/1 og/tontat/journalctl.out 2>&1
ii. Zip entire Tomcat log directory / var /| og/ t ontat
c. For Windows: C: \ Program Fi | es\ Apache Sof t ware Foundati on\ Tontat
7.0\l ogs or C.\Program Fi | es\ Apache Software Foundati on\ Tontat
8.5\ 1 ogs
5. Zipped PostgreSQL logs (/*. whole pg_| og directory)
a. ForLinux:/var/lib/pgsql/9.6/data/pg_log/, /var/lib/postgresqgl/9.6
/main/ pg_l og or /var/log/postgresql
b. For Windows: C: \ Pr ogr am Fi | es\ Post gr eSQ.\ 9. 6\ dat a\ pg_| og
6. System tab > Performance, Flow screenshots (if problem is performance related)
7. Environment

a. Hardware: CPU, RAM, HDD
b. Software: OS, Java, PostgreSQL, Tomcat, browser
8. Priority (optionally)

@ Versions of Tomcat and PostgreSQL may differ on your server.

Example:
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In Linux, directory can be
zipped with command:

tar -zcf /tnp

/I netvi zura_l ogs.
tar.gz \
-C/var/log
/toncat/

Output archive will be / t np
/netvi zura_|l ogs. tar.

gz

293


http://jira.netvizura.com/servicedesk/customer/portal/1
http://jira.netvizura.com/servicedesk/customer/portal/1

NetVizura User Guide

Homa My roquocts

_ Home { Netvizurs Suppen
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